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Abstract 
 

The variety and complexity of virus harm cause 
there is few practical evaluation methods currently. 
The paper first presents harms’ definition and 
classification of the virus. Then representative first-
level and second-level evaluation indexes are 
proposed. However, as these evaluation factors could 
hardly be assigned with definite values and somewhat 
have fuzziness, the paper constructs a fuzzy evaluation 
model for the harm of computer virus. Once an 
obscure value is assigned to each evaluation indexes in 
the second level, the model can calculate the 
membership degree to each of the five harm grades, 
and then obtains a reasonable harm evaluation result. 
Finally, the paper evaluates the harms of 
“Worm.WhBoy.h”, ”AutoRun”, “JS.Yamanner.a” and 
“An-ti-virus” by the fuzzy model; the evaluation result 
is similar to the statistics of the virus.  
 
 
1. Introduction 
 

Currently, the harm of computer virus attracts 
attentions from both software companies and academic 
institutes [1]. Anti-virus companies and general users 
have to evaluate the harm of computer virus so that they 
could take corresponding measures for protection in 
advance [2]. Precise evaluation for the harm of 
computer virus is important not only in defending but 
also in utilizing them [3]. However, due to the variety 
and the complexity of harms, practical evaluation 
method for virus’ harm has not been established yet [4]. 

Some famous anti-virus companies respectively 
applied their own evaluation systems for virus harm; 
these systems always focus on the direct evidence for 
harms from specific vicious code of the virus. But 
harms of the virus are closely related with specific 
environment of the jeopardized objects and even virus’ 
developers can’t make the right predictions. Thus, when 
a virus floods on the internet, unity action is seldom 
taken in fighting against the virus.  

As most computer viruses are long-lasting, it’s 
difficult to make precise prediction about follow-up 
destructions. In order to get free from the time 
restrictions, harm evaluation in more thorough aspects 
is necessary. For instance, virus transmission ways and 
virus complexity would altogether affect the lifespan 
of the virus; those influences about destructions can’t 
be ignored [5]. However the harm of computer virus 
involves many other related factors that reflect 
different characteristics of the virus. And those factors 
have fuzziness to some extent since different users’ 
responses to those factors would vary. Thus, in this 
article, a comprehensive fuzzy model is proposed to 
evaluate the harms of computer virus. 
 
2. Definition and classification of harms of 
computer virus 
 

At present, people are familiar with the harms of 
computer virus but there is no complete definition for it. 
Harms of computer virus would be presented in 
different levels and evaluation from different aspect 
would cause different results. To make accurate and 
objective evaluation of harms more thoroughly, it’s 
necessary to define the space of the virus’ harm and 
construct its’ basic vectors precisely. 

2.1. Harms space of computer virus 
 

According to recent studies on computer virus and 
the related references, the paper describes the harm of 
computer virus with a four-dimension space: 
U={U1,U2,U3,U4}, where U1=Current Infection Scale, 
U2=Way of Transmission, U3=Destructive Behavior, 
U4=Self-Complexity.  

U1 (Current Infection Scale) — is a direct 
description about the harm scale caused by the virus. It 
can be specifically expressed by following indexes:  
U1={U11,U12,U13,U14},where U11=Infected Independent    
Sites, U12=General Infected Computers, U13=Infected 
Areas, U14=Infected Industries.  
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U2 (Way of Transmission) — is the index 
representing how the virus spread its harm. The more 
transmission ways of the virus would bring more harm 
to the network users. We collects the most transmitting 
ways of the virus: U2={U21,U22,U23,U24,U25,U26,U27, 
U28}, where U21=File, U22=E-mail, U23=LAN, 
U24=Internet, U25=System Vulnerability, U26=System 
Configuration Defect, U27=Social Engineering, 
U28=Operation Free from Person. 

U3 (Destructive Behavior) — is direct evident index 
to evaluate the virus’ harms and also the primary index 
of harm statistics; the paper collect almost all the 
behaviors of the current viruses: U3 = {U31, U32, U33, 
U34, U35, U36, U37, U38, U39}, where U31=Delete/Modify 
Files, U32=Trigger Event, U33=Network Blockage, 
U34=Sustainable Active Dissemination via Network, 
U35=System Paralysis, U36=Access to Sensitive 
Information, U37=Reduction in Network Performance, 
U38=Modify System Configuration, U39=Further Active 
Attacks. 

U4 (Self-Complexity) — is the basic mechanism to 
display the harms. The more complexity of the virus 
would also cause more variety harms. Specific indexes 
about the complexity collected by the paper are U4 = 
{U41, U42, U43, U44}, where U41=Computer’s Inability to 
get Latest Patch, U42=Utilizing new Attack Method, 
U43=Compound Mode of Transmission, U44=Anti-clear. 

2.2. Definition of computer virus harm 
 

Definition1: computer virus’ harm notates the sum 
of indexes representing the outbreak scale or impact 
scope, ways of transmission, destructive behaviors and 
self-complexity of the virus. 

2.3. Classification of harm grade 
 

The paper adopts five-grade classification which is 
identical with existed classification of harms of 
computer virus announced by National Computer Virus 
Emergence Response Center. 

Grade 5(Devastating) — harms that can cause large 
scope of blockade in public or special network, it would 
disenable computers to make data transmission and 
exchange or cause computer systems suffer large-scope 
attacks which might lead to system paralysis or 
information leakage. 

Grade 4(Great) — harms of computer virus that can 
transmit via network, cause parts of the network or 
system suffer paralysis; it would also have potential 
access to information leakage.  

Grade 3(Serious) — harms of computer virus that 
seriously affects normal function of the computer 
system or cause data loss. 

Grade 2(Ordinary) — harms of computer virus that 
affects normal function of computer system or modify 
its original functions. 

Grade 1(Slight) — harms of computer virus don’t 
directly destroy network or system, only had the 
capacity of transmitting and rebirth itself. 

 
3. Comprehensive fuzzy evaluation model 
together with AHP theory 
 

This section introduces the main procedures of the 
fuzzy evaluation. But different from the traditional 
fuzzy theory, the paper adopts Analytical Hierarchy 
Process (AHP) to get the weight value for the 
evaluation factors instead of large scale of statistic 
samples of the fuzzy theory that can save lots of time 
and space. 

 3.1. Single-level comprehensive evaluation 
model 

 
Comprehensive evaluation models can be divided 

into single-level evaluation model and the multilevel 
one [6]. Application of single-level model for 
comprehensive evaluation can be generalized as 
following procedures [7]. 

(1) Build the set of factor for the evaluation 
It is presumed that factor set 

},,,{ 21 muuuU "= is made up of various factors for 

the evaluated; ( 1,2,..., )iu i m= notates each specific 
factor for the evaluated and also notates the evaluated 
object’s various attributes which are primary elements 
in determining evaluation results. 

(2) Build the reviews set 
We assume that reviews set 1 2{ , , , }nV v v v= "

 
contains evaluation levels or grades; ( 1,2,..., )iv i n=  
notates each specific level that is employed for 
evaluation, it could be fuzzy or non-fuzzy, but they all 
have definite relationship with reviews set V. 

(3) Build the fuzzy evaluation matrix for single 
factor 

To give evaluation from one specific factor set 
element iu to ascertain membership degree ijr of the 

evaluated object to its reviews set element jv  can be 
appointed as fuzzy evaluation with single factor. 
Evaluation results iR for the ith factor iu are named 
fuzzy evaluation set with single factor. 
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Similarly to get corresponding fuzzy evaluation set 
with single factor for every element in factors set and 
establish fuzzy evaluation matrix from U to V. 

11 12 1
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n

n
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r r r
r r r

R

r r r

⎡ ⎤
⎢ ⎥
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"
"

# # # #
"

 
Thus, ( , , )U V R  constitutes a comprehensive 

evaluation model. 

(4) Set the weight for each evaluation factor by 
AHP 

Each evaluation factor should be distributed a 
specific weight value. Traditional fuzzy way to get 
those weight values is by the large scale of statistic 
samples, which take lot of spaces and cost lots of time. 
For the reasons, the paper introduces Analytical 
Hierarchy Process (AHP) to get the weight value [8]. 
The AHP's greatest power is that it can compare any 
two indexed harms from any two different types and at 
the same time keep the consistency [9].  

By the AHP theory, comparison matrix 

nnijaA ×= )(
 
meets two conditions: （i） 0>ija ，

（ ii） 1/ji ija a= （ nji ,,2,1, "= ），where the 
term of ith row and jth column gives the relatives 
importance of ith element compared with jth element. In 
the judgment matrix A, the value of every term is 
determined by 1-9 scales listing in Table 1.  

Table 1. 1-9 Ratio scale values of the comparison 

According to importance of each level’s indexes to 
final review, we can get pairwise comparison matrix A 
through mutual comparisons. Figure out matrix A’s 
maximum eigenvalue maxλ and its corresponding 
eigenvectorW . 

Then make consistency assay about previous 
pairwise comparison matrix A in following steps: 

○1 Assume max

1
nCI

n
λ −=

−
 with n notates the order 

of matrix A and give reference parameters RI for 
coincidence assay. 

 

Table 2. Random consistency index RI values 
N 1 2 3 4 5 6 7 
RI 0 0 0.52 0.89 1.12 1.26 1.36 
N 8 9 10 11 12 13 14 
RI 1.41 1.46 1.49 1.52 1.54 1.56 1.59 

○2 Then assume
CICR
RI

= , and consistency of 

matrix A can be accepted when 0.1CR < .  

If the matrix A can be accepted, the W can be the 
effective weight value coefficients matrix expressed as: 

1 2
1

[ , , , ], 1
m

m i
i

W μ μ μ μ
=

= =∑"             (1) 

(5) Evaluate algorithm  
Through fuzzy transformation of weight value 

coefficients matrix and fuzzy evaluation matrix, we can 
get fuzzy evaluation set S by the following formula. 

[ ]
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n
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" (2)

 

Thus we get the final review about evaluated object 
from results matrix [ ]1 2, , , ns s s"  according to 
principle of maximum membership degree. 

8.2. Multilevel comprehensive evaluation 
model 
 

In evaluating the harms of computer virus, it’s 
difficult to define proper weight value distribution. So 
we can divide set of factors into several groups 
according to mutual relations among various indexes in 
the set. It’s advisable to first evaluate each group’s 
factor and then make high-level combination of diverse 
evaluation results from its specific group. Generally, we 
would employ multilevel comprehensive evaluation 
system and make evaluations in 5 steps: 

(1) Divide original factors set into k subsets: 

1

k

i
i

U U
=

=∪
 
whereas ( )i jU U i jφ= ≠∩  

and 

assume elements in each subset as 

1 2{ , , , }( 1,2, , )i i i imU u u u i k= =" " . 
(2) Distribute weight value to factors in each 

subset iU  by AHP for iU : 1 2[ , , , ]i i i imW μ μ μ= "  

aij=1 The two elements are equal in importance 
aij=3 i is weakly more important than  j 
aij=5 i  is strongly more important than j 
aij=7 i is very strongly more important than j 
aij=9 i is absolutely more important than j 
aij=2,4,6, 8 Lie in the medium between the adjacent 

values  
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with
1

1
m

ij
j

μ
=

=∑ . After ascertaining membership 

degree, corresponding fuzzy evaluation matrix iR  
could be got. 

(3) Make evaluation for each subset iU  and get 
results for each first-level fuzzy comprehensive 
evaluation: i i iS W R= D .  

(4) Construct evaluation matrix as 
1

1 2[ , , , ]kR S S S −= " . Then we obtain weight value 

coefficients matrix for iU  according to its 
significance. Thus, we get final second-level fuzzy 
evaluation by S W R= D . 

(5) Draw the conclusion according to principle of 
maximum membership degree. 
 
4. Fuzzy Evaluation Models for Computer 
Virus Harm  
 

By the above analysis, the paper defines reviews set 
of virus harms as V= {V1,V2,V3,V4,V5},where 
V1=Devastating, V2=Great, V3=Serious, V4=Ordinary, 
V5=Slight. Harmful factors as first-level factor and 
second-level factor are sorted in Table3. 

Table 3. Classification of factors for virus harm 
V Ui Uij 

 
V1 
 

V2 
 

V3 
 

V4 
 

V5 

 
U1 

 
U11, U12, U13, U14 

 
U2 

 
U21, U22, U23, U24, 

U25, U26, U27, U28 
 

U3 
 
U31, U32, U33, U34, 

U35, U36, U37, U38, U39 
 

U4 
 
U41, U42, U43, U44 

By the AHP theory, we get pairwise comparison 
matrix of the through mutual comparisons. 

1 2 2 3
1/ 2 1 1/ 2 4
1/ 2 2 1 3
1/ 3 1/ 4 1/ 3 1

A

⎡ ⎤
⎢ ⎥
⎢ ⎥=
⎢ ⎥
⎢ ⎥
⎣ ⎦  

Figure out matrix A’s maximum eigenvalue and its 
corresponding eigenvector: 

max 4.1833λ = , [0.40,0.22,0.28,0.10]W =  

Then make consistency assay about previous 
pairwise comparison matrix A. By calculating, we get 

CR= 0.00687, that means matrix A can be accepted as 
weight vector.  

Similar methods are used to get weight vectors for 
second-level indexes:  

1 [0.2,0.4,0.2,0.2]W =  

2 [0.2,0.1,0.1,0.1,0.2,0.1,0.1,0.1]W =  

3 [0.1,0.05,0.1,0.1,0.2,0.2,0.05,0.1,0.1]W =  

4 [0.2,0.3,0.2,0.3]W =  
Figure out fuzzy evaluation matrix for each first-

level index. Membership degree of each element 
in 1U can be determined by following membership 
function (3). 

1 5

1 5

max{| |} | |

max{| |}

( 1, 2,3,4; 1, 2, ,5)

i ij i ijj
ij

i ijj

x u x u
r

x u

i j

≤ ≤

≤ ≤

− − −
=

−

= = "

              (3) 

Where ix  notates the value of ith element in 1U and 

iju notates corresponding value of level j for the ith 
element. Defined indexes of all first-level factors to 
different harm grades are shown from Table.4 to 
Table.7. 

Table 4. Standard values of current infection (U1) 
to harm grades (V) 

U1\V V5 V4 V3 V2 V1 
U11  5 4 2 0 0 
U12  500 300 200 100 10 
U13  5 3 1 1 1 
U14  5 3 1 0 0 

 
Table 5. Standard values of way of transmission 

(U2) to harm grades (V) 
U2\V V5 V4 V3 V2 V1 
U21       IR IR Y IR IR 
U22    IR Y IR N N 
U23   Y Y IR N N 
U24  Y IR IR N N 
U25     Y IR IR N N 
U26     IR Y N N N 
U27     IR Y Y IR N 
U28 Y N N N N 
Table 6. Standard values of destructive behavior 

(U3) to harm grades (V) 
U3\V V5 V4 V3 V2 V1 
U31  IR IR Y N N 
U32   IR IR Y IR N 
U33  Y IR N N N 
U34  Y IR N N N 
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U35   IR N IR N N 
U36  IR Y N N N 
U37   IR Y Y N IR 
U38   IR Y IR IR IR 
U39  IR Y N N N 

 
Table 7. Standard values of self-complexity (U4) 

to harm grades (V) 
U4\V V5 V4 V3 V2 V1 
U41 Y N N N N 
U42 Y N N N N 
U43 Y Y N N N 
U44 Y Y Y N N 
“IR” ”Y” and “N” in above tables respectively 

denotes “Irrelative”, “Yes” and “No”. Membership for 
those specific second-level indexes of corresponding 
harm degrees are shown in Table8. If second-level 
index value is identical with standard value in some 
certain corresponding grade, its membership degree to 
this grade would be larger than any other grade. On the 
other hand, we can assign the membership degree of 
“IR” to its corresponding grade as 0.5 since virus would 
have no direct impact on second-level indexes. More 
specifically, if the virus corresponding second-level 
index is “Y”, membership degrees of “Y”, “N” or “IR” 
are 0.8, 0.2, 0.5 in accordance with respective grade; if 
the virus corresponding second-level index is “N”, 
membership degrees of “Y”, “N” or “IR” are 0.2, 0.8, 
0.5 in accordance with respective grade; if the virus 
corresponding second-level index is “IR”, membership 
degrees of “Y”, “N” or “IR” are 0.2, 0.2, 0.8 in 
accordance with respective grade shown in Table 8. 

Table 8. Values about membership degree of 
second-level index to its harm grade 

            Standard Value for                
                               Each  Grade  

              
            Second-level  
Index           Membership 
 Value  
Degree 

 
 
 
Y 

 
 
 
N 

 
 
 
I 
R 

Y 0.8 0.2 0.5 

N 0.2 0.8 0.5 

IR 0.2 0.2 0.8 

Finally, according to the above analysis, we choose 
operator ( , )M • ⊕ for fuzzy computation with 
definition of operator ( , )M • ⊕ as:   

nkrs
m

j
jkjk ,,2,1,,1min

1
"=⎟⎟

⎠

⎞
⎜⎜
⎝

⎛
= ∑

=

μ  

We can obtain this level’s evaluation results and 
then make second-level fuzzy comprehensive 
evaluation about those results, thus we get normalized 
results. Finally the evaluation results can be figured out 

according to the principle of maximum membership 
degree. 

 
5. Evaluation example for the fuzzy model  
 

To test the fuzzy evaluation model, the paper selects 
“Worm.WhBoy.h” [10] and the other three well-known 
viruses, which are “AutoRun”, “JS.Yamanner.a” and 
“An-ti-virus” as examples. The evaluation results are 
listed in Table 9 and their curve are shown in Figure 1. 

Table 9.  Four viruses’ evaluation result 
Virus 

 
 

V 

 
Worm.
WhBo
y.h 
 

 
AutoRun 
 

 
JS.Yama
nner.a  

 
An-ti-
virus 
 

V1 0.1110 0.1485 0.2316 0.1358 
V2 0.1150 0.1537 0.2352 0.1411 
V3 0.1601 0.1588 0.1871 0.1614 
V4 0.2860 0.2400 0.2083 0.2740 
V5 0.3278 0.2990 0.1377 0.2877 

result V5 V5 V2 V5
 

 
Figure 1.  Four viruses’ membership degree to the 

harm grade 
From the Table 9, we can conclude that the indexes 

in U1 are more important than the other indexes for the 
final evaluation result. The AutoRun doesn’t cause 
serious damage to the P.C like Worm.WhBoy.h and 
An-ti-virus but a little slight damage. It is also can be 
cleaned easily. However, the AutoRun with strong 
infectious has infected enormous numbers of computers 
and is the most common virus around us. In addition, 
many viruses are derived from the AutoRun and make 
use of its automatic execution technique to spread. That 
is the reason why it is evaluated as devastating virus. 

From the Figure 1, we find that the Worm.WhBoy.h, 
AutoRun and An-ti-virus‘s curves increasing 
monotonically have only one maximum value 
point .And JS.Yamanner.a’s curve has two maximum 
value point. According to the theory of fuzzy evaluation, 
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the evaluation result curve that has only one maximum 
value point is the best. So the evaluation result about 
JS.Yamanner.a may be inaccuracy. The reason is that 
perhaps some of the second indexes’ data   gathered by 
us are not precise enough. 

 

6. Conclusion  
 

Many harmful factors should be taken into 
consideration in evaluating harms of computer virus; 
they can be represented from many aspects and even 
virus-designers can’t predict the harmful results. As 
general evaluations factors always have somewhat 
fuzziness [11], the paper constructed a fuzzy evaluation 
model for virus’ harm. Different from the traditional 
fuzzy theory, the paper applied the AHP to get the 
weight value instead of large scale of statistics.  

The fuzzy evaluation model introduced several 
representative first-level indexes for virus harm 
evaluation and got the concrete derivative second-level 
indexes. From the second-level indexes and by the two 
steps of fuzzy evaluations, the paper got the final 
evaluation result for the specific virus. In calculating 
membership degrees, the paper designed proper 
membership function and set membership degrees value 
by the characteristics of virus in each grade.  

Finally, the paper selected some specific viruses to 
test our fuzzy evaluation model and the evaluation 
results are largely identical with statistics data from 
authoritative organizations. The fuzzy evaluation model 
proposed a practical innovative way for the harm 
evaluation. 
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