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ABSTRACT

In this paper we present a generic Network Security Proces-
sor (NSP) design suitable for a wide range of security related
protocols in wired or wireless network applications. Follow-
ing the platform-based design methodology, we develop four
specific platforms, i.e., architecture platform, EDA plat-
form, Design-for-Testability (DFT) platform, and prototyp-
ing platform, for our NSP design. With these platforms,
design of the NSP chip becomes more efficient and system-
atic. A prototype chip of the NSP has been implemented
and fabricated with a 0.18um CMOS technology. The chip
area is bmmx5mm (with 1M gates approximately), includ-
ing I/O pads. The operating clock rate is 80MHz. The
best performance of the crypto-engines is 1.025Gbps for
AES, 1.652Mbps for RSA, 125.9/157.65Mbps for HMAC-
SHA1/MD5, and 2.56Gbps for random number generator.
Comparison result shows that our NSP is efficient in terms
of performance, flexibility and scalability.

Categories and Subject Descriptors

B.7.1 [Integrated Circuits]: Types and Design Styles—
Algorithms implemented in hardware, VLSI(Very Large Scale
Integration)
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1. INTRODUCTION

With the rapid development of the wired and wireless
communication technologies, the demand for data security
is rising rapidly due to more and more new applications in-
troduced. Most of these applications use insecure public
networks to transmit private data, e.g., the personal data,
identification, and password in electronic banking and e-
commerce, confidential information, etc. These activities
involve significant security risks. Without a robust secu-
rity measure, many applications will be greatly limited due
to privacy and security concern. Several security protocols,
therefore, have been proposed to address such kind of is-
sues, e.g., SSL (Secure Socket Layer) [1], IPSec (IP Security)
[2], and VPN (Virtual Private Network) [3], are commonly
used today to provide the protection of confidential informa-
tion/data. In order to guarantee security, such communica-
tion protocols generally adopt different cryptographic algo-
rithms for user authentication, data encryption/decryption,
and data integrity check. For instance, in the IPSec proto-
col, asymmetric-key cryptographic algorithm (RSA or ECC)
is used for user authentication and key management, symmetric-
key cryptographic algorithm (DES/3DES or AES) is used
for data encryption/decryption, and hash function (HMAC-
SHA1 or HMAC-MD)5) is used for data integrity check.

Traditionally, security processing can be done by soft-
ware that is executed on a general-purpose processor [4].



Although software implementation is flexible, the software
approach may not be suitable for modern applications that
require high data throughput rate. For that reason, hard-
ware accelerators for certain cryptographic functions can be
designed to enhance the processing performance, but a hard-
wired design lacks programmability and flexibility that is
important in the consumer electronics market. In [5] a spe-
cial purpose microprocessor is proposed to optimize the exe-
cution of cryptography algorithms. This approach provides
better performance than the pure software implementation,
and better programmability than the dedicated hardware
approach. However, a special purpose microprocessor still
suffers from long redesign cycle for heterogeneous security
applications, which will increase the time-to-market, making
it less competitive. In [6], we present an integrated archi-
tecture of a scalable Security Processor (SP) that provides
four types of cryptographic functions. For different applica-
tions requiring different cryptographic functions, the archi-
tecture of our SP is designed to be capable of inserting new
Crypto-Engines (CE) or removing unwanted ones with little
effort. Based on the SP, we further develop the Network
Security Processor (NSP) as reported in this paper. Using
the platform-based design methodology, our NSP becomes
more competitive in terms of flexibility and time-to-market,
which supports various cryptographic functions and security
requirements.

2. PROPOSED PLATFORMS FOR NSP
2.1 Target System Overview

Platform-based design has become a popular design style
for system-on-chip (SOC) due to the fact that increasing cir-
cuit complexity, time-to-market pressure, and non-recurring
engineering cost make the traditional ASIC design style in-
feasible [7]. Figure 1 shows a network processor system con-
sisting of multiple Network Processor Cards (NPC) and the
switch fabric. The NPC integrates a PHY module, a packet
processor, our NSP, a host processor (e.g., an ARM core)
and a switch fabric interface. We use the Advanced Micro-
controller Bus Architecture (AMBA) system as our core in-
tegration platform. For many networking and communica-
tion applications, the host processor mainly manages the
work flow of the system and executes system applications.
The packet processor manipulates the ingress or egress pack-
ets from/to the PHY module or switching fabric interface;
moreover, it also executes data compression, header mod-
ification, packet classification, packet framing, etc. Mean-
while, the NSP performs cryptography-intensive computa-
tion, such as user authentication, key management, and data
encryption/decryption. The PHY module is a device to re-
ceive or transmit the electronic signal from/to the network
transmission medium. Since the signal from/to the network
transmission medium normally exists in analog form, the
PHY module must handle signal transformation (between
analog form and digital/binary form). The switch fabric is
like a high speed switch providing the packet routing from
one NPC to another.

One of the objectives of this work is to provide a scalable
and extensible architecture platform. We also integrate the
host processor and our previous security processor (SP) de-
sign into this platform. Our proposed EDA (Electronic De-
sign Automation) platform supplies a complete software en-
vironment for the NSP design, making it more efficient and
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competitive. The testing issues of the embedded logic and
memory cores as well as the whole SOC are solved by the
Design-for-Test (DFT) platform. Memory BIST (Built-In
Self-Test) and SOC test circuits are inserted automatically
by our tools, reducing the design time dramatically. The
prototyping platform accelerates the verification of the NSP
function in the design stage. Moreover, it demonstrates the
feasibility of the NSP design.

2.2 Architecture Platform

The NSP consists of a host processor, multiple SPs, a
TIC (Test Interface Controller) module, an MCI (Memory
Control Interface) module, a system reset controller, and
basic components of the AHB bus (see Fig. 1). The SP re-
ported in our previous work [6] provides four popular cryp-
tographic functions: AES, RSA, HMAC-SHA1/MD5 and
random number generation. A DMA-like controller, called
crypto-DMA, is responsible for controlling the internal CEs
and to transfer the processing data between CEs and inter-
nal/external memory. The control method of the crypto-
DMA is designed like a DMA device, hence it inherits the
advantages of the descriptor-based DMA devices. The con-
trol overhead of the host processor is alleviated dramatically
to the need of creating a descriptor for each request of the
cryptographic operation. The descriptor will then guide the
SP to process the cryptographic operations. In order to ma-
nipulate multiple integrated CEs, a micro-controller is im-
plemented in the crypto-DMA to manage the control flows
and interpret the descriptors. For newly integrated CEs, the
designer only needs to add micro-codes in the micro-program
ROM without modification of the crypto-DMA module. The
TIC is used to provide core-vendor supplied test patterns for
the ARM core. Finally, the MCI is a memory management
unit that processes the external memory accesses.

The platform is flexible when handling various protocols
since this part is done by software. Thus, the same hardware
architecture is capable of processing heterogeneous network
applications by implementing different software programs.
In addition to the flexibility, the platform is also extensi-
ble and scalable with respect to performance. Multiple SPs



can be used in parallel to speed up data processing. Fur-
thermore, the architecture of the SP itself is also scalable.
Design parameters in the SP, such as the number of CEs,
the number of crypto-channels, and the number of internal
AHB buses are all scalable and configurable to meet differ-
ent performance/area trade-offs for different applications.
To further enhance the system performance, the packet pro-
cessor can be integrated to speed up the packet processing.
It also reduces CPU workload.

2.3 EDA Platform

The proposed EDA platform is shown in Fig. 2, which
provides an integrated environment for the CAD tools and
other software used in the NSP chip implementation. The
platform can be divided into three major parts: (1) ASIC
design flow, (2) FPGA prototyping flow, and (3) Memory
BIST & SOC test insertion flow. The EDA platform pro-
vides a complete software environment for the NSP design,
which significantly reduces the development time and effort.

We will describe the FPGA prototyping flow and Mem-
ory BIST & SOC test circuitry insertion flow in the follow-
ing sections. The ASIC design flow starts from the design
specification phase and ends at the GDSII sign-off phase. It
includes the commercial CAD tools and our in-house tools
(highlighted in Fig. 2). Once the design specification is de-
termined, architecture evaluation is performed. A fast eval-
uation method using analytical models is proposed in [§],
which is used to help determine the optimized configura-
tion parameters of the SP—the number of CEs, the num-
ber of crypto-channels, and the number of internal AHB
buses—in the early design stage. From the evaluation re-
sult, we can obtain an implementation specification of the
hardware/software partitions.

2.3.1 Software Partition

The software partition is the software program to gen-
erate the descriptors for cryptographic operation requests.
Different cryptographic operations are implemented in dif-
ferent function calls to produce the relative descriptors. For
example, in some applications requiring security process to
protect private data, the user can invoke the function calls
to perform cryptographic operations. Accordingly, the de-
scriptors are created to guide the SP to accomplish the work.
During the RTL simulation and verification phase, we write
a test program to check all cryptographic functions. The
program is compiled, linked, and assembled into an image
file, then fed into the ARMulator to run the the overall sys-
tem simulation with other system components.

2.3.2 Hardware Partition

The hardware partition of the NSP involves modification
of the SP, system integration, and simulation. According to
the implementation specification, we perform minor modifi-
cations on the SP to meet the specification. Since our own
CEs are all wrapped with the AHB bus interface, inserting
them into or removing them from the on-chip AHB bus be-
comes straightforward. Therefore, the integration and veri-
fication of the SP requires little effort. To further minimize
the design overhead, we also develop an automatic AHB
wrapper generator. The AHB interface can then be easily
generated for both in-house and third-party cores. In RTL
simulation, we can dump the simulation waveform to observe
errors and correct the SP function and that of the overall sys-
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tem. In addition, we check the coding style and test bench
coverage by nLint and VNavigator. Since RTL simulation
of the entire system takes unacceptably long time, we use
the prototyping platform to speed up the system verification
process.

2.3.3 NSP Synthesis Flow

The synthesis phase is partitioned into three steps with
the consideration of inserting the SOC test circuitry and ap-
plying the vendor-provided synthesis/design scripts. In the
first step, the individual CE in the SP is synthesized with
scan chains. Meanwhile the ATPG tool is used to generate
the scan patterns. The CEs with netlist and test informa-
tion are submitted to our STEAC (SOC TEst Aid Console)
framework [9] to generate their IEEE 1500 test wrappers
and patterns. In the second step, the SP module is synthe-
sized excluding its internal CEs, with SP-level scan chains
inserted. The internal CEs are integrated in a core-based
style in this step. In the final step the integration script
is used to synthesize the system-level components, e.g., the
ARM wrapper, bus arbiter, bus decoder, TIC, etc. System-
level (glue-logic) scan chains are inserted excluding the con-
sideration ARM core and SP module.

One of the important in-house tools in the EDA platform
is the mixed-level power estimator, called PowerMixer [10].
The PowerMixer allows fast and accurate power estimation
from the RTL to gate-level netlist. With the cooperation of
the static and dynamic power/timing analysis tools at the
gate level, our PowerMixer facilitates the power evaluation
of the entire design efficiently in the early design stage. The
tool also helps rapid reconvergence in power optimization.

The physical implementation of the NSP also follows the
core-based design methodology. Floorplanning, placement,
clock tree synthesis and automatic routing are accomplished
by Synopsys Astro. Physical verification such as DRC/ERC
check and LVS check is done by Mentor Graphics Calibre.
Both the power and timing analyses are performed again
to justify the final implementation result. The core-based
design and DFT style of the NSP effectively minimizes the
complexity of the system-level integration and optimization.

2.4 DFT Platform

The DFT platform provides an SOC test integration method-

ology, based on our previously proposed STEAC framework
[9]. We adapt the framework for the NSP architecture.
There are four different test requirements: (1) The ARM
processor core: In our DFT platform the ARM core is tested
via the TIC because this is the recommended test method-
ology suggested by the core vendor. The test vectors for
the processor core can be applied by the AHB bus via the
TIC. (2) The SP and its cores: All of the CEs in the SP
are DFT ready after the fist synthesis phase. In addition,
the SP has its own test architecture [6]. In this case we
almost reuse the legacy test architecture and test patterns,
only moving the TACS (Test Access Control System) unit
from the SP module to the system level. The STEAC is uti-
lized for test integration and test pattern translation. Test
reuse effectively reduces the test development time. (3) The
system-level components: The system-level components, in-
cluding the TIC, MCI, system reset controller, AHB bus
components, and other user-defined modules use scan test
thanks to their direct accessibility. (4) Memory cores: For
all small memory instances in the CEs and other IP cores,
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Figure 2: EDA platform.

internal memories, and the large external memory, BIST is
use as the test solution. The BRAINS framework [11] is
used to generate the memory BIST circuitry automatically.
Finally, the TACS is implemented as the SOC test controller
to manipulate the test application at the system level.

2.5 Prototyping Platform

A prototyping platform is constructed to demonstrate the
feasibility of the proposed architecture platform. It also ac-
celerates the verification of the NSP with new configuration
parameters or newly developed CEs. Figure 3 depicts the
block diagram of the prototyping platform, consisting of the
hardware, software, and firmware components. The hard-
ware includes a desktop PC, a USB development board and
an ARM Integrator system with the logic module (FPGA)
and the core module (ARM922T processor). The software
on PC includes the USB development environment, and
the ARM Developer Suite (ADS) includes a project man-
agement tool (CodeWarrior) and a debugger (AXD). The
firmware component is mainly the USB firmware. The GPIF
(General Programmable Interface) provides a highly con-
figurable and glueless 10 interface that allows the highest
possible bandwidth between the USB board and our sys-
tem. We design a GPIF-AHB wrapper to bridge the PC
and the AHB bus. Then, data transmission between the
PC and the platform can be done by the USB interface.
In our experiment, the ARM core handles the generation
of the descriptors to control the SP. The ARM program is
compiled and downloaded into the ARM 922T processor by
the MultilCE. During the experiment, AXD provides a de-
bug window that helps monitor the values in the memory
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and the status of the SP when the entire system is running.
With this platform, we can successfully accelerate the en-
cryption and decryption operations while comparing with
the security applications using pure software.

ARM Integrator
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Figure 3: Prototyping platform.

The NSP demo system is shown in Fig. 4. The SP that is
originally implemented by FPGA (see Fig. 3) is now replaced
with the ASIC chip developed in [6]. The SP chip is put in
the socket on the customized daughter board connected to
the logic module. The logic module is at the bottom of
the SP board. In order to prove the feasibility of our NSP,
a real network application (secure web service) is modified
and ported to the demo system. The demo system runs an
Apache-SSL web service. The operating system and the ap-



plication are executed on the PC, while the cryptographic
functions are manipulated by the NSP prototype system.
When there is a secure data access from the remote client
(e.g., a PC), the encryption and decryption will be acceler-
ated by the hardware. The host processor (ARM core) in
the NSP is in charge of the communication between the PC
and the SP by generating the descriptors to control the cryp-
tographic engines. Once the embedded operating system is
ported, the NSP can demonstrate the entire Apache-SSL
service. Other network security protocols and applications
can be implemented easily as well in this demo system.

Figure 4: Demo system.

We next show the evaluated performance improvement for
the SSL security protocol through the use of our prototyp-
ing platform. The SSL, similar to IPSec, uses a combination
of symmetric-key and asymmetric-key algorithms to secure
the data transmission between a client and a server. The
SSL utilizes asymmetric-key algorithm, such as RSA, for the
client authentication. Then, the server creates the symmet-
ric keys that are used for fast encryption/decryption of the
bulk data. In our evaluation, we choose AES and RSA as
the symmetric-key and asymmetric-key algorithms, respec-
tively. The operating clock rate of our prototyping plat-
form is 10MHz while the software program is executed on
a 2.8GHz computer with 1GB memory. Given the different
session sizes from 1KB to 32KB, we evaluate the execution
times using the pure software method and ours. Figure 5
shows the evaluation result. Our prototyping platform im-
proves the overall performance about 1.99%x to 3.22x al-
though the operating clock rate is only 10MHz.

3. IMPLEMENTATION RESULTS

Following our integrated SOC design and test methodol-
ogy, an NSP test chip has been implemented and fabricated
with a 0.18um CMOS technology. The internal/external
memories are not integrated into this test chip due to the
limited area budget. Table 1 summarizes the area statistics
of the NSP, excluding the hard ARM core. The SP in [6]
is reused with minor reduction of the I/O buffer size in the
AES engines. Therefore the area of the SP listed in Ta-
ble 1 is a little smaller than the previous one [6]. For the
demonstration consideration, we also integrate the GPIF-
AHB wrapper into this chip.

In Table 2 we show the comparison among different cryp-
tographic processors. In [4], the authors report the perfor-
mance results of the symmetric-key algorithms executed on
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Figure 5: Performance comparison for various SSL
session lengths.

Table 1: Area Statistics of NSP Chip

Module Name Gate Count %
SP 486,461.67 93.43%
GPIF-AHB 2,789.08 0.54%
TACS & TAM 667.53 0.13%
Test Wrapper 22,507.47 4.32%
AHB Bus 8,239.08 1.58%
Components

Total 520664.83  100.00%

the Alpha 21264 processor and their proposed co-processor
(CryptoManiac). In [5] a special purpose microprocessor is
proposed to support both the symmetric-key and asymmetric-
key cryptographies. Compared with previous works, our de-
sign outperforms in terms of performance for both the AES
and RSA cryptographies. In addition, the scalable archi-
tecture allows the extension of multiple heterogeneous CEs.
Our test chip consists of four different kinds of CEs, e.g., two
AES, one RSA, two HMAC SHA-1/MD5, and one random
number generator.

A layout view of the the NSP chip and its floorplan is
depicted in Fig. 6. The total chip area is 5mmXx5mm, in-
cluding I/O pads. The core area is only 4.lmmx4.lmm.
The equivalent gate count is about 1M gates including the
ARM core. The operating frequency is 80MHz as measured
by ATE. Total power consumption is about 296mW, exclud-
ing the ARM core.

Table 2: Performance Comparison

Function Clock Performance

[4] AES 360MHz | 512Mbps (CryptoManiac)
600MHz | 227.6Mbps (Alpha 21264)

AES 58MHz 390Mbps
5] RSA 28MHz | 153Kbps (16-bit Key)
17Kbps (1024-bit Key)
AES X2 1025Mbpsx 2 (128-bit Key)
Ours | (ECB/CBC | 80MHz 856Mbps x2 (192-bit Key)
Modes) 731IMbpsx2 (256-bit Key)
RSA 80MHz 1652Kbps (16-bit Key)

26Kbps (1024-bit Key)
AMACx2 | 80MHz | 101-126Mbpsx2 (HMAC-SHAT)
80MHz | 126-158Mbpsx2 (HMAC-MD5)

RNG SOMHz | 2.56Gbps




AES02|

RNG. Crypto-DMA &
Other Components

ARM922T

HMACO02

Figure 6: Layout view of NSP.

4. CONCLUSIONS

We have presented a network security processor (NSP)
design, which is implemented by using the proposed inte-
grated SOC design and test environment that consists of
the architecture, EDA, DFT, and prototyping platforms.
The architecture platform provides a flexible and extensi-
ble architecture for security related communication applica-
tions. The EDA platform supports core-based SOC design,
from early-stage performance and architecture evaluation to
timing and power analysis during RTL and circuit design,
as well as the verification in physical implementation. The
EDA platform also integrates our in-house tools into the de-
sign flow with commercial tools. Test automation for SOC,
such as memory BIST insertion and SOC test integration, is
implemented by our DFT platform. Finally, the prototyping
platform facilitates system development and verification. A
demo system running the Apache-SSL web server applica-
tion has been shown to justify the feasibility of the NSP.
A test chip has been implemented using a 0.18 pm CMOS
technology, whose area is bmmx5mm, including I/O pads
(1M gates approximately), and the clock rate is 80MHz.
Results show that our NSP outperforms others in terms of
performance, flexibility, and scalability.
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