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Imagine	something	happens...	
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Standards	are	infrastructure	

ISO	11609	ISO	20126	
ISO	20127	

ISO	5667-5	



All	standards	embody	a	principle	

•  Safety:	the	general	principle	that	products	and	
systems	should	do	no	harm		

•  Quality:	the	principle	that	shared	best	prac0ce	leads	
to	improved	quality	

•  Interoperability:	the	idea	that	standard	ways	of	doing	
things	benefit	all	

•  All	standards	embody	the	the	values	of	coopera0on	
and	harmonisa0on	

ISO	13482	
Safety	requirements	for	personal	

care	robots	

ISO	9001	
Requirements	for	a	Quality	

Management	System	

IEEE	802.11	
protocols	for	implemen0ng	a	
wireless	local	area	network	

All	Standards	are	implicit	ethical	standards	



Explicit	ethical	standards	

•  Let	us	define	an	explicit	ethical	standard	as	one	that	
addresses	clearly	ar0culated	ethical	concerns	

•  Would	would	an	ethical	standard	do?	

o through	its	applica=on,	at	best	remove,	hopefully	
reduce,	or	at	the	very	least	highlight	the	poten0al	
for	unethical	impacts	or	their	consequences	

The	Good	News:	
a	new	genera0on	of	explicitly	ethical	

standards	is	now	emerging	

Four	categories	of	ethical	harm:		
o 		Unintended	physical	harm	
o 		Unintended	psychological	harm	
o 		Unintended	socio/economic	harm	
o 		Unintended	environmental	harm	



From	ethical	principles	to	ethical	
standards*	

ethics	 regula0on	standards	

Emerging	ethical	standards:	
BS	8611	

IEEE	P700X	

Emerging	Ethics:	
Roboethics	roadmap	(2006)	
EPSRC/AHRC	principles	(2010)	
IEEE	Global	Ini0a0ve	(2016)	

plus	many	others…	

Emerging	regula0on:	
Driverless	cars?	

Assis0ve	robo0cs?	
Drones?	

*Winfield,	A.	F.	and	Jirotka,	M.	(2018)	Ethical	governance	is	essen0al	to	building	trust	
in	robo0cs	and	AI	systems.	Philosophical	Transac0ons	A:	Mathema0cal,	Physical	and	
Engineering	Sciences,	376	(2133).	ISSN	1364-503X	Available	from:	
hip://eprints.uwe.ac.uk/37556	



A	prolifera0on	of	principles	

•  A	recent	survey*	showed	that	at	least	25	sets	of	
ethical	principles	in	robo0cs	and	AI	have	been	
published	to	date	
o  Between	1950	(Asimov)	and	Dec	2016:	3	
o  Jan	2017	to	date:	22	(8	in	2019	to	date)		

o  Ethical	standards	are	vital	in	bridging	the	gap	
between	good	inten=ons	and	good	prac=ce	

	*		
hip://alanwinfield.blogspot.com/2019/04/an-updated-round-up-of-ethical.html	

Robots	and	AIs	should:	
1.  do	no	harm,	while	being	free	of	bias	and	

decep0on;		
2.  respect	human	rights	and	freedoms,	including	

dignity	and	privacy,	while	promo0ng	well-being;	
and		

3.  be	transparent	and	dependable	while	ensuring	
that	the	locus	of	responsibility	and	accountability	
remains	with	their	human	designers	or	operators.		



Ethical	Risk	Assessment	



Ethical	Risk	Assessment	

•  BS8611	ar0culates	a	set	of	20	dis0nct	ethical	hazards	
and	risks,	grouped	under	four	categories:	
o societal	
o applica0on	
o commercial/financial		
o environmental	

•  Advice	on	measures	to	mi0gate	the	impact	of	each	
risk	is	given,	along	with	sugges0ons	on	how	such	
measures	might	be	verified	or	validated	



Some	societal	hazards	risks	&	mi=ga=on	
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hips://ethicsinac0on.ieee.org/	



ETHICALLY  
ALIGNED DESIGN
A Vision for Prioritizing Human Well-being 
with Autonomous and Intelligent Systems

First Edition Overview

Deliverables	





P7001:	Transparency	in	autonomous	
systems	
•  What	do	we	mean	by	transparency	in	autonomous	
and	intelligent	systems?	

•  A	system	is	considered	to	be	transparent	if	it	is	
possible	to	discover	why	it	behaves	in	a	certain	way,	
for	instance,	why	it	made	a	par0cular	decision.	

o A	system	is	explainable	if	the	way	it	behaves	can	
be	expressed	in	plain	language	understandable	to	
non-experts.	



Why	is	transparency	important?	

•  All	robots	and	AIs	are	designed	to	work	for,	with	or	
alongside	humans	–	who	need	to	be	able	to	
understand	what	they	are	doing	and	why	

o Without	this	understanding	those	systems	will	not	
be	trusted	

•  Robots	and	AIs	can	and	do	go	wrong.	When	they	do	
it	is	very	important	that	we	can	find	out	why.	

o Without	transparency	finding	out	what	went	
wrong	and	why	is	extremely	difficult	



Transparency	is	not	one	thing	
•  Transparency	means	something	different	to	different	
stakeholders	
o  An	elderly	person	doesn’t	need	to	understand	what	her	
care	robot	is	doing	in	the	same	way	as	the	engineer	who	
repairs	it	

•  Expert	stakeholders:	
o  Safety	cer=fica=on	engineers	or	agencies	
o  Accident	inves=gators	
o  Lawyers	or	expert	witnesses	

•  Non-expert	stakeholders:	
o  Users	
o Wider	society	



Transparency	for	Accident	Inves0gators	

•  What	informa0on	does	an	accident	inves0gator	need	
to	find	out	why	an	accident	happened?	
o Details	of	the	events	leading	up	to	the	accident	
o Details	of	the	internal	decision	making	process	in	the	
robot	or	AI.	

•  Established	and	trusted	processes	of	air	accident	
inves0ga0on	provide	an	excellent	model	of	good	
prac0ce	for	autonomous	and	intelligent	systems.		
o Consider	the	aircraC	black	box	(flight	data	recorder).	



Transparency	for	users	

•  Users	need	the	kind	of	explainability	that	builds	trust	
o  By	providing	simple	ways	to	understand	what	the	system	is	
doing,	and	why.	

•  For	example:	
o  The	ability	to	ask	a	robot	or	AI	why	did	you	just	do	that?	
and	receive	a	simple	natural	language	explana0on.	

o  A	higher	level	of	user	transparency	would	be	the	ability	for	
a	user	to	ask	the	system	what	would	you	do	if	.	.	.	?	and	
receive	an	intelligible	answer.	



Transparency	by	Design	

•  How	do	we	design	systems	to	be	transparent	for	all	
of	the	stakeholder	groups	above?	

•  We	need:	
o  Process	standards	for	transparency,	i.e.	transparent	and	
robust	human	processes	of	design,	manufacture,	test,	
deployment	etc	

o  Technical	standards	for	transparency,	i.e.	requirements	for	
transparency,	such	as	P7001	

o  Technologies	for	transparency,	i.e.	event	data	recorders	



Responsible	Innova0on	

•  Responsible	Innova0on	(RI)	is	a	set	of	
good	prac0ces	for	ensuring	that	research	
and	innova0on	benefits	society	and	the	
environment	

The	6	pillars	of	RI	

For	RI	frameworks	see	
hips://www.rri-tools.eu/		
hips://www.orbit-rri.org/	&	
hips://epsrc.ukri.org/
research/framework/area/	



Responsible	Robo0cs	

The	applica0on	of	Responsible	
Innova0on	in	the	design,	manufacture,	
opera0on,	repair	and	end-of-life	
recycling	of	robots,	that	seeks	the	most	
benefit	to	society	and	the	least	harm	to	
the	environment	



www.robo0ps.co.uk	



Ethical	black	box	

AF	Winfield	and	M	Jirotka	(2017)	The	case	for	an	ethical	black	box,	
Towards	Autonomous	Robo0c	Systems	(TAROS),	LNCS	10454,	262-273	

The	ethical	black	box	



A	human	process	

Three	staged	(mock)	accident	scenarios:	

• 			Assisted	living	robots	
• 			Educa0onal/toy	robots	
• 			Driverless	cars	

Human	volunteers	as:	

• 			Subjects	of	the	accident	
• 			Witnesses	to	the	accident	
• 			Members	of	the	accident	inves0ga0on	team	



Thank	you!	

•  Ethical	Standards	maJer	because	a	new	
genera0on	of	social	robots	has	ethical	as	well	
as	safety	impact	

o These	are	ethically	cri=cal	systems	
•  We	need	Responsible	Robo0cs	
•  Key	reference:	Winfield	(2019)	Ethical	
standards	in	Robo0cs	and	AI.	Nature	
Electronics	2(2)	46-48.		


