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Abstract: A new methodfor the detectionof multivariate outliersis pro-
posed. It is basedon the simulation of an epidemicin a point cloud in
p-dimensionakpace. The epidemicstartson a well chosenpoint andthen
spreadshroughthe point cloudwith probabilitiesthatdecreasevith the dis-
tancesbetweenpoints. Outlierstypically have a high probability of being
infectedlate. Outlying infection timesarethereforeusedto detectoutliers.
Themethodis flexible andcomparesvell with methodsasedn robustMa-
halanobiglistances.
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1 Intr oduction

We wantto detectoutliersin apopulationof n pointsin p-dimensionakpace Theidea
is to startanepidemicfrom awell chosempoint. The epidemicwill spreadhroughthe
populationandeventuallyall pointswill beinfected.In this procesgheoutliersshould
eithernot be infectedor be infectedlate dueto their isolation. We usethe infection
time to judge on the outlyingnessof a point. In otherwordsthe epidemicdefinesa
randommappingfrom the populationinto thetime axeswhich shouldgive high values
for outliers. The algorithmwill be describedn the Section2. In Section3 the method
will beevaluatedonbothsyntheticandrealdatasetsTheresultswill becomparedvith

thoseobtainedby othermethodsaisingarobustMahalanobiglistanceo detecioutliers.

*This work is donefor the EUREDIT projectunderthe Information Society TechnologyProgrammenf
Framevork Programmeb of the Europearinion. It is financedby the SwissFederalOffice of Education
andScience.
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Conclusionson the evaluationandremarkson sometheoreticalaspectsaswell ason
somefuture developmentswill be madein thelastSection.

2 The Epidemic algorithm

The transmissiorprobability of the epidemicdependon the distanceand decreases
with it. ThetransmissionareindependentThetimeis discrete An infectedpointcan
transmittheepidemicaslong astheepidemidasts.Denotethe populatiorwith U. The
pointsaredescribedy thevectorvaluedvariabler; € IR?, (i = 1, ...,n). Thedistance
of pointsi andj is the Euclideandistance:d;; =|| «; — z; ||2. To avoid unbalanced
effectsof thedifferentvariablestheirvarianceshallbestandardisetieforecalculating
thedistancese.g. by

zir — medziz)
madz;; — medzix))

Fip = medzy) +

Alternatively one may weightthe contribution of eachvariableto the distanceby the
inverseof arobustmeasuref scale:

» 1/2
dij = (Z ar (Zar — $jk)2> )
k=1

wheree.g.qr = (madz;)) 2. In Section3 thefirst solutionis implemented.

Thestartingpoint of theepidemicshallbethe”samplespatialmedian”(ssm), namely
the samplepoint that hasthe characterizingninimal propertyof the usualspatialme-
dian:

ssm = x; with ¢ suchthat Z dij = Igleitrjl Z di;
jeu jeu
Notethatthe samplespatialmedianis not necessarilgloseto thereal spatialmedian.
E.g. for a uniform distribution on a circle the spatialmedianwill be nearthe center
andthe ssm will be on the circle. However the ssm will bein the bulk of the data.
Moreover asall the distancesl;; will be neededaryway for the Epidemicalgorithm,
the computatiorof ssm is cheap.

Givena point thatis infected,the probability that a non-infectedpoint j is infected

by i atary time ¢ is P[j|i] = h(di;) = P[i|j], wherethe function h is monotone

decreasindor growing d and0 < h(d;;) < 1. We write h;; = h(d;;) for brevity.

Therearemary possiblechoicesfor thetransmissiordunction k. Two examplesare:
a) A simplelineartransmissiorfunction

1-8d ifd<1
h(d):{o b it not /8
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Thisfunctionbecomesxactly 0 atd;; = 1/ andthusno transmissioris possi-
ble beyondthis distance.The paramete maybe chosenin the following way.
Calculatethe maximumdistanceto a nearesneighbordy = max;(min;(d;;)).
Theng = (1 — 1/n) min{dy, 2,/p}. Thusg is chosensuchthatthe transmis-
sionprobabilityis 1/n atdy or at2,/p if dy is inflatedby oneor severalsingle

outliers.
b) The logistic function: h;; = % with ¢ > 0 andg < 0. The
transmissiorprobability is closeto 1 for d;; = 0 and= 0.5 atd;; = —a/f.

The slopeat this latter distances 3 /4. We proposeto choosethe parameters
andg in suchaway thatthetransmissiorprobabilityis 0.5 atthe medianof the
interpointdistancesnd1/n atthe maximaldistancedy.
In theexamplesof the next Section tfransmissiorfunctiona) is used.Thechoiceof the
transmissiorfunction andits parameterss crucial for the detectioncapability of the
algorithmandfor its speed.

2.1 The stepsof the Epidemic algorithm

1. Settheinfectiontime of all pointsto zero:¢; = 0,Vj € U.

2. Setthetimetoone: ¢ = 1. Chooseahe samplespatialmedianasa startingpoint.
Setits infectiontimeto one: sz, = 1.

3. Increasdheinfectiontimeby 1: ¢t = ¢ + 1.

4. Denoteby I thesubsebf all thepointsinfectedbeforetimet: I = {i: 0 < ¢; <
t—1}. Calculatethetotal infectionprobability P[5]I] for all non-infectedpoints

JEI:

Pl =1-JJa-Ph) =1-JJ@—hy) . Vi g1

icl i€l

5. IndependenBernoulli trials with succesgprobability P[j|I] decideon whether
thepointsj ¢ I areinfectedor notattimes. If apointis infected,its infection
timet; is settot: £; = ¢. Updatethe setof infectedpoints/.

6. If |I| = n ort — max{¢; : ¢ € I'} > [ thenstop.Otherwisego to step3.
Thealgorithmstopsif all pointsareinfectedor if noinfectionoccursduringaperiodof
lengthl. Thenon-infectedpointswill keepinfectiontimet; = 0. Theintegernumber
is choserby thestatistician.In thenext Sectionit is setto 10. Alternatively thechoice
of I may be guidedby an upperboundon the probability of no infectionin [ trials:
(1 — h(dp))'. In thefollowing we sometimesbbreiate Epidemicalgorithmto EA.

2.2 Computational complexity

In thebeginningwe have to calculatethe (n(n — 1)) /2 distanceseachinvolving p + 1
operationsFor oneepidemicthereareat eachtime-pointatmost|I| = & (0 < k < n)

pointsthatareinfectedandn — & pointsthatarenotyetinfected.Thus(n—k)k < {gf
possibletransmission$iave to be checled. We will stopthe algorithmif thereis no
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infectionaftera fixednumberof [ trials (seeStep6). Thusat eachstageof the EA we
will haveto performatmost! [gf trials. Sincethereareatmostn sizesfor I thereare

atmostin [ 2] ? trialsin anepidemic.In otherwordsthe numberof trialsis polynomial
in n, and,whichis moreimportant,is independenof the dimensionp. Thedimension
of thespaceonly affectstheinitial calculationof thedistances.

3 Application to synthetic and real datasets

The algorithmhasbeenimplementedn S-Plus2000,on a PC with a 600 MHz Intel

PentiumProcessoand128 Mb RAM. The S-languagés not efficient for the EA as
ary useof loops shouldbe avoidedin S. It was mainly motivatedby the fact that
the othermethods(MCD, Stahel-DonohoBACON) were availablein thatlanguage.
Thereforeone shouldnot considerthe comparisorof computingtimesastotally rel-

evant. Moreover memoryproblemswere quickly encounteredvhendealingwith the

n x n distancematrix: the 128 Mb RAM werenot enoughassoonasn = 2000 and
memoryswappingmadethe computingtime explode.

3.1 Behavior of the Epidemic algorithm with normally distrib uted data

To analysethe behavior of the algorithmin the absenceof outliers several datasets
weresimulatedwith a multivariatenormaldistribution in IR?, with meanat the origin
andcovariancematrix equalto 1, (identity matrix). Thefollowing tablegivesthetotal
numberof infectedpointsateachinfectiontime for 10 differentdatasetsvith n ranging
from 100to 2000andp from 2 to 100.

ata
sets 2 10 10 20 10 20 50 20 50 100

T S

T 1 T 1 1 1 1 1 1 1 1

2 13 15 53 81 78 79 75 199 96 136

3 52 61 | 369 | 435 715 665 516 | 1758 | 1027 | 1335

Infection 4 78 89 | 477 | 489 948 943 900 | 1981 | 1815 | 1887
time 5 89 95 | 490 | 495 980 965 950 | 1990 | 1909 | 1963
(1) 6 95 97 | 494 | 497 989 976 970 | 1996 | 1938 | 1975
7 97 97 | 494 | 498 992 987 980 | 1998 | 1952 | 1982

8 99 97 | 496 | 499 992 991 985 1962 | 1984

9 98 | 497 994 992 989 1972 | 1987

10 497 994 992 990 1976 | 1987

Largestinf. time 8 9 11 8 15 14 25 7 47 34
Non-infected 1 2 2 1 3 4 2 2 3 2
Comp.time 071 08] 34 34 9.2 104 ] 15.0] 3885 776.1 ] 252.3

This tableshaws thatundernormaldistribution the medianinfectiontime is always3

andthatafter¢ = 7 morethan95% of the populationhasbeeninfectedin all cases
for arny valuesof n andp (theworst caseoccurredwhenn = 100 whereonly 97% is

infectedatt = 7). We thereforeuset = 7 ascritical time undernormaldistribution.

Thenumberof non-infectegointsdoesnotseemnto dependnn or p, in all simulations
it hasnever exceeded. In contrastthe lengthof the epidemicdoesvary very much,

evenif half of thepopulationhasbeeninfectedaftert = 3 in all caseslit seemghatfor

fixedn the largestinfectiontime increasesvith p. The computingtime for n = 2000

is nottoo relevantbecausa large partof it is dueto memoryswapping.
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3.2 Competing methods

Theresultsobtainedby the EA will be comparedwith threeothermethodsall using
arobustestimationof locationandscatterto computea robustMahalanobiglistances.
Thusthesethreemethodsneedthe assumptiorthatthe "good part” of the datais uni-
modalandhassomeelliptical shape.

MCD TheMinimum CovarianceDeterminantssee[13] and[14].

MSD TheModified Stahel-Donohanethod:see[16], [7], [10] and[8].

BACON The "Blocked Adaptative Computationally-Hicient Outlier Nominators”:
see[5].

Theresultsobtainedby thesemethodswill beillustratedby Q-Q plotsof transformsof
Mahalanobiglistanceg M D;) usingthefollowing approximatiorfor normaldata:

MD; 7
D; = F(0. —p)——— _~f;=F(—— —

whereF (a, k, 1) is thea-quantileof the F distributionwith k and! degreesof freedom.

3.2.1 The Bushfire data
Thefirst realdatasehas38 obsenationsin dimensions.
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Figurel: Bushfiredataset

It wasusedby Campbellin 1989[6] to locatebushfirescars.lt containssatellitemea-
surement®n five differentfrequeng bandscorrespondingo eachof 38 pixels. It has
theadwantageof having beenwell studied[10] andof allowing atwo dimensionaplot
(in variable2 and3) thatrevealsalmostall the outliers(seeFigure 1). The datacon-
tainsan outlying clusterof obsenations32 to 38 anda few otheroutlying values32
and7 to 11, eventuallyalso12 and13. A classicaimultivariateanalysisusingthe sam-
ple meanandcovarianceestimatewould not detectarnything. Figure2 showvs thatthe
resultsobtainedfrom the threecomparatie methodsarequite similar (MSD used100
differentprojections). The table below givesthe obsenationswith the largestM D;
in decreasingrderfor the threemethods. All of them detectthe above mentioned
outliers.
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Figure2: Q-Qplotsof M D; for MCD, MSD andBACON andEpidemichistory

MCD 33(35|34|38|37(36(32| 9|8 |31|10|11 |7
MSD 9| 8 (3837|3333 |34|32(10|11| 7
BACON || 38 |35|37(33|34|36(32| 9| 8 |10|11| 7

MSD considers8 and9 as more outlying thanthe 32 — 38 groupand MCD detects
also31 asanoutlier. The EA appliedto the Bushfiredatadid not infect any points
aftertime ¢ = 6 (seeFigure2). Only non-infectedobsenationswill thereforebe
declaredasoutliers,namelypoints7 to 11 and32 to 38. Clearlyin thatcaseall methods
areequivalent. Finally, dueto the small size of the datasetall computingtimes are
moderate MCD 0.23s,MSD 1.6s,BACON 0.08sandEpidemic0.68s.

3.2.2 Thelonospheredata

The seconddatasetvastaken from the UCI MachinelLearningDatabaseRepository
[2] andwassuggestedo usby RicardoMaronna[11]. This datasetvaspartof a study
of thelonospherearriedout by the SpacePhysicsGroupof the Applied Physicsab-
oratoryof the JohnsHopkinsUniversity[15]. Radardatawere collectedby a system
in GooseBay, Labrador Thetargetswere free electronsin the ionosphere.”Good”
radarreturnswerethoseshaving evidenceof sometype of structurein theionosphere.
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Thesegoodradarmeasurement®rm the datasewhich is studiedhere:thereare225
obsenationsin 32 dimensiongtwo variableswith no variancewereeliminated).
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Figure3: Q-Qplotsof M D; for MCD, MSD andBACON andEpidemichistory

TheEA wasrunfirst andgave thefollowing results(Figure3): Two obsenationswere
notinfected(62 and95) and18 otherswereinfectedaftertime¢ = 7. To compardhese
resultswith theothermethodstheQ-Q plotsaregivenin Figure3 with ahorizontalline
just below the 10 largestM D; for eachmethod.MSD used1000 differentdirections.
Theseplotsshav thatabout60% (= 135 obsenations)of thedatabehaelik e normally
distributed. Notethataftertime ¢ = 3 the EA hadinfected140 obsenations! Clearly
somethingis happeningfor the remainingdata. Choosinga value whereto cut for
outlyingnesswould require more knowledgeof the data. To compareall the results
we give two tableswith the numberof commonpointsin the "central part” of each
methodandin the "extremepart”. The centralpart of a methodconsistsof the 140
obsenationswhich areleastoutlying (lowest M D; or infectiontime < 3) while the
extremepart consistf the 10 mostoutlying obsenations(highestM D; or infection
time > 9 or 0). EA, MSD andBACON do agreewell on the centralpart (actuallythe
threeof themsharedl 12 commonpointsin their respectre centralparts),while MCD
seemgo reactsomevhatdifferent(86 pointsaresharedoy thefour methods).For the
outlying partthereis no consensushut if we look closerat the Q-Q plots, MCD has
two clearoutliers(96 and95), MSD hasone(27) andBACON alsohasone(27) and
theseoutliersareall detectedy the EA with very high infectiontime: ¢ = 10 for 27,
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t = 13 for 96 andnotinfectedfor 95!

Centralpart Extremepart
|| MCD | MSD | BAC | EA || MCD | MSD | BAC | EA
MCD 140 111 98 87 || MCD 10 3 2 5
MSD 111 140 | 125 | 113 || MSD 3 10 7 5
BAC 98 125 | 140 | 125 || BAC 2 7 10 2
EA 87 113 | 125 | 140 EA 5 5 2 10

The computingtimesdiverge. EA took 2.3s,MCD 21.8s,MSD 73.9sand BACON
0.41s.Notethatourimplementatiorof MSD is not optimized.Whenthedimensionof
the datagrows, the computingtime of MCD andMSD grows too. This wasexpected
aswell asthefactthatthecomputingtime of EA is not muchaffectedby the growth of
dimension(remembethatthe dimensionappearsn thealgorithmonly in the distance
computation) BACON remainsby far thefastes{seg[3]).

3.3 Behavior of the Epidemic algorithm with concentratedcontamination

In [12] Rocke andWoodruff madetwo obsenations:1) it is very hardto detectoutliers
in datawith a contaminatiorfraction of 35% or higher;2) compactlyspacedutliers
areharderto find. To testthe quality of Epidemicalgorithmwe combinecherethetwo

difficulties: we generated datasetith 500 obsenationsin IR'® with obsenations1

to 300 thatfollowedamultinormaldistribution centeredatthe origin with acovariance
matrix setto 10 x 1;¢ andtwo contaminationsormedby two othercloudscenterecht

two randomlychoserpointsin IR'?, oneat distance70 (obsenations301 to 400) and
oneatdistancel00 (obsenations401 to 500), bothwith multinormaldistribution with

covariancematrix of 1y.

Here,aswe know theindicesof the outliers,the resultsof all methodsarejust plotted
with infectiontime or MD versusndex (Figure4). All possiblecasesio occurhere:

EA The300 outliershave not beeninfectedandthey arethereforeperfectlydetected.
Threeother points are infectedafter time 7 and are thereforesuspicious. The
algorithmdid not make ary differencebetweerthetwo clouds.

MCD The300 outliershavethesmallesMahalanobislistancesndwerenotdetected.
The Q-Q plot looksvery strangebut canonly tell thatthereis a problem.

MSD The more distantoutlier cloud was perfectly detectedwith high Mahalanobis
distancesbut the closeroutlier cloudwasnot detected.

BACON Thedetectioris perfect.It evendistinguishedetweerthetwo outlier clouds.
Thisis no surprisesinceBACON is perfectin suchcasegsee[3]).

For that particularexample EA was slightly slower than the otheralgorithm: MCD
took 5.28s MSD 6.0s(with 200 directions,no improvementwith 500), BACON 0.28s
andEA 10.1s.
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Figure4: Timeresp.M D; for EA, MCD, MSD andBACON

4 Conclusionsand Outlook

The Epidemicalgorithmis computationallyfeasible. It is somavhat slower thanthe
mostefficient algorithms. However its computingtime doesnot grow exponentially
with the numberof dimensions.It doesnot needary assumptioron the dataexcept
that the good datais not divided into well separatedlusters. No transformationis

necessaryo apply EA. It is basedon the intuitive notion of an outlier asanisolated
point or group of points. The startingpoint of a samplespatialmedianseemso be
very fruitful. The Bushfireexample shawvs that EA hasgood detectioncapabilities
for outliersin moderatelyhigh dimensions. The lonosphericdatashows that it also
worksin higherdimensionsvell. Thoughthedifferentmethodslisagreentheoutliers
(exceptthe most outlying ones)the "good” part of the datais very similar for EA,

MSD and BACON, while it is quite differentfor MCD. The last, syntheticexample
shavs that EA seemgo be unafectedby highly concentratedutliers. Furthermore,
exampleswhich are not reportedhereshown that EA hasgood detectioncapabilities
in situationswherethe bulk of the datais far from elliptically shaped.The situation
whereEA may give comparatiely bad resultsis whenthe bulk of the datafollow a

nicemodellik e aregressiormodelwhich canbe detectecandusedby othermethods.
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Howeverwhenthebulk of thedatais multivariatenormalwe did notfind aconsiderable
disadwantageof theEA. Thediscussiorof thetheoryfor the EA hasto betakenfurther.
The EA hasconnectiongo clusteringalgorithmsand to nearestneighbormethods.
However, by exploiting the dynamicsof the epidemic,it takesinto accountiocal and
globalpropertiesatthe sametime. The adaptionof the Epidemicalgorithmto missing
valuesis straightforward. Also cateyoricalvariablesandsamplingweightscanbetaken
into account. However, theseextensionshave to be investigatedurther alongwith a
thoroughdiscussiorof the choiceof thetransmissioriunctionandits parameters.
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