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Abstract: A new methodfor the detectionof multivariateoutliers is pro-
posed. It is basedon the simulation of an epidemic in a point cloud in
p-dimensionalspace.The epidemicstartson a well chosenpoint and then
spreadsthroughthepoint cloudwith probabilitiesthatdecreasewith thedis-
tancesbetweenpoints. Outliers typically have a high probability of being
infectedlate. Outlying infection timesarethereforeusedto detectoutliers.
Themethodis flexible andcompareswell with methodsbasedonrobustMa-
halanobisdistances.
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1 Intr oduction

Wewantto detectoutliersin apopulationof � pointsin � -dimensionalspace.Theidea
is to startanepidemicfrom a well chosenpoint. Theepidemicwill spreadthroughthe
populationandeventuallyall pointswill beinfected.In thisprocesstheoutliersshould
eithernot be infectedor be infectedlate dueto their isolation. We usethe infection
time to judgeon the outlyingnessof a point. In otherwordsthe epidemicdefinesa
randommappingfrom thepopulationinto thetimeaxeswhichshouldgivehighvalues
for outliers.Thealgorithmwill bedescribedin theSection2. In Section3 themethod
will beevaluatedonbothsyntheticandrealdatasets.Theresultswill becomparedwith
thoseobtainedby othermethodsusingarobustMahalanobisdistanceto detectoutliers.�

This work is donefor theEUREDIT projectundertheInformationSocietyTechnologyProgrammeof
Framework Programme5 of the EuropeanUnion. It is financedby the SwissFederalOffice of Education
andScience.
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Conclusionson theevaluationandremarkson sometheoreticalaspectsaswell ason
somefuturedevelopmentswill bemadein thelastSection.

2 The Epidemic algorithm

The transmissionprobability of the epidemicdependson the distanceanddecreases
with it. Thetransmissionsareindependent.Thetime is discrete.An infectedpoint can
transmittheepidemicaslongastheepidemiclasts.Denotethepopulationwith � . The
pointsaredescribedby thevectorvaluedvariable���	��
 �� � � �	��� � � � � � ��� . Thedistance
of points � and � is the Euclideandistance:� � ���������� !���"� # . To avoid unbalanced
effectsof thedifferentvariables,theirvariancesshallbestandardisedbeforecalculating
thedistances,e.g.by $��� %&� med� ��� % �(' ��� %) med� ��� % �

mad� ��� %) med� ��� % � � �
Alternatively onemayweight thecontribution of eachvariableto thedistanceby the
inverseof a robustmeasureof scale:

� � �)� * +% ,(- . % � ��� %) !��� % � # / - 0 # �
wheree.g. . %&�1� mad� ��� % � � 2 # . In Section3 thefirst solutionis implemented.

Thestartingpointof theepidemicshallbethe”samplespatialmedian”( 3 3 4 ), namely
thesamplepoint thathasthecharacterizingminimal propertyof theusualspatialme-
dian: 3 3 45�6��� with � suchthat

+� 7 8 � � �)�:9<; => ? @BAC D +� 7 8 � % ��E FG �
Notethat thesamplespatialmedianis not necessarilycloseto therealspatialmedian.
E.g. for a uniform distribution on a circle the spatialmedianwill be nearthe center
andthe 3 3 4 will be on the circle. However the 3 3 4 will be in the bulk of the data.
Moreover asall thedistances� � � will beneededanyway for the Epidemicalgorithm,
thecomputationof 3 3 4 is cheap.

Givena point � that is infected,the probability thata non-infectedpoint � is infected
by � at any time H is I�J ��K � L��NM�� � � � �!�NI<J � K � L , wherethe function M is monotone
decreasingfor growing � and OQPRM�� � � � ��P5� . We write M�� �!�5M�� � � � � for brevity.
Therearemany possiblechoicesfor thetransmissionfunction M . Two examplesare:

a) A simplelineartransmissionfunctionM�� � ���1S �T !U(� if �<P�� V UO if not
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This functionbecomesexactly W at X Y Z)[1\ ] ^ andthusno transmissionis possi-
ble beyondthis distance.Theparameter̂ maybechosenin thefollowing way.
Calculatethemaximumdistanceto a nearestneighborX _<[1`<a b Y c `�d e Z c X Y Z f f .
Then ^g[5c \"h�\ ] i�f `�d e�j X _ k l m n�o . Thus ^ is chosensuchthat the transmis-
sionprobability is \ ] i at X _ or at l m n if X _ is inflatedby oneor severalsingle
outliers.

b) The logistic function: p�Y ZQ[rq s t u v w�x y z { |u } w�q s t u v w�x y z { | | with ~5��W and ^5��W . The

transmissionprobability is closeto \ for X Y Z![�W and [�W � � at X Y Z![Nh"~(] ^ .
Theslopeat this latterdistanceis ^	] � . We proposeto choosetheparameters~
and ^ in sucha way thatthetransmissionprobability is W � � at themedianof the
interpointdistancesand \ ] i at themaximaldistanceX _ .

In theexamplesof thenext Section,transmissionfunctiona) is used.Thechoiceof the
transmissionfunction andits parametersis crucial for the detectioncapabilityof the
algorithmandfor its speed.

2.1 The stepsof the Epidemic algorithm

1. Settheinfectiontime of all pointsto zero: � Z"[gW , � ���!� .
2. Setthetimeto one: ��[1\ . Choosethesamplespatialmedianasastartingpoint.

Setits infectiontime to one: � � � �1[�\ .
3. Increasetheinfectiontimeby \ : �	[6���g\ �
4. Denoteby � thesubsetof all thepointsinfectedbeforetime � : ��[�j �	� W��Q� Y(�� h!\ o . Calculatethetotal infectionprobability �<� ��� � � for all non-infectedpoints������ : ��� ��� � ��[1\ThQ�Y � � c \Th��<� � � � � f�[1\Th��Y � � c \Th�p�Y Z f , � ��������
5. IndependentBernoulli trials with successprobability ��� ��� � � decideon whether

thepoints �Q]��� areinfectedor not at time � . If a point is infected,its infection
time � Z is setto � : � Z"[Q� . Updatethesetof infectedpoints � .

6. If � ��� [6i or �(h�`<a b�j � Y(� ����� o&�6� thenstop.Otherwisego to step3.

Thealgorithmstopsif all pointsareinfectedor if noinfectionoccursduringaperiodof
length � . Thenon-infectedpointswill keepinfectiontime � Z"[gW . Theintegernumber�
is chosenby thestatistician.In thenext Sectionit is setto \ W . Alternatively thechoice
of � may be guidedby an upperboundon the probability of no infection in � trials:c \Th�p�c X _ f f � . In thefollowing wesometimesabbreviateEpidemicalgorithmto EA.

2.2 Computational complexity

In thebeginningwehaveto calculatethe c i	c i<h�\ f f ] l distances,eachinvolving n)�Q\
operations.For oneepidemicthereareat eachtime-pointat most � ��� [g� ( W��6���Qi )

pointsthatareinfectedandiTh&� pointsthatarenotyetinfected.Thus c iTh)� f ���R�   ¡ ¢ ¡
possibletransmissionshave to be checked. We will stopthe algorithmif thereis no
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infectionaftera fixednumberof £ trials (seeStep6). Thusat eachstageof theEA we
will haveto performatmost £�¤ ¥ ¦ § ¦ trials. Sincethereareatmosẗ sizesfor © thereare

atmost £ ¨ ¤ ¥ ¦ § ¦ trials in anepidemic.In otherwordsthenumberof trials is polynomial
in ¨ , and,which is moreimportant,is independentof thedimensionª . Thedimension
of thespaceonly affectstheinitial calculationof thedistances.

3 Application to syntheticand realdatasets

The algorithmhasbeenimplementedin S-Plus2000,on a PC with a 600MHz Intel
PentiumProcessorand128 Mb RAM. The « -languageis not efficient for the EA as
any useof loops shouldbe avoided in « . It was mainly motivatedby the fact that
the othermethods(MCD, Stahel-Donoho,BACON) wereavailablein that language.
Thereforeoneshouldnot considerthe comparisonof computingtimesastotally rel-
evant. Moreover memoryproblemswerequickly encounteredwhendealingwith the¨Q¬�¨ distancematrix: the128Mb RAM werenot enoughassoonas ¨6¯® ° ° ° and
memoryswappingmadethecomputingtime explode.

3.1 Behavior of the Epidemic algorithm with normally distrib uted data

To analysethe behavior of the algorithm in the absenceof outliers several datasets
weresimulatedwith a multivariatenormaldistribution in ± ²T³ , with meanat theorigin
andcovariancematrixequalto ´ l ³ (identitymatrix). Thefollowing tablegivesthetotal
numberof infectedpointsateachinfectiontimefor 10differentdatasetswith ¨ ranging
from 100to 2000andª from ® to ´ ° ° .

Data n 100 100 500 500 1000 1000 1000 2000 2000 2000
sets p 2 10 10 20 10 20 50 20 50 100

1 1 1 1 1 1 1 1 1 1 1
2 13 15 53 81 78 79 75 199 96 136
3 52 61 369 435 715 665 516 1758 1027 1335

Infection 4 78 89 477 489 948 943 900 1981 1815 1887
time 5 89 95 490 495 980 965 950 1990 1909 1963
(t) 6 95 97 494 497 989 976 970 1996 1938 1975

7 97 97 494 498 992 987 980 1998 1952 1982
8 99 97 496 499 992 991 985 1962 1984
9 98 497 994 992 989 1972 1987

10 497 994 992 990 1976 1987
Largestinf. time 8 9 11 8 15 14 25 7 47 34
Non-infected 1 2 2 1 3 4 2 2 3 2
Comp.time 0.7 0.8 3.4 3.4 9.2 10.4 15.0 388.5 776.1 252.3

This tableshows thatundernormaldistribution themedianinfectiontime is always µ
andthat after ¶�5· morethan ¸ ¹ º of the populationhasbeeninfectedin all cases
for any valuesof ¨ andª (theworstcaseoccurredwhen ¨QR´ ° ° whereonly ¸ · º is
infectedat ¶)»· ). We thereforeuse ¶"R· ascritical time undernormaldistribution.
Thenumberof non-infectedpointsdoesnotseemto dependon ¨ or ª , in all simulations
it hasnever exceeded¹ . In contrastthe lengthof the epidemicdoesvary very much,
evenif half of thepopulationhasbeeninfectedafter ¶�gµ in all cases!It seemsthatfor
fixed ¨ the largestinfectiontime increaseswith ª . Thecomputingtime for ¨�1® ° ° °
is not too relevantbecausea largepartof it is dueto memoryswapping.
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3.2 Competingmethods

Theresultsobtainedby the EA will be comparedwith threeothermethods,all using
a robustestimationof locationandscatterto computea robustMahalanobisdistances.
Thusthesethreemethodsneedtheassumptionthat the”good part” of thedatais uni-
modalandhassomeelliptical shape.

MCD TheMinimum CovarianceDeterminant:see[13] and[14].
MSD TheModifiedStahel-Donohomethod:see[16], [7], [10] and[8].
BACON The ”Blocked Adaptative Computationally-Efficient Outlier Nominators”:

see[5].

Theresultsobtainedby thesemethodswill beillustratedby Q-Qplotsof transformsof
Mahalanobisdistances( ¼1½�¾ ) usingthefollowing approximationfor normaldata:½�¾(¿6À<Á Â Ã Ä Å Æ�Å Ç�È�Æ�É ¼1½<¾

medÁ ¼1½<¾ É�ÊgË ¾�¿gÀ<ÁÍÌÇ�Î6Ï Å Æ�Å Ç�È�Æ�É
whereÀ�Á Ð�Å Ñ�Å Ò É is the Ð -quantileof the À distributionwith Ñ andÒ degreesof freedom.

3.2.1 The Bushfire data

Thefirst realdatasethasÓ Ô observationsin dimensionÄ .
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Figure1: Bushfiredataset

It wasusedby Campbellin 1989[6] to locatebushfirescars.It containssatellitemea-
surementson five differentfrequency bandscorrespondingto eachof Ó Ô pixels. It has
theadvantageof having beenwell studied[10] andof allowing a two dimensionalplot
(in variable Ù and Ó ) that revealsalmostall theoutliers(seeFigure1). Thedatacon-
tainsan outlying clusterof observations Ó Ù to Ó Ô anda few otheroutlying valuesÓ Ù
and Ú to Ï Ï , eventuallyalso Ï Ù and Ï Ó . A classicalmultivariateanalysisusingthesam-
ple meanandcovarianceestimatewould not detectanything. Figure2 shows that the
resultsobtainedfrom thethreecomparativemethodsarequitesimilar (MSD usedÏ Â Â
differentprojections). The tablebelow givesthe observationswith the largest ¼1½<¾
in decreasingorder for the threemethods. All of them detectthe above mentioned
outliers.
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Figure2: Q-Qplotsof Ý1Þ<ß for MCD, MSD andBACONandEpidemichistory

MCD 33 35 34 38 37 36 32 9 8 31 10 11 7
MSD 9 8 38 37 35 33 36 34 32 10 11 7
BACON 38 35 37 33 34 36 32 9 8 10 11 7

MSD considersà and á asmoreoutlying thanthe â ã�ägâ à groupandMCD detects
also â å asan outlier. The EA appliedto the Bushfiredatadid not infect any points
after time æ�çéè (seeFigure 2). Only non-infectedobservationswill thereforebe
declaredasoutliers,namelypoints ê to å å and â ã to â à . Clearlyin thatcaseall methods
areequivalent. Finally, due to the small sizeof the datasetall computingtimesare
moderate: MCD 0.23s,MSD 1.6s,BACON0.08sandEpidemic0.68s.

3.2.2 The Ionospheredata

The seconddatasetwastaken from the UCI MachineLearningDatabaseRepository
[2] andwassuggestedto usby RicardoMaronna[11]. Thisdatasetwaspartof astudy
of theIonospherecarriedout by theSpacePhysicsGroupof theAppliedPhysicsLab-
oratoryof theJohnsHopkinsUniversity [15]. Radardatawerecollectedby a system
in GooseBay, Labrador. The targetswerefree electronsin the ionosphere.”Good”
radarreturnswerethoseshowing evidenceof sometypeof structurein theionosphere.
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Thesegoodradarmeasurementsform thedatasetwhich is studiedhere:thereare ë ë ì
observationsin í ë dimensions(two variableswith no variancewereeliminated).
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Figure3: Q-Qplotsof ï1ð<ñ for MCD, MSD andBACONandEpidemichistory

TheEA wasrunfirst andgavethefollowing results(Figure3): Two observationswere
notinfected( ò ë andó ì ) and ô õ otherswereinfectedaftertime ö	÷�ø . To comparethese
resultswith theothermethods,theQ-Qplotsaregivenin Figure3 with ahorizontalline
just below the ô ù largest ï1ð�ñ for eachmethod.MSD used ô ù ù ù differentdirections.
Theseplotsshow thataboutò ù ú ( ÷�ô í ì observations)of thedatabehavelikenormally
distributed.Note thatafter time ö"÷1í theEA hadinfected ô û ù observations! Clearly
somethingis happeningfor the remainingdata. Choosinga valuewhereto cut for
outlyingnesswould requiremoreknowledgeof the data. To compareall the results
we give two tableswith the numberof commonpoints in the ”central part” of each
methodandin the ”extremepart”. The centralpart of a methodconsistsof the ô û ù
observationswhich areleastoutlying (lowest ï1ð�ñ or infection time ü»í ) while the
extremepartconsistsof the ô ù mostoutlying observations(highestï1ð�ñ or infection
time ý�ó or ù ). EA, MSD andBACON do agreewell on thecentralpart(actuallythe
threeof themsharedô ô ë commonpointsin their respectivecentralparts),while MCD
seemsto reactsomewhatdifferent( õ ò pointsaresharedby thefour methods).For the
outlying part thereis no consensus,but if we look closerat theQ-Q plots,MCD has
two clearoutliers( ó ò and ó ì ), MSD hasone( ë ø ) andBACON alsohasone( ë ø ) and
theseoutliersareall detectedby theEA with very high infectiontime: öT÷»ô ù for ë ø ,
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þ�ÿ�� �
for � � andnot infectedfor � � !

Centralpart
MCD MSD BAC EA

MCD 140 111 98 87
MSD 111 140 125 113
BAC 98 125 140 125
EA 87 113 125 140

Extremepart
MCD MSD BAC EA

MCD 10 3 2 5
MSD 3 10 7 5
BAC 2 7 10 2
EA 5 5 2 10

The computingtimesdiverge. EA took 2.3s,MCD 21.8s,MSD 73.9sandBACON
0.41s.Notethatour implementationof MSD is notoptimized.Whenthedimensionof
thedatagrows, thecomputingtime of MCD andMSD grows too. This wasexpected
aswell asthefactthatthecomputingtimeof EA is notmuchaffectedby thegrowth of
dimension(rememberthatthedimensionappearsin thealgorithmonly in thedistance
computation).BACONremainsby far thefastest(see[3]).

3.3 Behavior of the Epidemic algorithm with concentratedcontamination

In [12] RockeandWoodruff madetwo observations:1) it is veryhardto detectoutliers
in datawith a contaminationfractionof

� � � or higher;2) compactlyspacedoutliers
areharderto find. To testthequalityof Epidemicalgorithmwecombinedherethetwo
difficulties: we generateda datasetwith � � � observationsin � 	�
 � with observations

�
to
� � � thatfollowedamultinormaldistributioncenteredat theorigin with acovariance

matrix setto
� �� � l 
 � andtwo contaminationsformedby two othercloudscenteredat

two randomlychosenpointsin � 	�
 � , oneat distance� � (observations
� � � to � � � ) and

oneat distance
� � � (observations� � � to � � � ), bothwith multinormaldistributionwith

covariancematrixof
�
l 
 � .

Here,aswe know theindicesof theoutliers,theresultsof all methodsarejust plotted
with infectiontimeor MD versusindex (Figure4). All possiblecasesdo occurhere:

EA The
� � � outliershave not beeninfectedandthey arethereforeperfectlydetected.

Threeotherpointsare infectedafter time � andare thereforesuspicious.The
algorithmdid not makeany differencebetweenthetwo clouds.

MCD The
� � � outliershavethesmallestMahalanobisdistancesandwerenotdetected.

TheQ-Q plot looksverystrangebut canonly tell thatthereis a problem.

MSD The moredistantoutlier cloud wasperfectlydetectedwith high Mahalanobis
distances,but thecloseroutlier cloudwasnot detected.

BACON Thedetectionis perfect.It evendistinguishesbetweenthetwo outlierclouds.
This is no surprisesinceBACONis perfectin suchcases(see[3]).

For that particularexampleEA wasslightly slower than the otheralgorithm: MCD
took5.28s,MSD 6.0s(with � � � directions,no improvementwith � � � ), BACON0.28s
andEA 10.1s.
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Figure4: Timeresp. ����� for EA, MCD, MSD andBACON

4 Conclusionsand Outlook

The Epidemicalgorithmis computationallyfeasible. It is somewhat slower thanthe
mostefficient algorithms. However its computingtime doesnot grow exponentially
with the numberof dimensions.It doesnot needany assumptionon the dataexcept
that the gooddatais not divided into well separatedclusters. No transformationis
necessaryto apply EA. It is basedon the intuitive notion of an outlier asan isolated
point or groupof points. The startingpoint of a samplespatialmedianseemsto be
very fruitful. The Bushfireexampleshows that EA hasgood detectioncapabilities
for outliers in moderatelyhigh dimensions.The Ionosphericdatashows that it also
worksin higherdimensionswell. Thoughthedifferentmethodsdisagreeontheoutliers
(except the most outlying ones)the ”good” part of the datais very similar for EA,
MSD andBACON, while it is quite different for MCD. The last, syntheticexample
shows thatEA seemsto be unaffectedby highly concentratedoutliers. Furthermore,
exampleswhich arenot reportedhereshow that EA hasgooddetectioncapabilities
in situationswherethe bulk of the datais far from elliptically shaped.The situation
whereEA may give comparatively badresultsis whenthe bulk of the datafollow a
nicemodellike a regressionmodelwhich canbedetectedandusedby othermethods.
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Howeverwhenthebulk of thedatais multivariatenormalwedid notfindaconsiderable
disadvantageof theEA. Thediscussionof thetheoryfor theEA hasto betakenfurther.
The EA hasconnectionsto clusteringalgorithmsand to nearestneighbormethods.
However, by exploiting the dynamicsof theepidemic,it takesinto accountlocal and
globalpropertiesat thesametime. Theadaptionof theEpidemicalgorithmto missing
valuesis straightforward.Also categoricalvariablesandsamplingweightscanbetaken
into account.However, theseextensionshave to be investigatedfurther alongwith a
thoroughdiscussionof thechoiceof thetransmissionfunctionandits parameters.
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Preprint.
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