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Verification and Validation of Robotic Assistants

The EPSRC funded Trustworthy Robot Assistants Project
developed three different approaches to verification and
validation of robot assistants together aiming at increasing trust
in robot assistants.

Formal Verification (UoL)
Simulation-based Testing (BRL)
End-user Validation (UoH)

We focused on two use cases domestic (Care-O-bot R© at UoH)
and manufacturing (BERT at BRL).
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Formal Verification

A mathematical analysis of all behaviours using logics, and
tools such as theorem provers or model checkers.
Model checkers are a fully automatic, algorithmic technique
for verifying temporal properties. Input is a model of the
system and a property to be checked on that model.

Model Checker

Property holds

or

counter example

Property eg 

"always p"

We also develop and apply theorem provers where logical
formulae are used to represent both the system and the
required properties and mathematical proof is used to
show that the properties hold.
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Simulation Based Testing

This is an exhaustive testing methodology widely used in
the design of micro-electronic and avionics systems.
These appeal to Monte-Carlo techniques and dynamic test
refinement in order to cover a wide range or practical
situations.
Tools are used to automate the testing and analyse the
coverage of the tests.HRI Handover Scenario 
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Requirements: 
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End User Validation

This approach involves experiments and user evaluations
in practical robotic scenarios.
Scenarios relating to robot human interaction are
developed to test some hypothesis and experiments with
users carried out.
This helps establish whether the human participants
indeed view the robotic assistants as safe and trustworthy.

8 Journal Title XX(X)

• System model inaccuracies. All the verification
techniques use models of the real-world. The models
might have been constructed erroneously, or may be
inconsistent with the real world, or relative to one
another.

• Requirement model inaccuracies. In our approach,
the real-world requirements of the system are con-
verted into textual requirements, assertions and prop-
erties for verification. These requirements models
may not have been correctly formulated.

• Tool inaccuracies. It is possible that numerical
approximations affect the verification results. In
addition, third party tools can contain bugs that are
unknown to us.

We could now proceed to perform “Experiments.” As
before, we may find a problem with the textual require-
ments or the physical system during experimentation. At
the same time, the assurances from formal verification
and/or simulation-based testing can be compared against
the experiment results. We may also discover that one of the
assurances holds during simulation-based testing or formal
verification, but not during the experiments. In this case we
may need to refine any of the other assets, as explained
before.

Careful comparisons must be made between the dif-
ferent representations in order to discover the cause of
the assurance conflicts. Such comparisons are indicated
by the bi-directional arrows between “Formal Verification”
and “Simulation-based Testing”, “Simulation-based Test-
ing” and “Experiments”, and “Formal Verification” and
“Experiments”, respectively, in Figure 1.

4 The BERT Handover Task: A Case Study
In this section, we present a case study to demonstrate
the application of assurance-based verification to an HRI
scenario considering the following research question: can
assurance-based verification provide a higher degree of
confidence in the resulting assurances than when using
verification techniques in isolation?

BERT 2 is an upper-body humanoid robot designed to
facilitate research into complex human-robot interactions,
including verbal and non-verbal communication, such as
gaze and physical gestures (Lenz et al. 2010) (see Figure 2).
BERT 2’s software architecture was originally developed
using YARP¶. More recently, this system has been wrapped
with a ROS interface.

We verify an object handover to exemplify our approach,
in the context of a broader collaborative manufacture
scenario where BERT 2 and a person work together to
assemble a table (Lenz et al. 2012). In the handover, the
first step is an activation signal from the human to the

Figure 2. BERT 2 engaged in the handover task.

robot. BERT 2 then picks up a nearby object, and holds
it out to the human. The robot announces that it is ready
to handover. The human responds verbally to indicate that
they are ready to receive. (For practical reasons, human-to-
robot verbal signals were relayed to the robot by a human
operator pressing a key.) Then, the human is expected to
pull gently on the object while looking at it. BERT 2 then
calculates three binary sensor conditions:

• Gaze: The human’s head position and orientation
relative to the object are tracked using the Vicon R�

motion-tracking system for an approximate measure
of whether he/she is looking at the object.

• Pressure: Changes in the robot’s finger positions
are sensed to detect whether the human is applying
pressure to take the weight of the object.

• Location: The Vicon R� motion-tracking system is
used to determine whether the human’s hand is
located on the object.

The sensor conditions must be calculated within a time
threshold for BERT 2 to determine if the human “is ready”.
The robot should release its grip on the object if all
three conditions are satisfied. Otherwise, the robot should
terminate the handover and not release the object. The
human may disengage and the robot can timeout, which
would cancel the remainder of the handover task. The
sensors are not completely accurate and may sometimes
give incorrect readings.

A safety requirement ensures that “nothing bad
happens”, whereas a liveness requirement ensures that
“something good happens eventually” or inside a threshold

¶http://www.yarp.it

Prepared using sagej.cls
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Overall Approach
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Verification of Swarm Robots and Sensor Systems

A robot swarm is a collection of simple (often identical)
robots working together to carry out some task.
Each robot has a small set of behaviours and is typically
able to interact with nearby robots and its environment.
Using robot swarms is appealing in hostile environments
e.g. underwater, contaminated areas, or space.
Some similarities to (networks of) sensor systems.
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Case Studies

Verification of the connectedness property of a particular
robot swarm algorithm, the alpha algorithm, which makes
use of local wireless connectivity information alone to
achieve swarm aggregation
Probabilistic model checking to a swarm of foraging robots.
Verification of UAVs as a communication network
Verification of synchronisation and gossip protocols used
for swarm robots and sensor networks (Science of Sensor
Systems Software EPSRC funded programme grant).

Synchronisation in Nature
Formal Analysis of Systems of Oscillators

Further Abstractions
Summary

Biological Oscillators
Pulse-Coupled Oscillators

Pulse-Coupled Oscillators
NetLogo

Simulations were
conducted using NetLogo.
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Calculi and Provers for Temporal and Agent Logics

The development of calculi, theorem provers, experimentation
with the provers and application to case studies.

LTL/CTL: ♦connected , A ¬crash
Modal Logics: Krobotwall_ahead ,
Brobot_house

icob_charging
ATL/CL: 〈〈robot ,person〉〉♦release_table_leg
MTL: ♦[3,6]release_table_leg

A A

A A

A AA A
A

win

E<>win
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Conclusions and Current Work

We are currently applying verification and validation to robotics
and autonomous systems in extreme environments (RAI Hubs).

Design autonomous systems for verification and validation, e.g.
by separating low level control from high level decision making.

V&V can help with issues such as reliability, trust, privacy,
certification etc.
Rover Image courtesy of NASA, Hexapod courtesy Manchester
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