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Abstract

In real-time systems it is important to make the best use of the available
processor capacity, and to provide and ensure timing guarantees during the entire
runtime of the system. Systems with safety aspects, like in the automotive and
aerospace domain rely on the system’s compliance to temporal specifications.
In order to ensure that temporal specifications are respected and misbehaving
applications do not jeopardise the execution of other applications in the systems,
the execution of applications is constrained by temporal partitions. The usual
mechanism to enforce temporal partitioning of the processor time is accomplished
by execution-time servers. However, the choice of appropriate server parameters
such that the application demand is satisfied but the processor allocation is kept
at a minimum, is not trivial. In the past, for dynamic as well as for fixed-priority
scheduled servers, time-consuming and approximation methods were presented,
enabling the determination of the server’s temporal parameters with the objective

to minimise the processor time allocation.

The work in this thesis focuses on open fixed-priority scheduled systems since
they still represent the majority of real-time systems used in the automotive
or aerospace domain and explores methods to determine the minimal processor
reservation for a given fixed-priority scheduled set of flexible tasks. It is assumed
that the processor reservation is maintained and enforced by periodic execution-
time servers that are also scheduled according to a fixed-priority scheduling
scheme. Since we consider flexible tasks in the server parameter determination,
the servers themselves will enable and support flexible temporal partitioning
during runtime. An appropriate runtime algorithm is also presented to address
this flexibility and to utilise spare processor capacity by maximising the processor

usage.

The efficiency and effectiveness of the presented algorithms is examined and
compared to existing methods by performing empirical evaluation on a desktop

computer and an embedded hardware platform.
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CHAPTER

1

Introduction

The correctness of real-time system depends not only on the logical result of the
computation but also on the time instant at which the result was produced. That
means, the performed operations of the system need to comply with predefined

temporal specifications.

During the last few decades, the complexity of real-time systems experienced a
continuous increase [19] that can be also observed in the trend of research topics
addressing problems in the area of temporal partitioning [57, 59, 88, 95-97], and
hierarchical and flexible scheduling [5, 21, 22, 27, 35, 36, 53, 55, 64, 74, 87].

The classical design of complex real-time systems usually contains several Elec-
tronic Control Units (ECUs), each executing a single application. Applications
are considered as a collection of real-time tasks that provide a certain system
function. For example, in robotics there are dedicated applications responsible
for path planning, motor control, image processing and communication. In the
aerospace or automotive area the decomposition of the real-time system usually
results in applications for engine, brake and attitude control, to name but a few.
With this distributed architecture in mind, the continuously increasing feature
set of modern real-time systems would result in complex distributed systems
with a growing number of hardware components and ECUs, and more difficult

design, verification and maintenance of these system.
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1 Introduction

To reduce the need for complex distributed systems, it is a common research
approach to utilise integrated open and flexible real-time systems that combine

multiple system properties:

e enabling the composition of multiple application by integrating them on

the same platform,

e keeping the system open, enabling running applications to leave the system
and also the submission of new applications into the system during runtime,

and

o facilitating the flexibility of the system by supporting the specification of
multiple rather than a single set of temporal parameters (i.e. worst-case

execution time, period and deadline) for the tasks.

1.1 Integrated open real-time systems

The increasing processing power and flexibility of modern hardware counteracts
the increasing number of required hardware components and ECUs in real-
time systems by facilitating the integration of multiple real-time applications
on a single uniprocessor platform. This approach allows the designer to address
cost, space, weight and energy constraints of real-time systems by reducing the
hardware costs, the number of ECUs in a system and the power consumption of
the system. At the same time the analysis, design and development processes
of these real-time systems do not become over complicated since complex

distributed system architectures can be avoided.

Our focus is on modern integrated open real-time systems that enable the offline
and online composition of multiple applications (including legacy applications
that have been developed and verified on a dedicated platform and might already
have been in production) with their own scheduling policy. In these systems
multiple concurrently executed real-time applications are usually scheduled by a

fixed-priority two-level hierarchical scheduler.

The two-level hierarchical scheduler consists of an operating system level or
global scheduler and an application level or local scheduler for each application

(see Figure 1). The global scheduler decides the processor time allocation to
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1.1 Integrated open real-time systems

( N ( N

Application A Application B Application N

Application A Application B Application N
local scheduler local scheduler local scheduler

Execution-time server | |Execution-time server Execution-time server

N\ J N\ J N\ J

Resource managing middleware )

( Global scheduler )

Real-time operating system

Figure 1: Two-level hierarchical open real-time system [36, 37, 64]

applications, and the local scheduler determines which task of the currently

scheduled application shall execute.

In addition to legacy applications, the development and verification of new
applications may still be performed by different developers, in isolation from
the other applications. Since different applications are usually responsible for
different system functions, fault containment has to be ensured. One major
element of fault containment is temporal isolation of applications, in order to

limit timing errors to the originating application.

Industry standards like ARINC 653 [2], AUTOSAR [10] or the research
project DECOS [77] already specify the need for temporal partitioning among
applications. Applying temporal partitioning in real-time systems must prevent
timing faults caused by erroneous applications having a side-effect on other

applications in the system and jeopardising their operation.

However, current real-time operating systems, that are compliant to the
aforementioned standards (i.e. ARINC 653, AUTOSAR), provide only static
temporal partitioning [60]. That means, the processor time partitioning is
determined before runtime and remains unaltered during the lifetime of the

system.
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1 Introduction

1.2 Flexible real-time systems

It is expected that in the next generation of real-time systems, the temporal
properties and the number of applications will vary during runtime [21, 35, 37,
53, 70]. That means, the tasks of a flexible application provide implementations
that can adapt their execution to the available processing resources. These
tasks can execute at different frequencies (i.e. have variable period) and/or may
demand variable processing time (i.e. by specifying variable worst-cases execution
times) depending on the accuracy of the executed algorithm. This implies that
the task’s, and consequently the corresponding application’s Quality of Service
(QoS) depends on the amount of processing resource that is reserved for the
application in certain time intervals. With the objective in mind, to maximize
the processor utilisation and avoid unused processing time reservations (as would
occur with static temporal partitioning), the applications are started on demand
and terminate if their services are not required anymore. At these changing
scenarios the available processor capacity has to be redistributed among the

remaining applications in the system.

The dynamic behaviour of the envisaged open real-time systems, executing
flexible applications, prevents the use of an efficient static temporal partitioning
of the processor time. A static temporal partitioning that lasts over the entire
lifetime of a system would result in an oversized system. Hence, in order to
efficiently use the processing time, the flexibility of applications and possible
demand changes during runtime have to be considered in the offline analysis as

well as during runtime.

Despite the flexibility of the applications, it is desirable to maintain predictabil-
ity of integrated open real-time systems. Partitioning of the processing time
has to be accomplished such that the applications’ temporal requirements are
still respected and remain valid even if they are executed in an integrated open
system. Similar to classical real-time systems, the schedulability of real-time

tasks shall be guaranteed before they are executed.

To support the temporal partitioning in the system, the application’s temporal
requirements are mapped to an ezxecution-time server that represents the
processor reservation and manages the consumption of processor time by the
tasks of the associated application [4, 47, 64, 71-73]. In the remainder of this
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1.3 Motivation

thesis, the terms execution-time server and the simpler form server will be used
interchangeably. Our focus is in particular on periodic servers, that are a common
means for resource management in fixed-priority scheduled real-time systems.
Periodic servers provide a certain amount of processing time in a periodic time

interval to applications.

In order to achieve an efficient temporal partitioning, the temporal parameter
values of a server are derived from the timing requirements of the associated
application’s tasks, such that the resource reservation for the application is
minimal. The server parameter values leading to minimal resource reservation
are considered as the optimal parameter values. Furthermore, for flexible
applications there are multiple optimal temporal parameter values, depending
on the flexibility of the application’s timing requirements. The set of optimal
parameter values can then be utilised during runtime. By varying the server
parameter values within the predetermined limits or set of values, the temporal
partitioning of the system can be affected in a way that the processor capacity

distribution among the active applications in the system is maximized.

The distribution of the processor capacity is considered [47] to be a system
function provided by a middleware layer responsible for resource management
on top of a real-time operating system. Based on the server parameter values,
the resource managing middleware determines, during runtime, the resource
reservation for each application. Consequently, with the support of resource
managing middleware, the applications can adapt their execution to the available

processing resource.

Since an unaltered temporal partitioning of the processing time is not
efficient for uniprocessor open real-time systems that execute flexible real-time
applications, this thesis is concerned with temporal partitioning before and

during runtime.

1.3 Motivation

The efficient use of processing time in an open real-time system, where the
processor time is partitioned among the concurrently executed applications,

starts with the selection of optimal server parameters.
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1 Introduction

The server parameters are referred to as optimal if a server supplies only
as much processing time as required to finish the execution of the associated
application’s tasks before their deadlines, in other words satisfying the timing and
demand requirements of the corresponding application task. Thus, the processor

utilisation is considered as the cost function for the optimisation process.

Our aim is to reserve only the minimal required processing time for each
application such that its associated tasks can finish their execution within their
timing constraints. In addition, as much as possible of the processor capacity

shall be utilised during runtime by the flexible real-time applications.

Flexible system behaviour can be supported by implementing algorithms to
control devices or machines, but also incremental anytime algorithms enabling
the progressive improvement of calculated results and permitting to interrupt
their execution any time. For example, control algorithms can execute at
variable frequency [70] consequently influencing the quality of the control output
by changing the corresponding task period, or the accuracy of the results
produced by anytime algorithms, like path planning, may vary with the granted
execution time or in other words with the reserved processing time [104]. These
flexible tasks provide support for open real-time systems, allowing to maximise
application quality of service via maximising the processor utilisation during
runtime. In contrast to classical real-time systems, the temporal specification
of the corresponding tasks provide multiple or a range of timing constraints.
Whereby, the variable task parameter values entail a variable quality of the
produced results. Depending on the purpose of a real-time application, different

QoS attributes might be used to represent the quality of the generated results.

Irrespective of the meaning of QoS attributes, for the optimal server parameter
selection it is assumed that the more processing time an application receives the
higher is its QoS. This implies that the QoS delivered by an application varies
with the temporal parameter values of the associated server and the resulting

processing time reservation.

In open real-time systems where the processor load changes with respect to
the number of active applications, it is essential to determine multiple sets of
server parameters for each of the flexible applications. This flexibility allows
the resource managing middleware to adapt variable server parameter values

to the prevalent processor load during runtime. The objective of such an online
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parameter adaptation is to maximise the processor utilisation by distributing the
processor capacity among the active execution-time servers and consequently
increasing the QoS while the created schedule for the active servers remains

feasible.
The main concerns with existing runtime adaptation mechanisms are that
they:

e leave the processing time and timing requirements of the adaptation
mechanism in real-time systems out of consideration [86], hence do not

make any statement about the execution time of such a task,
e limit the online adaptation to a single temporal parameter [21, 22| or,
e do not consider dynamic systems [5], like open real-time systems.

Therefore, with respect to the various timing constraints of real-time systems,
there is a need for an efficient but also predictable online algorithm to adapt the

server parameters to changing system state, as in open real-time systems.

1.4 Thesis proposition

The focus of this thesis lies on the efficient temporal partitioning of processing

time, and the thesis proposition can be stated as follows:

Open flexible real-time systems can adapt their processing to the changing
system load, facilitating the efficient utilisation of the available processing time.
Offline and online optimal execution-time server parameter selection for flexible
real-time applications is achievable and provides the foundation for the efficient

usage of processing resources.

1.5 Thesis contribution and outline

The set of contributions that are presented in this thesis support the thesis

proposition and are summarized in the following.

Chapter 2 provides the definition of various terms and notations used in this
thesis. A critical review of relevant research topics in the area of temporal

partitioning, server parameter selection, runtime parameter adaptation, and links
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between our work and these topics are also given. Finally design specific details
for applications are provided. An application skeleton using the features of the

envisaged middleware, is presented.

Chapter 3 starts with the introduction of the underlying system model. An
improved representation, to express the application’s processing requirements
at certain time instants, referred to as demand points, is also introduced
in Chapter 3. Additionally, a simple algorithm is defined that enables the
calculation of a lower and upper bound on the optimal server period. This
interval ensures the existence of the optimal server period value and limits the
search space for the optimal value. It shall be noted that the optimal server
period is not necessarily smaller than the smallest task period or its deadline.
We also show that the server’s temporal parameter values, using the server
period upper bound value and the corresponding minimal server capacity, lead
to sufficiently good parameter values though they might not always denote the

optimal values.

Using the demand points, a method is presented to derive the partition
parameters of a periodic execution-time server that is used as a resource
reservation mechanism. The objective is to select server temporal parameters
such that the reserved processor utilisation is minimised. In contrast to
previous approaches, we utilise an exact server supply bound function and avoid
inaccuracy due to a linear supply model. Furthermore, our analysis requires only
the taskset’s temporal specification, enabling the calculation of optimal server
parameters without the intervention of the application designer. In Chapter 4
an iterative method, based on the server period upper bound, is defined to
determine the optimal server temporal parameter values. The iterative method
starts with the temporal parameter values at the server’s period upper bound
and consecutively examines possible optimal parameter candidates. Hence, the

search space is significantly reduced in contrast to a brute-force approach.

The flexibility of the tasks, expressed by the specification of variable worst-case
execution time and variable requirements for task period and deadline, enable
the generation of demand point sets that capture the taskset demand for various
situations. The methods to determine the server’s optimal temporal parameters

(as presented in Chapter 3 and Chapter 4) can be easily applied to flexible
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applications. An extended approach to derive the server parameters for flexible

applications is also examined in Chapter 4.

Since in open real-time system the schedulability test represents a crucial
component of the online acceptance test, various optimisation methods to
improve the performance of an online test are presented and evaluated in
Chapter 5.

In the envisaged systems, the schedulability test is, however, integrated
into a more sophisticated component that exploits the flexible property of
certain applications. Given the flexible applications and variety of possible
temporal parameters, in Chapter 6 an online algorithm targeted for a middleware
implementation is introduced to distribute the available processing resource
among the servers in the system. The online algorithm, also denoted as spare
capacity distribution (SCD) algorithm, incorporates the acceptance test for a
dynamic open environment. The acceptance test of new applications arriving in
the system is an atomic part of the SCD algorithm. The result of this test is
implied in the updated spare processor capacity distribution for the prospective
set of servers (including the servers of the new applications). Particularly, servers
that fail the acceptance test, will not be part of the new server set and will not

receive any processor capacity.

The efficiency of every step, from the offline server parameter selection to
the online capacity distribution is evaluated at the end of each chapter that
introduces the corresponding method. The evaluations ensure that the presented

methods are applicable in real world applications.

The research work presented in this thesis is summarized in Chapter 7.
Conclusions are drawn from the set of research contributions and prospective

future work is considered.
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CHAPTER

2 Real-time systems
and temporal

partitioning

The classical real-time multitasking model [67] was developed to verify the
temporal correctness of tasksets executed on comparatively simple ECUs.
Usually these simpler ECUs accomplish a single functionality of a more complex
system. In these systems the concurrently executed tasks belong to a single

application and share the processor as a resource.

With the increased performance of microprocessors and microcontrollers,
developers had the option to integrate multiple tasksets that were previously
executed on multiple ECUs onto a single uniprocessor platform [10, 82, 101].
In order to enable the verification of concurrently executed multi-application
systems with real-time constraints the classical multitasking model was extended
by the hierarchical system model [35, 36, 53, 87].

In hierarchically scheduled systems not only multiple tasks but also multiple
applications share the processor as a resource. The hierarchical model provided
the theoretical means for the verification of integrated real-time systems but
in order to realise hierarchical scheduling, an appropriate resource management
mechanism was required. Execution-time servers provide the necessary means
for resource management and temporal partitioning in uniprocessor systems, and

facilitate hierarchical scheduling.
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Based on the classical multitasking model and the basic idea of hierarchical
scheduling, the FRESCOR? project introduced an extended system model
which enables a certain flexibility in the specification of temporal parameters.
The results presented in this thesis are based on some of the fundamental
specifications of the FRESCOR project.

One important aspect of multi-application multitasking real-time systems is
temporal partitioning and the selection of appropriate execution-time server
parameters. Temporal partitioning of the processor time such that all application
tasks can satisfy their temporal requirement is not trivial. The review of previous
work in the area of server parameter selection will reveal the opportunity for
further optimisation and extension of existing approaches for flexible open real-

time systems.

The content of the following sections in this chapter is twofold. First, we will
introduce the necessary notation and fundamental concepts that are required for
the understanding of the presented work. These concepts also form the basis for
the assumed fixed-priority scheduled hierarchical open real-time system model.
Second, a review of important works that address related problems or support
the solution of the issues addressed by this thesis is presented. In order to cover
the background knowledge required for the understanding of the approached
challenges and to introduce the important aspects of the envisaged systems, the

following topics will be reviewed in this chapter:
e classical real-time tasking model, introducing basic notations and definitions
for real-time systems,

e hierarchical and open real-time systems, providing the foundation for

integrated multitasking multi-application systems,

e temporal partitioning, enabling temporal containment and protection for

applications via resource management mechanisms,
o flexible real-time system, introducing variable temporal parameters,

e uniprocessor fixed-priority schedulability analysis, to determine if a set of

tasks and applications can be feasibly scheduled,

2Framework for Real-time Embedded Systems based on COntRacts. Available at:
http://www.frescor.org [Accessed: 18 July 2011].
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e mode-change protocols, managing the dynamic behaviour of flexible appli-

cations in open real-time systems,

e parameter selection for execution-time servers, used for the implementation

of a resource management mechanism that enforces temporal partitioning,

e compositional frameworks, introducing an abstraction step for the design
of multitasking and multi-application real-time systems, in order to hide

unnecessary specification details at the appropriate design levels.

2.1 Real-time tasking model

In classical real-time theory an application A, contains a set of n, tasks,
Ay = {7‘1, e ,an}. However, the number of tasks in any two applications in

the system may be different.

Each unit of work that is scheduled and executed by the system is referred
to as a job and a set of related jobs that provide a system function is called a

task [68].

The underlying real-time tasking model is based on the model that was
introduced by Liu and Layland [67]. Within an application A,, each task
7; is defined by the tuple (C;, T;, D;), with C; denoting the task’s worst-case
execution time and D; its relative deadline. Based on the task’s arrival pattern,
T; denotes either the period of a periodic task or the minimum interarrival time
of a sporadic task. The task’s deadline may be less than or equal to its period (i.e.
D; < T;). Furthermore task deadlines can be more specifically denoted as hard
or soft deadlines. Tasks with a soft deadline are still able (at least partially) to
contribute to the system provided functionality, although they have not finished
execution by their deadline. On the other hand, tasks with a hard deadline are
not able to generate any valuable results if they do not complete execution before
their deadline. In this thesis we focus on tasks with a hard deadline due to the

envisaged domain of automotive, aerospace and robotic applications.

To select and to assign processing time to the tasks in a given taskset, the
use of a fixed-priority scheduler is assumed. The task priority is expressed by
the subscript ¢, with the value 1 representing the highest, and n, the lowest

priority. A common method to determine the priority of each task, is the
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deadline monotonic priority ordering (DMPQO). This method ensures unique

priority assignment to each task within a single application taskset.

In uniprocessor real-time systems usually there are also various resources that
have to be shared among the running tasks. In order to preserve the consistent
state of these shared resources, they have to be accessed in a mutually exclusive
way. The sequence of instructions performing the access is usually embedded in
critical sections. A critical section is a sequence of instructions that must not
be interrupted by other jobs if the interruption would lead to unpredictable or
inconsistent data and system states. Since more than one task might want to
use a certain resource at the same time, there has to be a policy in place that

controls the access to the shared resources in a predetermined way.

Various protocols have been developed to serialise the access of competing
real-time jobs to shared resources. These protocols are based on synchronization
objects that provide a mechanism to guard concurrent access to the shared
resources. In addition to access control, resource sharing protocols are also
concerned with two common phenomena that may occur during the serialised
access. One is, bounding the time of priority inversions [89] and the second
is, to prevent deadlocks. Priority inversion occurs if the execution of a higher
priority job is blocked by a lower priority job, and a deadlock emerges if two or
more jobs wait for each other to release reserved shared resources before they

can continue processing.

Sha et al. [89] introduced the basic priority inheritance protocol (BPIP) and the
priority ceiling protocol (PCP) as a solution for the problems that might occur
during concurrent access to shared resources. The main difference between the
two protocols is that the PCP minimizes blocking time and prevents deadlocks
without the need for total ordering of the access to guarded shared resources.
However, PCP requires offline analysis of a given taskset to determine the proper
priority ceiling value of each shared resource. But due to the offline analysis of
the tasks and the used shared resources, the taskset schedulability can be ensured
before runtime also in the presence of shared resources. In contrast, BPIP does
not require offline analysis of the used shared resources since the priority of
the executed jobs is adjusted during runtime according to the priority of jobs

attempting to access shared resources guarded by synchronization objects.
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Another resource sharing protocol is the immediate priority ceiling protocol
(IPCP) [18]. It has its origins in the stack resource policy (SRP) [11]. In contrast
to the SRP, IPCP was developed for fixed-priority scheduled system. Compared
with the original PCP [89], the IPCP specifies that a job’s dynamic priority
during its execution is the maximum value of the corresponding task’s static
priority and the ceiling of any resource locked by that job at that time. Using
the IPCP, jobs can be blocked only before their execution. It is guaranteed that
once a job starts its execution, all resources that it needs are available until its
completion. That means jobs might only be blocked at the beginning of their

execution since the resource availability is ensured before they start execution.

Although jobs are blocked at the beginning of their execution if not all
the required resources are available, the worst-case behaviour of the PCP and
IPCP are identical [18]. Since blocking occurs only at the beginning of the job

execution, the number of context switches is reduced in contrast to PCP.

The side effect of resource access policies, however, is that the response times
(introduced in Section 2.5) of higher priority tasks might increase due to blocking

caused by lower priority tasks.

2.2 Hierarchical and open real-time systems

The continuous development and improvement of microcontrollers and micro-
processors provides engineers with steadily increasing processing power. The
increasing processing power enables not just to increase the complexity of the
executed jobs but also to integrate multiple concurrently executed applications on
a single platform. The integration of multiple applications on a single processor
platform can increase the efficiency of embedded systems because of e.g. reduced
number of hardware components and reduced power consumption of the entire

system, or reduced development effort due to reuse of existing applications.

However, the integration of multiple applications on the same platform, where
each of them might be developed independently of the other applications, requires
dedicated schedulability analysis. It has to be ensured that the temporal
requirements of all real-time tasks can be met also in an integrated system
where the processor time is shared not just among tasks but also among the

applications.
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The hierarchical system model as an extension to the classical real-time
multitasking model provides the required means to analyse the schedulability

of multi-application multitasking real-time systems.

The initial idea of a two-level hierarchical real-time system model was
introduced by Deng et al. [36] in 1997 on the basis of an earliest deadline first
(EDF) operating system level scheduler and priority-driven task scheduler at the
application level for each application in the system. The constraints of this initial
model, like application tasksets are limited to periodic tasks and that no global
shared resources may be used, were removed in a further development [35] of the
hierarchical model. However, the transition of the system level scheduler from
EDF to a fixed-priority schema was implemented by Kuo and Li [53] in 1999,
providing a hierarchical model that enables the assignment of processor time to

applications and their associated real-time tasks by fixed-priority schedulers.

The concept of hierarchical scheduled real-time systems can be further
extended by a dynamic property. In certain systems, the set of applications
is either not known in advance or some of them need to be activated and
deactivated during runtime in order to efficiently use the available processing
resource. Hence, the operating system or a middleware sitting on top of the
operating system has to enable during runtime the submission of new applications
into a running system. These systems are referred to as open systems, since the
set of active applications might change during the course of the system’s lifetime.
The composite model including both the concept of open real-time systems and

the concept of hierarchical scheduling was also formalised by Kuo and Li [53].

The hierarchical and open real-time system model does not impose any
limitation on the level of scheduled entities as the model (see Figure 2) defined by
Saewong et al. [87] shows. Their model is able to define a hierarchy of schedulable
entities up to an arbitrary depth. Despite the possibility to define arbitrarily
deep scheduling hierarchies, Saewong et al. [87] also suggested that the depth
of such systems never exceeds 3-4 levels. In the context of real-time systems
we will associate one level with applications and a second level with real-time
tasks. This view of the system allows us to limit our considerations to two-
level hierarchical open system. Furthermore, our focus will be on applications
consisting of periodic and sporadic real-time tasks that are largely applied in the

automotive, aerospace and robotic domain.
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Figure 2: Specific example of the hierarchical model [87]

As it has been indicated in Section 2.1, some real-time tasks within an
application usually need to access common resources. In order to solve the
problem of concurrent access to these shared resources and to ensure temporal
guarantees of real-time tasks, appropriate access policies were introduced.
However, without any modification, the shared resource access policies presented
in Section 2.1 are only applicable to tasksets of a single application. Therefore
the analysis of hierarchically scheduled open real-time systems, where multiple
applications are integrated on a single uniprocessor platform, requires additional

considerations.

In the following we will distinguish between local shared resources that are
used only by the taskset of a single application and global shared resources that

may be used by multiple applications.

Concurrent access to local shared resources can be serialized according to one
of the previously introduced resource sharing protocols and does not require any

additional analysis for hierarchically scheduled real-time system.

Then again, the access to global shared resources needs a dedicated approach

in order to keep the blocking time impact small on tasks in other applications.

One proposed approach is the use of budgeting mechanisms, like execution-
time servers (further described in Section 2.3), to schedule the execution of

critical sections accessing global shared resources. Supported by experiments
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in [34], the multi-reserve Priority Ceiling Protocol [34] was suggested as the
best alternative among various server based approaches. The multi-reserve PCP
requires a dedicated server for each global shared resource and the task accessing
this resource. The execution capacity of the server is defined according to
the expected length of the associated task’s critical section. However, global
shared resource protocols, relying on the support of dedicated servers, have the
disadvantage of higher overhead due to server context switch every time a critical

section is entered and left.

Another policy for global shared resource access in hierarchical fixed-priority
preemptive real-time systems was introduced by Davis and Burns in [27]. The
Hierarchical Stack Resource Policy (HSRP) extends the IPCP and specifies a
policy for the serialization of concurrent access to global shared resources by
utilising the overrun and payback mechanism [46] for servers. The overrun
and payback mechanism enables the server to occasionally overrun its assigned
capacity. If a server overruns its reserved capacity while one of its tasks has a
lock on a global resource, the server continues to execute until the task releases
the global resource. In the case of a server capacity overrun and the application
of the overrun and payback mechanism, the server capacity is decreased by the

amount of overrun at the beginning of the next server period.

Due to the availability of various competing global shared resource access
policies, we consider shared resources in the context of the optimal server

parameter selection problem to be part of the future work.

2.3 Temporal partitioning

The hierarchical open real-time system model provides the necessary foundation
to analyse integrated real-time systems with multiple concurrently executed
multitasking applications. In integrated real-time systems it is important
to avoid temporal faults that might occur on the processor as a common

computational resource for multiple applications.

The main cause of temporal fault is when one job delays the execution of other
jobs and consequently extends the execution time of an application. Temporal
partitioning restricts a temporal fault to its cause and avoids its propagation. The

enforcement of temporal partitioning preserves the availability of the processor
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as predicted by the applied scheduling policy. Hence, the time instant and
duration of processor availability is maintained and the predetermined temporal

guarantees of correctly operating applications are preserved.

With regards to the implementation of temporal partitioning we distinguish

between static and mutable methods [75].

Static temporal partitioning enables an easy implementation by defining before
runtime the static time intervals that are assigned to unique applications for
the execution of their tasks. The assignment of time intervals to applications
represents a sequence of temporal partitions and this sequence is usually
cyclically repeated. However, due to the rigid property of static temporal
partitioning, the implementation of open real-time systems with a changing set

of applications becomes more difficult with this method.

By contrast, the mutable temporal partitioning method facilitates the dynamic
property of open real-time systems. In order to implement mutable temporal
partitioning in real-time systems, usually execution-time servers are utilised.
Execution-time servers provide the necessary means to enforce the temporal

requirements of applications in a running system.

Servers represent a resource reservation mechanism and implement the proces-
sor time reservation for the running applications in a system. Each server defines
by its execution capacity the fraction of processing time that is made available
within a certain time interval to the associated application, for the execution of
the application’s real-time tasks. Although server concepts [68, 88, 96] have been
introduced to improve the response time of aperiodic tasks, their application has

been adapted to provide temporal partitioning among tasks [1].

At the operating system level we consider servers as resource reservation
mechanisms that are scheduled by the operating system scheduler. The
assignment of the processing time to servers and the associated applications
in the system is determined according to a scheduling policy that is similar to
scheduling policies for real-time tasks. When processing time is assigned to a
server, its execution capacity is decreased at a uniform rate as the associated
application’s tasks are executed. A server is suspended until its next capacity
replenishment in the case that the associated tasks consumed the server’s initial

execution capacity.
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Various approaches were proposed in the literature to implement execution-

time servers for real-time systems.

For single threaded applications Mercer et al. [73] and Rajkumar et al. [80]
investigated the design and implementation of a server mechanism, denoted as
reserve in their work. With the proposed framework [80], the responsibility
of temporal parameter selection for servers is allocated to the associated
applications instead of implementing it as part of the system functionality
where information about the overall resource usage is known. The two
publications [73, 80] also provided an extensive evaluation and investigated how
certain server and system properties influence the behaviour of the executed
applications. For example, the accounting mechanism for system calls that are
executed outside the application’s server or the achievable processor utilisation
based on the policy for scheduling depleted servers. Our focus is however on

multitasking applications requiring hierarchical scheduling.

For fixed-priority scheduled systems the periodic [88], sporadic [95, 96] or
the deferrable [59, 97] server is the most common implementation scheme for

temporal partitioning.

In contrast to other server types, periodic or polling servers require a low
effort to implement temporal partitioning and in contrast to deferrable servers
they cannot jeopardize the schedulability of the system due to back-to-back
interference. For fixed-priority scheduled real-time systems Sha et al. [88]
introduced an implementation of periodic servers based on periodic tasks with
predefined worst-case execution times as the server capacity. The periodic task
acts as an execution-time server by scheduling and executing the associated
aperiodic tasks as long as there are aperiodic jobs ready to execute and the
server’s execution capacity is not completely consumed. As with periodic tasks,
periodic servers also have a period. The server execution capacity is always

replenished at the beginning of the next server period.

In a system with multiple servers, like an open real-time system, the processing
time assignment to applications is accomplished by the usage of a fixed-priority
scheduling scheme for the corresponding servers. Each server has a fixed unique
priority that is used analogous to task priorities for server level scheduling

decisions, i.e. which server’s taskset is provided the processing resource next.
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From the analysis point of view [96] a periodic server behaves like a periodic
task. This enables the application of already existing analysis techniques for
schedulability tests of a temporal partitioned fixed-priority scheduled real-time

system.

The disadvantage of the initial periodic server implementation is that it looses
its execution capacity if there are no aperiodic jobs to process. Using an
alternative implementation for periodic servers it can be avoided that the server’s
execution capacity is instantaneously exhausted if there are no aperiodic jobs
in the ready queue waiting for execution when the processor is assigned to the
server, i.e. when the server is invoked. In that case the periodic server’s execution
capacity is continuously consumed by an idle task until it is exhausted [26].
This modification of the original periodic server model enables the execution of

aperiodic jobs even if they arrive after the server invocation.

Depending on the period and execution capacity of the periodic server,
aperiodic jobs might still arrive while the server is waiting for its capacity
replenishment. In this case the responsiveness of aperiodic tasks can be
considerably decreased. The deferrable server [59, 97] extends the properties
of the periodic server in order to preserve the server execution capacity for
aperiodic job arrivals after the server invocation. The deferrable server preserves
the execution capacity until its next period where it is replenished to its maximal
value. Aperiodic jobs can be served by the deferrable server as long as its priority
is the highest amongst the ready servers in the system and as long as its capacity
is not exhausted. Like with the periodic server, the deferrable server’s execution

capacity is replenished at the beginning of its next replenishment period.

However, since the deferrable server’s execution capacity is preserved during
the entire server period, lower priority servers can suffer back-to-back interference.
This situation occurs if the server’s entire execution capacity is consumed right
before its next replenishment period and the consumption of the replenished
execution capacity continues right after the replenishment period. The deferrable
server then causes on lower priority servers a higher interference than initially

assumed by the schedulability analysis for periodic tasks.

Considering the back-to-back hit of the deferrable server, Saewong et al. [87]
presented a dedicated schedulability test for tasks. Since the analysis captures

the worst-case situation of a deferrable server’s execution capacity consumption
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and its impact on lower priority servers, the analysis reflects a very pessimistic

situation for the majority of cases.

Sporadic servers [95, 96] also belong to the category of execution capacity
preserving servers. In contrast to other servers that periodically replenish their
capacity, the sporadic server’s capacity is only replenished if it has been consumed
by aperiodic or sporadic jobs. The magnitude of capacity replenishment is equal
to the capacity that has been consumed during the last server invocation. In
contrast to the deferrable server, the processor load generated by a sporadic
server is equal [95, 96] to the load that is produced by a periodic task with
the same period and worst-case execution time. Therefore in the schedulability
analysis of a real-time system containing sporadic servers, sporadic servers can

be handled as periodic tasks.

Although the sporadic server has some advantage from the schedulability
analysis point of view and a similar performance as the deferrable server, the
implementation complexity is not negligible since the system has to manage all

the replenishment times.

In this thesis, therefore, we will focus only on the periodic server model.
The general periodic execution-time server S, is characterised by its execution

capacity O, and replenishment period 11,.

The server’s execution capacity O, denotes the maximal processing time that
can be consumed by the associated tasks before the server is suspended. The

execution capacity is replenished to its full amount after every server period II,.

In a multi-application real-time system with more than one server, the
processor time assignment to servers is scheduled according to a fixed-priority
scheduling scheme. Hence, the priority P, of a server S, is determined according
to a fixed-priority assignment policy. Due to the similarities between periodic
servers and periodic tasks, we utilise the rate monotonic priority ordering

scheme [67] to determine the server priorities.

In the schedulability test of periodic servers, the term schedulable describes
that a server is able to supply its entire execution capacity to the associated

application’s tasks before the server’s next capacity replenishment.
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The attributes of this server model will be extended later in this chapter in
order to support the solution of certain temporal partitioning problems that are

addressed by the undertaken research.

In the envisaged two level hierarchical real-time system, the real-time tasks of
each application are mapped to and are executed by one or more servers, in order
to enforce temporal partitioning. In the former case the application’s taskset is
mapped to one server, where in the latter case the taskset is divided into subsets
and each subset is mapped to a server. Unless a one-to-one mapping of tasks to
servers is used, an application level scheduler determines the execution order of

tasks on the same server.

Furthermore, to ensure the temporal protection among the various appli-
cations, the tasks of one application must not be mixed with tasks of other

applications on the same server.

2.4 Flexible real-time systems

Task specifications of modern real-time systems increasingly exhibit flexible
behaviour that is hard to describe only with the classical hierarchical real-time
system model. The analysis [47] carried out within the FRESCOR project
highlighted the need for additional temporal attributes in order to capture
the temporal requirements of modern real-time systems. Selected fundamental
extensions proposed [47] within the FRESCOR project are also utilised by the

research presented in this thesis.

The analysis of modern real-time systems revealed the requirements [44, 47]
that state-of-the-art real-time systems need to address. This thesis builds on the
fundamental requirements [44, 47] that were identified by the FRESCOR project
for a scheduling framework in order to facilitate the development of current and
future real-time systems. The following list represents the selected high level

FRESCOR requirements that will be addressed in the presented research work:

e support the composition of independently developed applications, and to

control and to enforce the predetermined resource usage of the applications;

e support the handling of periodic and sporadic events with variable

periodicity and resource requirements. The change of periodicity and
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resource requirement can be triggered either by changes of system internal

states or events in the environment of the system;

e support new attributes, denoted as importance and weight, as a means to
influence the exposed Quality of Service (QoS) of applications after they

are integrated on a uniprocessor platform;

e support the system wide optimization goal to maximize the processing

resource usage;
e support contract based acceptance testing at runtime for new applications.

These requirements guide on the one hand the realization of improved
analytical tools and on the other hand the implementation of these tools in

order to provide efficient temporal partitioning on uniprocessor systems.

2.4.1 Resource dependent Quality of Service

Flexible applications come in many different forms. For instance, multimedia
systems need to process different kinds of video and audio streams that have
highly variable computation times but require real-time processing and rendering.
It is common that classic industrial control applications, such as a robot control,
get mixed together with multimedia activities when the process in which the

robot is working requires image capture and analysis, or remote video monitoring.

Not all the applications running in a real-time system are capable of adapting
or adapting equally to the available processing resource [47]. Of those that
may adapt to the available processing resource the level of adaptation may be
different. For instance, a video player may upgrade itself to a higher frame
rate if more processing time is available for the corresponding application. The
application then changes the rate of the rendering task in a continuous way, up
to a maximum level after which there is no perceived increase in the quality of
the output. These type of applications are referred to as continuous. A control
algorithm on the other hand may have two versions: a fast one with a low quality
output and one requiring more computation time and providing a high quality
output. In this case the system should allocate resources to run either one version
or the other. Applications with this type of behaviour are referred to as discrete.
In general we find application tasks that can operate and generate valid results

at different frequencies (i.e. having a variable period), and/or handle different
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processing time assignments (i.e. having a variable execution time). Hence, the
flexible real-time system model provides a further complementary extension to

the classical, hierarchical and open real-time system model.

The output generated by flexible real-time systems is usually also associated
with certain Quality of Service (QoS) values. However, the notion of QoS and
QoS attributes is very domain specific. Even in a certain domain, like in our case
the domain of real-time systems, there is a wide difference in the QoS definition
for results generated by tasks or systems [3, 50, 54, 63, 76, 81]. For example,
QoS is considered in [81] as the sum of the application utilities in the system
where the application utility is a function of the allocated processing resource.
Others [54] use the present task period or sampling rate as a direct indicator
for the QoS where a shorter period is equivalent to a higher quality of service.
With another approach [63] each application specifies a finite set of performance
levels at which it can operate, the corresponding resource requirements and how
much benefit it provides to the system at that level. The benefit provided by
the applications is subsumed as the total system utility and the QoS manager
aims at maximising this value by selecting the appropriate performance level
for each application. An approach [76], introduced in the context of distributed
and open real-time systems, describes the QoS output of tasks as a function
of the reserved computation time. For soft real-time tasks, a specific function
calculating a QoS value based on the completion ratio of tasks [50] was defined,
i.e. by considering the number of tasks that completed on time, missed their
deadline or were completely abandoned due to insufficient amount of processing

resource.

Due to the lack of unity in the literature about the QoS attributes and the
exposed QoS of real-time tasks and systems, we simply consider that the QoS
of tasks is monotonically non-decreasing with decreasing period and/or with

increasing amount of processing time provided to the tasks.

2.4.2 Flexible tasks

In the past, a few aspects of flexible real-time systems were addressed in the
literature by utilising the adaptability of flexible tasks to the available processing

resources. In order to exploit the adaptability of flexible tasks, various resource

47



2 Real-time systems and temporal partitioning

allocation mechanisms were proposed. Former research work is analysed in the
following, which serves as a motivation for the proposal of a more general tasking
model that is able to capture the temporal properties of a wide variate of flexible
tasks.

An attempt to address various system load conditions at the tasking model
level was undertaken by Buttazzo et al. [21, 22]. In the domain of multimedia
or adaptive control systems, certain algorithms can handle different task period
settings and allow the system to adjust these settings according to the present
system load. The proposed elastic tasking model enabled the adjustment of
task periods in order to adapt the processing to different load conditions. The
category of tasks addressed by the work in [21, 22] represent a subset of tasks

(i.e. providing variable task period) that will be further examined in this work.

A QoS based resource allocation model addressing the variability of either
the computation time or the periodicity of applications in real-time systems
was investigated by Rajkumar et al. [81]. The presented approach, however,
requires a significant application involvement in the determination process of
feasible server parameters. Resource allocation to applications is made in terms
of resource utilisation, but it is the application’s responsibility to choose the ap-
propriate parameters for the temporal partitioning, i.e. the replenishment period
and execution capacity of the associated server. Moreover, the algorithm that
determines the resource allocation, requires the implementation of QoS functions
that represent resource dependent changes of the application’s contribution to
the system utility. Unfortunately the definition of such QoS functions is usually
not easy and straightforward. Furthermore, the involvement of the applications
in temporal parameter determination blurs the responsibilities of applications

and resource allocation and management mechanisms.

In contrast to the approach of Rajkumar et al. [81] with blurred functional
boundaries between applications and resource management, Rosu et al. [86]
suggested an adaptive resource allocation mechanism for distributed real-time
systems with a strong separation between application and resource adaptation
functions.  The expected resource needs of applications are specified by
configurations. The choice of the appropriate configuration and the resulting
resource allocations depends on environmental states, availability of resources

in the system and the achievable system performance. The resource allocation
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is carried out as a response to events in the environment and changes in the

processing demand of a complex distributed application.

For soft real-time tasks, a resource adaptation mechanism using a heuristic
algorithm to increase the overall benefit by iteratively adjusting the QoS level
of the adaptive soft real-time tasks was examined by Lin et al. [62]. As the
resource demand varies with the QoS levels, the processing of the adaptive
tasks is adjusted so that they can be accommodated on the available processing
resource. The processing time reservation is accomplished by a periodic
budgeting mechanism similar to periodic servers. The system reacts to various
load conditions by adjusting the period in which a fixed execution capacity is

made available to a soft real-time task.

Real-time systems operating in a predefined set of modes with each mode of
operation corresponding to a QoS level of the system, Almeida et al. [5] presented
an approach to adapt the temporal parameters of flexible periodic tasks during
runtime. Each task’s execution time and period is expressed by a finite set of
n-tuple vectors, each corresponding to one of the n different QoS levels. From
the set of all possible combinations of task parameters, a set of schedulable
configurations is deduced by an offline method. This set is used by the online

QoS manager to adapt the task parameters according to changes of the system
load.

Considering the various types of flexible tasks with either discrete or continuous
ranges of temporal parameters, the general flexible real-time tasking model

capturing all the aforementioned task properties can be defined as follows.

The temporal specifications of real-time tasks implementing for example N-
version or imprecise computation algorithms can be best described by discrete
tasks [47]. The different implementations of these tasks, either by providing
multiple versions or state dependent execution paths, is accompanied by different
temporal specifications. Each implementation version would be associated with
a different task period, deadline and worst-case execution time value. Formally,
the finite set of temporal parameter values of a discrete periodic task 7; with
m different execution behaviours can be described [33] as (CZ-(U),TZ-(U), Di(v)) €
{(Czu), Ty, Di(l)) S, (C’i(m), Ti(m), Di(m))}. The definition of the discrete
task temporal parameters, expressed by a tuple (C’i(v), Tiv), Di(v)), represent the
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temporal properties of the v-th version of a task 7; and implies a link between

the task’s period, deadline and assumed worst-case execution time.

Real-time tasks that implement, for example, anytime algorithms belong to the
second group of flexible tasks also addressed in this thesis. Tasks in this category
are denoted as continuous tasks [47]. If anytime algorithms are executed at a
higher rate or they are given longer time for execution, the quality of the results
they generate improves. The implementation of anytime algorithms allows to
utilise any task parameter value selected from within a predefined interval for
each temporal parameter. That means, the actual task period T; is selected
from a range of possible values with integer granularity defined by the interval
[Tz(min),Tz(max)]- The same applies to the task’s worst-case execution time C}
that is in the range [C’i(min), C’i(max)}. The task deadline D; is constrained by
the task period 7;. Since the addressed system model does not permit multiple
task releases before its deadline, it leads to the implicit definition of D; < T;. In
contrast to a discrete task, the period, the deadline and the allocated execution

capacity of a continuous task can be adjusted independent of each other.

2.4.3 Flexible execution-time servers

The presented adaptability of flexible tasks to system load, state and pro-
cessing resource availability enables a more sophisticated temporal partitioning
on uniprocessor systems, including a higher flexibility than the usual static
partitioning approach would provide. The flexibility of the presented tasking
model can be utilised in order to determine various server parameters such that
the processing resource provided by the server under different circumstances
ensures the schedulability of the corresponding flexible taskset. That means, by
using different server parameter values, different amount of processing resources
are reserved for an application. Depending on the processing resource that is
reserved for an application, the quality of the results generated by the associated
flexible tasks varies. In this thesis the interpretation of this correlation is that
the various server parameters and the corresponding resource reservations reflect

various application QoS levels.

An execution-time server, that is able to realise different temporal partitions

for an application with flexible real-time tasks, will be denoted as a flexible
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server. Analogous to flexible tasks, we also classify flexible servers according to

the domain of their temporal parameters either as continuous or discrete [47]:

e For a continuous server S,, the operational ranges of period and execution
capacity is defined by a lower and upper bound, [Hm(min),ﬂx(max)] and
[@x(min),@x(max)], respectively. The actual value assigned to a server’s
temporal parameter can take any value from within its corresponding
operational range. The execution capacity and period of continuous servers
are, like the parameters of flexible tasks, independent of each other and

therefore can be adjusted independently.

e For a discrete server S, a finite set of tuples, {(©1,I1;), -, (0,,1L,)}, is
defined. Only values from this set of temporal parameter tuples can be
assigned to the temporal parameters of a discrete server. This definition
implies that defined temporal parameter values within a tuple are linked

to each other.

At the moment, the association of flexible tasks to flexible servers is constrained
such that discrete servers contain only discrete tasks, and continuous servers
contain only continuous tasks. The mixture of discrete and continuous tasks is

considered as an interesting topic for future research work.

2.4.4 Contract model

The server parameter values for a given application taskset represent imple-
mentation specific values, like the period and execution capacity of periodic
servers. However, in open real-time systems, where applications are launched and
terminated during runtime, it is preferable to define the application’s resource
requirements at a higher abstraction level in order to facilitate the independence
from system specific implementation details. Hence, an application’s resource
requirements defined in a contract would remain the same regardless of the

specific server implementation (fixed or dynamic priority scheduled servers).

The FRESCOR project, as the origin of the research work presented in the
following chapters, defined the contract model [48] that enables the description
of application resource requirements in an implementation independent way.
The resource requirements are defined in a contract for each application and

they are expressed by timing values that specify the required processing time
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capacity per time interval. With a focus on flexible application tasks, the resource
requirements for an application, specified in a contract, address the application’s

minimum and maximum resource requirements.

First, each application specifies in the contract the minimum required
processing time and the corresponding maximum time interval (in the following
referred to as period) in which the processing time is provided to the application.
As far as the application is capable of utilising higher processing resources than
specified by the minimum resource requirements the contract also defines the
maximum utilisable processing time and the minimum period. Two additional
contract attributes that will be addressed and explained in a later chapter,
denoted as importance and weight, allow during runtime to influence to a certain
extant the distribution of spare processing capacity in the system among the

running flexible applications.

When an application is launched, the contract is negotiated with the resource
managing middleware in the system. The negotiation process ensures that
the minimum resource requirements of the application can be satisfied while
the already running applications in the system remain schedulable and their
contracts are not violated. If the contract negotiation succeeds, i.e. there are
sufficient processing resources to satisfy at least the application’s minimum
resource requirements, an appropriate server is created to manage the application
taskset’s resource consumption. This step is denoted as the online acceptance

test for applications in an open real-time system.

As an extension to the initial contract negotiation process, the resource
managing middleware will attempt to distribute any spare capacity of the
processing resource among the flexible applications. This task needs to be
accomplished during runtime when the running applications in the system and
the current system load is known. The spare capacity in the system will be
distributed by utilising the information in the contract about the maximum
resource requirements of each application, and the importance and weight

attributes.

An efficient online spare capacity distribution algorithm including the accep-
tance test for applications will be examined in detail and the results will be

presented in Section 5 and Chapter 6.
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2.4.5 Application design blueprint

The implementation and design of flexible applications and tasks goes beyond the
classical real-time task design. This section presents a design proposal for flexible
tasks under consideration of the envisaged middleware functionality [48] as
defined in the FRESCOR project. It is assumed that in addition to the functions
provided by a standard real-time operating system, the system functions that
wait for certain events or modify task parameters are implemented in a resource

managing middleware sitting on top of the real-time operating system.

The general application structure that we propose consists of a high priority
main task that is responsible for application specific management functions, and

one or more real-time task.

Slightly different implementations are proposed for continuous and discrete
tasksets due to their intended fields of operation. Discrete tasks usually provide
solutions for problems that can be decomposed into a finite number of operational
modes. While the set of continuous tasks facilitate implementation of solutions
that support an almost seamless improvement or degradation of the provided

application services.

Algorithms 1 and 2 illustrate an exemplary implementation of the application’s
main task (utilising an OS or middleware APT as described in [48]) and further
mode based periodic tasks within the same application. For discrete applications
the primary purpose of the main task (Algorithm 1) is to detect and define the
application’s current mode of operation based on the processing resource reserved

for it, and to create and start the tasks for the active mode of operation.

In the case of the server parameter change, a discrete application waits for
an idle instant before it suspends all the child tasks. The idle instant and
the mode change protocol based on this concept will be further explained in
Section 2.6. After all tasks that are associated with the application have been
suspended, and the new server parameters are put into effect, the tasks in the
new application’s mode of operation are resumed and scheduled according to the

application specific fixed-priority scheduler.

When the discrete periodic tasks (see Algorithm 2) are executed, they query
the application’s mode of operation and carry out predefined work according to

the currently active application’s mode. After a task completes the job for the
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2

1 while no application shutdown do

Determine application’s mode of operation based on assigned server
parameters;

Set application’s mode of operation;

Create and start application tasks using task parameters that are
designated for the current application’s mode of operation;

Suspend main task and wait for intended server parameter change
notification or application shutdown event;

Wait for application’s taskset idle instant and suspend all associated
tasks;

Signal application readiness for server parameter change and wait for
the system to activate new server parameters;

end

Algorithm 1: Discrete application’s main task

1 while true do

2 switch associated application’s mode of operation do
3 case mode A

4 Execute work appropriate for mode A;
5 end

6 case mode B

7 Execute work appropriate for mode B;
8 end

9 end

10 Wait for next periodic task activation;

11 end

active application’s mode, it suspends itself until the next periodic activation

Algorithm 2: Discrete periodic task [24]

and allows lower-priority tasks in the same application to execute.

A common usage of discrete applications is to solve various control problems
(e.g. cruise, speed, attitude or process control).

applications, the system is usually in a certain state that represents a mode

of operation and enables an easy mapping to discrete tasks.
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1
2

while no application shutdown do
Adjust execution capacity and period of continuous tasks according
prevalent server parameters;
Create and start application tasks using task parameters that were
determined for the current server parameter setting;

Suspend main task and wait for intended server parameter change
notification or application shutdown event;

Wait for application’s taskset idle instant and suspend all associated
tasks;

Signal application readiness for server parameter change and wait for
the system to activate new server parameters;
end

Algorithm 3: Continuous application’s main task

N =

while true do
while task’s execution capacity sufficient for an additional iteration
do
Improve end result;
Update globally accessible result;
end
Wait for next periodic task activation;
end

Algorithm 4: Continuous periodic task [104]

A different approach to realise mode dependent task execution is to provide

mode specific task implementations, i.e. one task implementation for each mode

of operation.

As indicated, there is a minor difference in the implementation of continuous

and discrete applications and their tasks. The main task of a continuous

application (Algorithm 3, also utilising an APT as described in [48]) has a similar

structure to the main task of a discrete application. However, instead of selecting

and setting mode specific task parameters values, in the case of continuous

applications, the task parameters like period and granted execution time are

adjusted within defined ranges.
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Nevertheless, continuous applications also use the idle instant mode change

protocol to modify the associated flexible real-time task parameters.

In contrast to discrete tasks, continuous tasks (Algorithm 4) usually implement
anytime algorithms that can continuously refine the end result (as long as they
do not reach the exact solution) and provide improved results the longer they

run.

A common application for continuous tasks is in the area of robotics. In
this domain, algorithms implementing, for example, path planning, or video
processing can provide better results the longer the corresponding task can

execute.

In summary, continuous and discrete tasks allow developers to cover a wide
variety of real-time application types and provide a solution for problems that

are less rigid than those encountered in classical real-time systems.

2.5 Schedulability analysis

Real-time systems have to comply with temporal requirements that are specified
before a system is deployed. A central component of the real-time theory is
the offline analysis of envisaged real-time systems. That means, given a set of
temporal parameters for a taskset, the schedulability analysis determines whether

the predefined temporal requirements can be met or not.

Schedulability analysis, however, is also applied on more complex real-time
systems, like hierarchically scheduled systems with multiple applications. In the
case of multi-application multitasking hierarchical real-time systems, the purpose
of the schedulability analysis is twofold. Additionally to the verification that the
temporal requirement of each task can be met, the processing time supply to

each application via its associated execution-time server is analysed.

The schedulability techniques applied on execution-time servers provide the
means to verify that the server’s execution capacity can be completely supplied
to the associated application’s taskset before the end of the server’s replenishment
period is reached. Hence, concerning the schedulability analysis of servers, the

term schedulable defines if a server can supply its complete execution capacity
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to the associated application taskset before the occurrence of the server’s next

replenishment event.

A task is denoted as schedulable if the schedulability analysis determines
beforehand that a task’s temporal requirements can be ensured during runtime.
For fixed-priority scheduled periodic and sporadic tasks there are three common

approaches [8, 58, 67| to determine the schedulability.

The considered schedulability analysis techniques assume that task priorities
are assigned according to a fixed-priority scheme, like the rate or deadline
monotonic priority assignment. These schemas assign higher priority to tasks
with shorter period or shorter deadline according to the rate or deadline

monotonic priority assignment [61, 67].

Based on the accuracy of the schedulability test results for fixed-priority
scheduled real-time system, a test can be specified as sufficient or exact.
Although sufficient schedulability tests are efficient and usually have a time-
complexity of O(n) with n denoting the number of tasks in the given taskset,
the test may provide false negative responses. That means, a taskset might

be schedulable but using the utilisation based test, it is determined as not
schedulable.

A sufficient schedulability test proposed by Liu and Layland [67] determines
a taskset’s schedulability based on the corresponding taskset utilisation. Since
the determined utilisation bound (Equation 2.1) represents an upper bound for

a schedulable taskset utilisation, it can be only used as a sufficient test.

< /n _ .
;:1 T = n(2 1) (2.1)

Equation 2.1 indicates that the higher the number of tasks in the systems
the lower the upper bound of the processor utilization will be where a feasible
schedule can be guaranteed. The upper bound decreases as the number of tasks
n increases, and it converges towards 0.69 [67] representing a maximum processor
utilization of 69%.

Although there were improvements [23, 54] to the initial Liu and Layland [67]

based utilisation test, the accuracy of exact tests has not been reached yet.
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Contrary to pessimistic estimation of sufficient schedulability tests, exact
schedulability tests always determine accurately whether a taskset is schedulable

or not.

Exact schedulability analysis approaches [8, 58] assume the worst-case situa-
tion. The worst-case situation occurs when a task has its worst-case response
time [67], i.e. the longest time from the release of a task until its completion.
This situation occurs when the task is released at the same time instant as all

the higher priority tasks and it is denoted as the critical instant.

The demand based exact schedulability analysis introduced by Lehoczky et
al. [58] for rate monotonic scheduled tasksets examines the taskset demand over

all priority levels at specific time instants.

It is sufficient to verify that the cumulative demand of a taskset at a number
of finite points [58] is less than or equal to the available processing capacity. For
priority level 7 only the time instants defined by the set E; have to be examined.
The set E; defines the relevant time instants (Equation 2.2) that are multiples of
all higher priority task periods, between the release time and deadline of task 7;.

These time instants are also referred to as scheduling points of the