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= WSN Categorisation & Protocols
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i WSN: Introduction

= Consist of numerous Sensor Nodes
« Spatially Distributed
=« Densely Deployed
= Autonomous

= Scarce Power Resources (e.g. 2 AA
batteries on a node - ~4000 mAh)
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* WSN Demo

Event of

Interest -

Sensor Nodes

= Limited Sensing Range (~10m)
= Larger Communication Range
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‘L Sensor Nodes

= Consist of
= Sensors
= Processing
= Communication

= Node Categories

= Base Station / Sink
= Source

= Relay Nodes
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‘L WSN Categorisation

= Deployment

= Mobility

= Bandwidth

= Deployed Location
= Activation Scheme
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i Communication Protocols

= Physical Layer

= Data Link Layer
= Network Layer

= [ransport Layer
= Application Layer
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i Data Link Layer

= MAC

= Collisions waste energy; need to be
minimised
= Power Saving Modes

s Error Control

» FEC

=« Enables a given BER at lower transmit
power

. Processinng,NRower %Erhead
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i Network Layer - Routing

s Data-centric vs. address-centric
s Attribute-based

= Routing Strategies
= Flooding, Gossiping
= Geographic Forwarding, e.g. GEAR,GAF
= Directed Diffusion
= Distance Vector, e.g. DSR,DSDV,AODV
= Hierarchical, e.g. MMMH
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i Network Layer - Routing

= Routing Heuristics
= Shortest
= Fastest
= Minimal Power Consumption

= Average Remaining Power in route
nodes

= Minimum Remaining Power in route
nodes

LRTS/ox
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i WSN Architecture

s Sensor Node OS
= Storage
» Communication

= Services
= Location
= Aggregation

= Synchronisation
. Security
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i Services - Location

= Geographical Location-Aware
Nodes using

s GPS
= IMU
s Relative Position

= 10 Fixed Reference Points
= 10 Other Nodes

GZRTS 54
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‘L Services - Aggregation

Sink All other sensor

L] CO m p reSSiO N nodes are sources

= Transmission Power cost dominates
Processing and Sensing
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i Services - Security

2 RTS o

Secure Localization

Secure Data Aggregation

Secure Routing

Key Management
Access Control

Crypto Algorithms
Cryptanalysis

Attacks —
Dos,
Syhil,

Wormhole

, Node

Replicatio

n, ...

Other
security
IssUes:
Privacy,
Intrusion
Detection,
Secure
Auditing.

Application
Layer

Middleware
Layer
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WSN Security Issues
(http://www.wsn-security.info, Last accessed: 9t June 2011)
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i Modelling WSN: Goals

= Analysis of Power Consumption
= Network Longevity Analysis

= WSN Protocol Evaluation

= WSN Architecture Evaluation

= Facilitate Optimisation
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i Modelling WSN: Challenges

= Hardware Dependency

= OS Dependency

= Environmental Dependency
= Battery Dependency

= Need to validate model

= Portability required across
platforms
AT
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i Modelling WSN

= Simulators
= Atemu, Avrora
= TOSSIM, PowerTOSSIM
= NS2, NS3 (has WSN libraries)

= Models
» Independent of Node hardware/0OS
= Assumes Minimal Hardware Overhead
e = Validation with measurements needed
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i Simulators

» PowerTOSSIM

= Power Consumption Estimator
» Per node

= Built as addition to TOSSIM

« TOSSIM: Tiny OS Simulator

»« First measured CPU, Radio, Memory
Power Consumption
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PowerTOSSIM

@Ts

ok

Mode Current | Mode Current
CPU Radio

Active 8.0 mA | Rx 7.0 mA
Idle 3.2 mA | Tx (-20 dBm) 3.7 mA
ADC Noise Reduce 1.0 mA | Tx (-19 dBm) 5.2 mA
Power-down 103 pA | Tx (-15 dBm) 5.4 mA
Power-save 110 pA | Tx (-8 dBm) 6.5 mA
Standby 216 pA | Tx (-5 dBm) 7.1 mA
Extended Standby 223 pA | Tx (0 dBm) 5 mA
Internal Oscillator 0.93 mA | Tx (+4 dBm) 11.6 mA
LEDs 2.2mA | Tx (+6 dBm) 13.8 mA
Sensor board 0.7 mA | Tx (4+8 dBm) 17.4 mA
EEPROM access Tx (+10 dBm) | 21.5 mA
Read 6.2 mA

Read Time 565 s

Write 18.4 mA

Write Time 12.9 ms
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Mica2 Components Power Consumption (Shnayder et al., 2004)
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PowerTOSSIM

30

~ Radio Transmitt

Radio Listen

oL paeail . CPU Wakeup. Ol i 8

0 0.05 0.1 0.15 0.2
Time (sec)

Mica2: Current Consumption for transmitting 1 radio message
(Shnayder et al., 2004)
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i PowerTOSSIM

s PowerState software module built

s Instrumented simulated hardware
modules with calls to PowerState

= Power state transitions logged

P pre
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* PowerTOSSIM

Application CPU idle | CPU active | Radio | Leds | Sensor Board | EEPROM Total
Beacon 35.86 0.58 47.68 R.81 (.00 0.00 92.93
Blink 742.50 0.25 0.00 | 197.52 0.00 0.00 940.26
BlinkTask 742.50 0.27 0.00 | 197.52 0.00 0.00 940.28
CntToLeds 743.72 0.57 0.00 | 592.20 (.00 0.00 | 1336.49
CntToLedsAndRfin 741.90 1.61 | 1284.65 | 592.20 0.00 0.00 | 2620.37
CntToRfm 741.90 1.54 | 1284.65 0.00 0.00 0.00 | 20258.09
Oscilloscope 742.65 1.46 0.00 0.00 123.82 0.00 | R67.94
OscilloscopeRF 741.90 1.85 | 1268.76 0.00 123.95 0.00 | 2136.45
Sense 742.21 0.38 0.00 0.00 123.00 0.00 865.59
SenseLightToLog 741.90 0.81 | 1262.95 0.00 123.95 4.28 | 2133.89
SenseTask 742.21 0,42 0.00 0.00 123.00 0.00 865.62
SenseToLeds 743.72 0.73 0.00 0.00 124.25 0.00 RGR.T0
SenseToRfm 741.90 1.77 | 1284.65 0.00 123.95 0.00 | 2152.27
TinyDB (idle) 693.29 10.41 | 1181.78 0.00 115.83 0.00 | 2001.31
TinyDBApp (select) T42.85 11.20 | 1266.70 0.00 124,11 0.00 | 2144.86
Surge T27.28 1.50 | 1239.02 0.00 121.30 0.00 | 2089.09

Simulated Application Energy Consumption by Component
(Shnayder et al., 2004)

@RTS/(»& THE UNIVERSITY 07%77& 22



PowerTOSSIM

Benchmark Simulated | Measured | Error (%)
Beacon 92.93 106.73 -12.9
Blink 940.26 931.72 0.85
BlinkTask 940.28 917.90 2.5
CntToLeds 1336.49 1330.00 0.45
CntToLedsAndRfm 2620.37 2562.00 2.3
CntToRfm 2028.09 1985.00 il
Oscilloscope 867.94 801.60 8.3
OscilloscopeRF 2136.45 2021.90 W
Sense 865.59 900.72 -3.8
SenseLightToLog 2133.89 2005.26 6.4
SenseTask 865.62 944.74 -8.3
SenseToLeds 868.70 977.73 -11.1
SenseToRfm 2152.27 2059.16 4.5
Average AT
TinyDB (idle) 2001.31 2275.55 -12.1
TinyDB (select light) 2144.86 2465.30 -13.0
Surge 2089.09 2028.40 3.0
Average 9.5
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Measured vs. Simulated Energy usage for TinyOS applications
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i PowerTOSSIM: Evaluation

= Scalable

= Limited to measured hardware
= Portable by hardware extension
= Environmental model needed
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i Models

= GLONEMO

= Models WSN Power Consumption

=« Provides Models for:
= Node Radio
« Communications Protocol
= Application
= Environment

THE UNIVERSITY 0F /ork
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‘L GLONEMO

-~ 400ps T, e
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Radio states energy consumption (Samper et al., 2006)
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i GLONEMO

Packet to send
e //"’ "‘\\/
\ Random End of the
/' ackoff random Backoff
| \ CCA
LS Channel Busy \ /
/ /Channel Free
\Sens/ End of the packet Emission
"gl of the |
— t=t detect Emlssm Qreamble
/ \\n/and [Tl ' of the . _,_/
|,Q§2ﬂ;e/ | preamble detected \Pac"‘i‘/ end of the preamble

Reception Emission

CCA : Clear Channel Assessment

MAC Protocol Functional Model (Samper et al., 2006)
THE UNIVERSITY of York
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i GLONEMO

= MAC Protocol states coupled with
node radio states

= Routing Protocol implemented on
MAC Protocol

= Application implemented on
Routing Protocol

= Independent Environment Model
5 = €.g. Movement of radioactive cloud
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i GLONEMO: Evaluation

= Model amenable to analysis
= Portable — hardware independent
= Validation required

= CPU, Sensors, Memory, Sensor
Board Power Models needed

= Proof required of negligible
hardware, OS overhead
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i Summary

= WSN Models and Simulators shown

= Modelling approach is
hardware/OS-independent

= Next step

= Create a small model (5 node WSN)
« Implement Flooding with TDMA MAC

= Validate measured power usage with
S real deployment
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i Wireless Sensor Networks

= Pervasive/Ubiquitous Sensors
= Disappearing’ technology
= Smart Dust

‘Smart Dust’ node size
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Geographic Adaptive
i Fidelity (GAF)

Virtual Grid in GAF Node State Transitions in GAF
(Akkaya and Younis, 2005) (Akkaya and Younis, 2005)

= Nodes 2, 3 and 4 are in same grid
= So only 1 need be active at any time
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Geographic Energy Aware
i Routing (GEAR)

= Packet has target region specified
= Packet Flooding in target region

o © 0 o
o'-\ :To
!
o) . ' 0
0-1\, Q,:
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Recursive Geographic Forwarding in GEAR
(Yu, Govindan and Estrin, 2001)
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Max-Min Multi-Hop
i Routing Protocol (MMMH)

s 1St Phase: Cluster-head nodes construction for
backbone network

= 2n"d Phase: Construction of optimal paths
between nodes T

= Inter-cluster topology | X -
shared between cluster =YY oF

18 _ 9
3

heads 22 r

= Node failure (esp. k : 2] -, °
cluster head) requires 17 4 P \3\0

rerunning of phases Cluster formation in MMMH
(Pang and Qin, 2006)
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Destination-Sequenced Distance
i Vector Routing (DSDV)

= Ad hoc
s Proactive

= Distance Vector: Routing table
maintained by all nodes

= Based on Bellman-Ford (Single-source
shortest path)

= No cyclic paths

s Proactive overhead not suitable for

S highly dynamic networks
fﬁh;" RTS/o« g y y THE L’NIVFRSIwa/mk
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Ad hoc On Demand Distance
Vector Routing (AODV)

= Ad hoc . c_?
= Reactive o )
s Distance Vector /
« No cyclic routes | i

= Scalable Q B £ \— imeon

= Suitable for use AODV Reverse Path Formation and

with mobile nodes Forward Path Formation (Perkins and
Royer, 1999)
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‘L Directed Diffusion

= Data-centric routing

Event Event Event

Fie Q‘
.-{ W g N R f" " ’ )
K l’ - . ~ . . | ‘r'/" ' '..
Source % i 1 Source | Source O
J 0 ! . I\ ‘ ! | '. ! . '
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. ire T - k . e . o
Y e "~ .nterests 7 Y —Gradients
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- i .
o " O sink o A sink O O sink
- \ - X p
~. 1 - e -
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AR

(a) Interest propagation (b) Initial gradients set up (¢) Data delivery along re-

inforced path

Directed Diffusion Schematic (Silva et al., 2004)
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i Directed Diffusion

protocol sink source
two-phase | interest*
pull (every mterest mnterval)
exploratory data*
(every exploratory interval)
positive reinforcement
(response to exp. data)
data
(rate defined by app.)
one-phase | interest*
pull (every mterest interval)
data
push exploratory data*®

(every exploratory interval)
positive reinforcement
(response to exp. data)

data

Directed Diffusion Variants (Silva et al., 2004)
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