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ABSTRACT ASICs. The general hardware architecture and RTL level transfor-

We present a balanced 2 Gb/s en-/decryption ASIC realization of Mations are discussed in sections 2 and 3 respectively. Fastcore, an
the AES algorithm that supports all standard operation modes and_c’pt'm'z_ed AES |mp|¢_amentat|on is presented in section 4 and finally
key lengths. Rather than optimizing only for throughput, special "M S€ction 5 conclusions are drawn.
care is taken to balance the more involved decryption path with
that of the encryption path using a number of high-level architec- 2. HARDWARE ARCHITECTURE
tural and register transfer level optimizations. The fabricated en-  The AES algorithm is a block-cipher operating on 128-bit data
/decryption core requires an active area of only 3.56tless than  plockd: supporting three different key lengths of 128, 192 and 256
120,000 gate equivalents) in a modest QUASCMOS technology. bits. An AES encryption operation consists of a number of encryp-
tion rounds NR) that depends on the length of the key. The stan-
Categor iesand Subj ect Descri ptors dard calls for 10 rounds when using a 128-bit key, 12 rounds for a
192-bit key and 14 rounds for a 256-bit key. In encryption mode,
each round is composed of a set of four different basic operations.
In decryption mode the inverse of these operations are applied in
reverse order. Both procedures are summarized below:

B.7.1 Hardware]: Integrated Circuits-Algorithms implemented
in hardware

General Terms

Design, Security Encryption Decryption
AddRoundKey; AddRoundKey;

Keywords do (NR-1) tinmes { do (NR-1) tinmes {

. : : SubByt es; | nver seShi ft Rows;
AES, Rijndael, ASIC implementation Shi £ t Rows: | nver seSubByt es:
M xCol umms; AddRoundKey;
1. INTRODUCTION AddRoundKey; I nver seM xCol umms;
The Advanced Encryption Standard (AES) has been selected as ~ } }

the replacement of the aging Data Encryption Standard (DES) algo- ~ SubByt es; I nver seShi f t Rows;

rithm by the National Institute of Standards (NIST) after a rigorous Shi ft Rows; I nver seSubByt es;

evaluation of 15 candidate algorithms in October 2000. Starting AddRoundKey; AddRoundKey;

with the evaluation process, several studies have been performed to
determine the hardware efficiency of candidate algorithms. Most Of the four basic operations used in the ABSldRoundKeys an

of them have concentrated on FPGA implementations [2, 3], and jo|,tory operation and can be realized using simple 2-input XOR

on estimated ASIC perfo_rmance [4, 9]. A_ftgr Rijndael (4 was gates. TheshiftRowgand thelnvShiftRowpperfoms a fixed per-
announced as the AES winner, several optimized implementations , ,tation of its input. For architectures using a full 128-bit data

have been reported both for FPGAs [8] and ASICs [11, 6, 7, 5, 10]. path, ShiftRowscan be realized without any hardware, simply by

In this paper, We review the bal_sm archlteqtur_al and_ RTL level interconnection wires. As a result an efficient hardware realization
transformations that can be applied for designing efficient AES of an AES algorithm depends mainly on the implementation of the
remaing two operationsSubBytesand MixColumns(and their in-
verses).

Permission to make digital or hard copies of all or part of this work for In systems where both en- and decryption are supported, signifi-
personal or classroom use is granted without fee provided that copies arecant_area can be saved by sharing common parts GhuhByte$7]

not made or distributed for profit or commercial advantage and that copies OF MixColumns{6] operations. However, such systems can be used
bear this notice and the full citation on the first page. To copy otherwise, to for either encryption or decryption at a given time, but not both.
republish, to post on servers or to redistribute to lists, requires prior specific

permission and/or a fee. 1The original AES specification required block sizes of 128, 192
GLSVLSI'04 April 26-28, 2004, Boston, Massachusetts, USA. and 256 bits and Rijndael supports all three data block lengths.
Copyright 2004 ACM 1-58113-853-9/04/0004 ...$5.00. However the AES standard supports only 128-bit data blocks.
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One problem with systems that implement both en- and decryp-
tion is that the decryption operation is more difficult than the en- First R"I“”d Key |
cryption operation, mainly due to the fact that theMixColumns

v

c c
operation is more complicated than #&Columnsoperation. The 2 :*% 4L Round Key 2 :—%
MixColumnsoperation uses modulo multiplications with the con- =y Generator =y
stants 0x03, 0x01 and 0x02 whereas theMixColumnsopera- o Round key c
tion requires modulo multiplications with the constants 0x0e, 0xOb, g0 Memory 5 e

0x0d and 0x09 which inherently leads to more complex hardware. a)
As the overall system throughput will be dictated by the slow-

est of encryption and decryption operations, the latter will be the

limiting factor in an AES implementation.

2.1 Number of hardware rounds First Round Key |

It has been pointed out by several authors [2, 3, 7] that the im- S c M S c
plementation of non-feedback AES modes allows for almost the =5 -« Féoe“n”e?afgs’ >=ZE
full set of high-level architectural tradeoffs that are available to > Round key >
the ASIC/FPGA designer at the round-level. Significant (linear) g’ 8 Memory ch 8

speedup can be achieved by simply replicating hardware to process
subsequent data blocks in parallel. Alternatively, loop-unrolling
combined with pipelining between the subsequent rounds (or to a
certain degree also within a round) processes subsequent blocks in
an interleaved fashion.

b) L

However, as mentioned earlier, these improvements are only rel- Last Round Key First Round Key |
evant for electronic code book (ECB) and counter (CTR) modes
of operation. The remaining standard modes of operation; output S < S <
feedback (OFB), cipher feedback (CFB), and cipher block chain- = ‘g Inverse Round Key s ‘g
ing (CBC) can not tolerate the latency generated by such pipelined > @ T Round Key Generator 177 > 8
systems and do not benefit from parallel instantiations of multiple ] 8 Generator i e 8
en-/decryption rounds. In order to increase the throughput for all Q w
modes of operation, the only solution is to reduce the critical path )
of the en/decryption rounds. Due to area constraints this is also
often the only practical approach, even for non-feedback operation.
2.2 Key generation Figure 1: Three variations of the round key generation orga-

For each round of the en/decryption operation a separate 'round nization for a system with parallel en/decryption datapaths: a)
key’ is required. In encryption mode they are derived iteratively shared round key memory, b) on-the-fly key generation for en-
from the main key using an algorithmic key expansion. The afore- cryption, memory access for decryption c) separate on-the fly
mentioned key expansion algorithm is similar in structure to the key generatorsfor en/decryption
en-/decryption round transformation and uses the s@nieBytes
function that is used for encryption. As the decryption process is
the inverse of encryption, the round keys need to be derived itera- the last round key must be present. If a new main key for the de-
tively in reverse order, starting with the last round key. cryption operation is to be used, the last key must be determined by
There are basically two alternatives for implementing key man- Using the "forward’ key generator first (Figure 1c). Such a system
agement: The keys can be generated in parallel with the round has the advantage of using two separate keys for en/decryption at
transformations, or the round keys can be generated once and store#h€ same time.
in memory to be used later on. A hybrid solution that uses an on-the-fly key generation unit to
Figure 1 shows three possible variations to generate the roundgenerate the round keys for the encryption datapath and stores the
keys for an AES system with both en-/decryption units. A shared round keys in a memory to be used by the decryption unit is also
round key memory can be used to provide both the en- and decryp_feasible (Figure 1b). Such a system can still be engineered to use
tion datapath with round keys (Figure 1a). In this case the same tWo separate keys: one constantly generated by the key genera-
key will be used for en-/decryption. Since the round keys can be tion unit and used by the encryption datapath, and the other pre-
calculated prior to the actual round transformations, the key gen- calculated and stored in the memory to be used by the decryption
erator hardware does not have to be designed to calculate roundlatapath. As opposed to the solution presented in Figure 1a, only a
keys at the rate of round transformations. Without this throughput Single-port memory is required.
constraint a more area efficient key generator can be implemented.
Generating keys on the fly, increases the so called 'key agility’, 3. RTL OPTIMIZATION
the capability to change keys rapidly. Especially for high through-  ith an appropriate high-level architectural choice, register trans-
put systems, attention must be paid to the design of on-the-fly round e |eye| optimization aims at reducing the longest path to obtain

key generators in order to keep the length of the critical path of the ¢ highest possible clock rate and possibly at reducing power con-
key generator on par with that of the round transformations. Itisin- sumption under a given area constraint.

teresting to note that, for the specific technology and method used,
the area required for storing and generating the roundkeys are simi-
lar. To generate the round keys on-the fly for a decryption datapath
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Figure 2: Block Diagram of Fastcore

3.1 Round reorganization

Table 1. Three alternative realizations for the SubBytes func-

The AES algorithm consists of a series of almost identical sets i numbersfor UMC 0.25 um CMOS.

of operations that are repeated. Although the algorithm specifies a
grouping as to what constitutes an en-/decryption round, for hard-

ware realizations different groupings can be obtained by changing|

| Area (m?) | Delay (ns)]

the order of specific operations and/or by moving the starting point

of the round. This technique has been used in [7] to balance the de-

lay of intra-round pipeline stages of a partially shared en/decryption

1) LUT stored in a 256x8 SRAM 150.000 3.5
2) LUT synthesized to random-logic  33.000 15
3) Arithmetic-based circuitry [12] 12,000 4.0

system.
Reorganizing the round structure can not directly reduce the de-
lay of the entire calculation. Such changes may, however, result

in a structure where subsequent operations can be partially or fully | ot s study three different options for implementing Bieb-

merged for more efficient implementations.

Bytes(and its inversénverseSubByt¢®peration of the AES stan-

The final round of the AES algorithm is a special case. Depend- 3.4 Comparative results are given in Table 1.

ing on the grouping used, it contains one or more fewer operations
than a regular round. As a result either the hardware round is con-
structed in a way that allows to 'skip’ certain operations when the

last round is being performed, or the last round has to be imple-
mented separately. Multiplexers required for such 'skip’ operations

are usually within the critical path and reduce the overall through-

put.

3.2 Look-up tables

For a number of AES functions, look-up tables form an alterna-
tive solution to random logic. Whether it makes sense or not to use
a LUT depends on the choice between FPGAs and ASICs, and on
other circumstances. When compared to ASICs, the reconfigura-
bility of programmable logic devices inflates their transistor counts,
die areas, gate delays and interconnect delays. While this used to
be true for both random logic and memories, the incorporation of
hardwired RAMs in more recent FPGAs has put FPGAs roughly on
par with ASICs as far as on-chip memories are concerned. Within
the area required by a RAM to store some given number of bits,
however, mask-programmed ASIC technology continues to accom-
modate substantially more gate-equivalents than FPGAs can. In
summary, today’s FPGA architectures tend to be more in favor of
LUTs than ASICs are.
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1.

3.

The most innocent idea is to store the truth table as LUT in
a dedicated SRAM structure rightaway. While this approach
is efficient and popular with FPGA-based AES implementa-
tions [8], there exist much better alternatives in the occur-
rence of mask-programmed ASICs.

. The second option makes use of logic synthesis to turn the

same truth table into a random logic network (in essence the
8-bit SubBytegunction can be expressed as a 8bit-input 8bit-
output boolean function). As can be seen from Table 1, this
approach results in the fastest of the three circuits. More on
the negative side, the area and delay of such gate-level LUTs
is often hard to predict and strongly content-dependent. In
the case of AES, experiments also showed that random-logic
netlists so generated tend to result in very high placement
and routing overhead.

TheSubByteperation and its inversieverseSubBytes-
volve calculating a multiplicative inverse in the GEjdol-
lowed by an affine transformation. As opposed to options 1)
and 2) which made no assumption on the nature and struc-
ture of the function to be implemented, the third option takes
advantage of mathematical insight. A particularly efficient



Encryption Decryption . )
PlainText CipherText Table2: Throughput of Fastcorewith different key lengths (All

operation modes). The internal throughput is the sum of en-
/decryption datapaths. Thisinternal bandwidthisrestricted by
1/O limitations.

First Round Key First Round Key

InvShift
Rows

Key length
128 | 192 | 256
Encryption 2.12 Gb/s| 1.77 Gb/s| 1.52 Gbh/s
Decryption 2.12 Gb/s| 1.77 Gb/s| 1.52 Gbh/s
En-/Decryption| 2.65 Gb/s| 2.65 Gb/s| 2.65 Gb/s
Internal 4.24 Gb/s| 3.54 Gb/s| 3.04 Gb/s

i InvKey
i Generator :

InvSub
Bytes

InvMix
Columns

T-BOX

Round Key

InvMix
Columns

Mix
Columns

As a result of this arrangement, Fastcore can not reach the full-
bandwidth for simultaneous en-/decryptions. Table 2 summarizes
the achievable throughputs in various modes of operation and com-
pares them to the internal (I/O independent) throughput of Fastcore.

Round Key

Mix
Columns
InvShift
Rows

4.1 Encryption datapath

Last Round Key & Last Round Key In the encryption datapath, tighiftRowsand SubBytesopera-
GipherText PlainText tions, which are independent of each other, are exchanged. Further-
more, the round register has been relocated to the start of the round
to relax the timing constraint on the otherwise critical path through
Figure 3: Encryption (left) and Decryption (right) round struc- the first r_ound. At first _sight, this arrangem_ent appears to be cos_tly
ture of the Fastcore as theShiftRowsperation needs to be replicated. Fortunately, this
operation is realized by wiring only, and its replication comes at no
extra cost. For the last round, rather than using a multiplexer to by-
implementation oSubBytesas been presented by Wolker-  pass theMixColumnsoperation, the finaRddRoundKeyperation
storfer [12]. It transforms the multiplicative inverse oper- is replicated after th&ubByte®peration (see Figure 3).
ation into several GF(J operations and forms the starting . .
point for circuit 3) in Table 1. 4.2 Balancing en-/decryption

If no additional algorithmic optimizations are made, the corre-
4. FASTCORE: A EAST AND BALANCED sponding decryption round will exhibit a longer critical path, in
a straightforward implementation by as much as 30%, simply be-
AESIMPLEMENTATION cause thénvMixColumnperation is more complex to implement.
“Fastcore” was designed to be an efficient and complete imple- Therefore, it was decided to optimize the critical path through the
mentation of the AES encryption and decryption algorithms using decryption unit to match the path through the encryption unit.
128-bit data blocks and programmable key sizes of 128, 192 and One possible way to reduce the critical path is to combine this
256 bits. All standard AES operation modes are supported (ECB, operation with another operation, withvSubBytedeing the only
OFB, CFB and CBC). feasible candidate. Unfortunately, in the standard decryption path
Encryption and decryption are realized using two independent these two operations are separated byAkeRoundKey(Figure
units with dedicated on-the-fly key generators (Figure 2). While 4a).
this architecture appears to be slightly larger than the hybrid solu-  Figure 4 illustrates the optimization steps that have been under-
tion discussed in section-2.2, it results in a more symmetric archi- taken to reduce the critical path of the decryption datapath:
tecture and does not require significant amounts of storage. The
initial key for the decryption key generator is the last 256-bit state o The AddRoundKeperation is moved to after tHavMix-

used to generate the last encryption round key. Columnsoperation (Figure 4b). Functional equivalence to

Since two independent key generators are used, Fastcore can be the original algorithm is maintained by applying timMix-
programmed to operate with different keys for en-/decryption while Columnstransformation to the output of the round key gen-
using the ECB and CBC modes. Note that, CFB and OFB modes erator, at additional hardware cost.

of operation does not require AES decryption. While operating in
these modes, Fastcore uses only the encryption core for realizing e In the original configuration, the last round output was con-

both encryption and decryption operations. veniently taken after the findlddRoundKeypperation. With

The core of the system has been designed to operate fully parallel the relocation of this operation, the need to skip ltheMix-
with 128-bits, and the two independent datapaths can encrypt and Columnsoperation arises for the last round. Using a config-
decrypt simultaneously. However, the fabricated version uses two uration, much similar to that of encryption, tkeldRound-
16-bit inputs and and a shared 16-bit output, to keep the 1/O pin Keyoperation (which has comparatively little hardware over-
count within allocated resources head) is replicated on the last round path.

2Fastcore has been designed and sent to fabrication as part of awith the IC manufacturing foundry for multi-project wafers, such
semester project at the Integrated Systems Laboratory of the Swisslesigns have stringent area limitations that also limit the available
Federal Institute of Technology (ETH). Due to the arrangement 10 pins.
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Figure4: Transformation of the decryption round structure: a) initial state, b) after relocating AddRoundKey, c) final stage, combin-
ing InvMixColumns and I nvSubBytes.

¢ With the AddRoundKeypperation out of the way, tHavSub-
Bytesand thelnvMixColumnsoperation can be merged into
a common lookup table, called a T-BOX (Figure 4c). Essen-

Table 3: Power consumption breakdown

tially four 8-bit InvSubBytemperators and a 32-bivMix- _ Instance %
Columnsoperation are optimized together. This organization chip 100.0
can reduce the critical path at the expense of larger area. Note +-> clock tree 7.8
that a similar transformation could also be used to reduce the +-> output buffers 2.4
critical path for the encryption datapath results. +-> core _ 88.8
+---> decryption 34.4
e This last optimization has the undesired consequence of mak- to---- > inv.key generation| 12.5
ing the result of thdnvSubBytemperation inaccessible for +---> encryption 34.5
the last round. The output of the T-BOX contains an addi- to---- > key generation 11.8
tional InvMixColumnsoperation that must be reversed for the +--->1/0 buffers 12.2
last round. There are two approaches to this problem. The +---> node support 7.7

output for the last round can be taken before the T-BOX and
thelnvSubBytesperation can be replicated or the output can

be taken from the output of the T-BOX and an additidviat- . . .
Columnsoperation is used to reverse the undesiredviix- power. Table 3 shows the simulated dynamic power consumption

Columnsoperation. In Fastcore the latter alternative was jim- Préakdown of Fastcore. Roughly one third of the power is con-
plemented, as the overhead of an additiddalColumnsis sumed in either datapath. It is interesting to note that the on-the-fly

much less than that of an additiona¥SubBytesperation. key generators consume around one third of the power of an en-
/decryption datapath.

Table 4 compares the main design parameters of Fastcore to
some recently presented AES implementations. Note that the de-
sign presented in [11] and [5] are burdened by supporting block

The final round structure for encryption and decryption can be
seen in Figure 3. The resulting decryption round has a critical path
that is roughly 27% shorter than the original one, matching the crit- . . »
ical path to that of the encryption round. The final design has the :;anglths of_f_192. ang 256 bits thathwe:aE part O; thg Olggmﬁl lerg
desired balanced throughput for both its encryption and decryption ael specification but are not in the AES standard. For these de-

datapaths. However, this comes at the expense of 35% more active?19ns the throughput figure corresponding to 128 bit block lengths
area in the decryption path. Is given. Fastcore contains additional hardware and interconnection

to support all standard operational modes without external compo-
4.3 Implementation nents. The throughput figure of Fastcore is only bettered by [10]
which uses a 4 stage pipeline and thereby can not achieve the same

decryption engines. can be cleary aeen that the decryption round"OUGNPUL o the feedback modes, and by [o) which reports a im-
yp 9 . y yp ulated throughput of 2.6 Gb/s using a much more advanced tech-

occupies more area than the encryption round due to the added op-
timizations to increase its throughput. nology.
The design has been implemented using a (@5 Metal CMOS
process and occupies a core area of 3.56 mrhe fabricated chips 5. CONCLUSIONS
have been tested extensively. The throughput figures given in Table In this paper, basic architectural issues concerning the design
2 are values measured for the slowest of the 10 fabricated samplesof efficient ASIC implementations have been reviewed. In light
While running a benchmark using all available modes of opera- of these guidelines, a throughput-optimized AES implementation
tion at 166 MHz using a 2.5 V supply, Fastcore consumes 600 mW named Fastcore has been designed and fabricated. The AES imple-



Table4: Main parameter s of Fastcore, compared to other reported ASIC realizations.

| Thiswork | Verbauwhede [11]  Kim[5] | Satoh[9] | Su[10] | Lulf] |
Technology 0.25m 0.18pum 0.18pum 0.11pm 0.25pum 0.25m
Throughput 2.12 Gb/s 1.6 Gb/s 1.64 Gb/s 2.6 Gb/s 2.97 Gb/s | 0.61 Gb/s
Core Area 3.56 mnt 3.96 mnf N/A 0.205 mn¥ | 1.62 mnt N/A
Gate Equivalents 119.000 173.000 28.626 + 21.337 63.400 + 31.957
4Kb RAM + 4Kb RAM
128Kb ROM
Power Consumptior 600 mW 56 mW 314 mW N/A N/A N/A
Clock Frequency 166 MHz 154 MHz 465 MHz 224.22 MHz| 250 MHz 100 MHz
Directly ECB, OFB, ECB ECB ECB ECB ECB
Supported Modes CFB, CBC
En-/Decryption Both Encryption Both Both Both Both
Notes Parallel Supports Supports Synthesis Pipelined Synthesis
En-/Decryption| 256 bit blocks | 256 bit blocks| results only | architecture| results only?

Figure5: Chip micrograph of the Fastcore showing theencryp-
tion and decryption regions.

(4]
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RSA Security Conf. San Francisco, (@ages 84—-99, Apr.
2001.

T. Ichikawa, T. Kasuya, and M. Matsui. Hardware Evaluation
of the AES Finalists. IfProc. 3rd AES Candidate Conf., New
York pages 279-285, Apr. 2000.

N. S. Kim, T. Mudge, and R. Brown. A 2.3 Gb/s Fully
Integrated and Synthesizable AES Rijndael Cordrioc.
IEEE Custom Integrated Circuits Conferenpages

193-196, Sept. 2003.

C.-C. Luand S.-Y. Tseng. Integrated Design of AES
(Advanced Encryption Standard) Encrypter and Decrypter.
In Proc. Application-Specific Systems, Architectures and
Processorspages 277-285, July 2002.

[7] A. K. Lutz, J. Treichler, F. K. Gurkaynak, H. Kaeslin,

(8]

G. Basler, A. Erni, S. Reichmuth, P. Rommens, S. Oetiker,
and W. Fichtner. 2 Gb/s Hardware Realizations of
RIINDAEL and SERPENT: A comparative analysisProc.
Cryptographic Hardware and Embedded Systems - CHES
2002, LNCS 2523ages 144-158. Springer-Verlag, Aug.
2002.

M. McLoone and J. V. McCanny. Rijndael FPGA
Implementations Utilising Look-Up Table3ournal of VLSI
Signal Processing34(3):261-275, July 2003.

[9] A. Satoh, S. Morioka, K. Takano, and S. Munetoh. A

mentation has been measured to achieve 2.12 Gb/s throughput us-

ing 128-bit keys for all modes of operation for both encryption and
decryption in a relatively mature 0.28n CMOS technology using
only 3.56 mn? core area. In terms of raw measured throughput

10]

performance for all modes of operation Fastcore compares fairly

well to other published AES implementations
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