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STARSis amethodologyfor worst-caseanalysisof embeddedsys-
tems.STARSmanipulatesabstractrepresentationsof systemcom-
ponentsto obtainupperboundson the numberof variousevents
in the system,aswell asa boundon the responsetime. VCC is
a commercialdiscreteevent simulator, that canbe usedboth for
functionalandperformanceverification.We describeanextension
of VCC to facilitateSTARS.Theextensionallowstheuserto spec-
ify abstractrepresentationsof VCC modules. Theseabstractions
areusedby STARS,but theirvalidity canalsobecheckedby VCC
simulation.We alsoproposea mostlyautomaticprocedureto gen-
eratetheseabstractions.Finally, we illustrateon anexamplehow
STARS canbe combinedwith simulationto find bugsthat would
behardto find by simulationalone.
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STARS(STaticAnalysisof ReactiveSystems)is amethodologyfor
worst-caseanalysisof embeddedsystems[2, 3]. It canbeusedto
verify differentpropertiesof systems,suchaspower consumption,
timing performance,or resourceutilization. It consistsof three
mainphases:

1. choosingan abstractrepresentationof signals,calleda sig-
nature,

2. building abstractions(calledσ-abstractions) of systemcom-
ponents,

3. analyzingσ-abstractionsandinterpretingresults.

The signaturesandσ-abstractionsmustsatisfycertainproper-
ties, in orderfor STARS to producevalid worst-casebounds[2].
An orderingmustbe definedin the domainof signatures,so that
it canbe preciselydeterminedif a signal,representedby onesig-
nature,is “worse” thananothersignal, representedby a different
signature.In addition,signaturesneedto preserve sufficient infor-
mationsuchthattheusageof resourceof interest(e.g.time,power,
memorybandwidth,.. . ) canbeaccuratelyestimated.

Themainrequirementon σ-abstractionsis thatthey beconser-
vative predictorof thesystembehavior, i.e. they needto predicta
systemresponsethatis at leastas“bad” astherealresponse.If σ-
abstractionsarenot conservative, thenresultsof STARSmight not
beworst-casebounds(in otherwords,they areuseless).Checking
whethera σ-abstractionis conservative is an instanceof a clas-
sic verification problem: “Is every behavior of an implementa-
tion (in this case,thesystem)consistentwith thespecification(σ-
abstraction)?”.Therefore,it canbesolvedby oneof theusualap-
proaches:by construction,by formalverification,or by simulation.

Solutionby simulationis never complete,becauseexhaustive
simulationis not feasible.Nevertheless,it is themainstayof verifi-
cation,andoftentheonly availableoption.At thehigh-level of ab-
straction,embeddedsystemsareoftenmodeled(andsimulated)as
networksof concurrentprocessesthatcommunicatethroughevents.
Therearea numberof public (e.g.Ptolemy[6]), proprietary(e.g.

YAPI [10]), andcommercial(e.g.VCC [7]) simulatorsthatoperate
at this level.

Typically, systemcomponentsaremodeledin a standardpro-
cedurallanguage,likeC++,enhancedwith a library definingports,
throughwhicheventscanbeemittedanddetected. For example,in
VCC, suchan extensionof C++ is calledBlack-BoxC++ . VCC
alsoallows the componentsto be specifiedin White-BoxC, a di-
alectof C.

In additionto functionalsimulation,VCC alsoallows perfor-
manceanalysis.The designis first mappedto an implementation
architecture,with typical architecturalelementsbeingprocessors,
buses,ASICs,andmemories.Oncethedesignis mapped,it is pos-
sible to estimateperformanceof thegiven implementation.These
estimatescaneitherbeprovidedby theuserthroughso-calledde-
lay models, or, in caseof White-BoxC modelsmappedto a pro-
cessor, VCC cangeneratethemautomatically. Givena White-Box
C model,VCC canproduceaBlack-BoxC++ modelthat is equiv-
alentto theoriginalone,exceptthatit is alsoannotatedwith timing
estimates.It is thenpossibleto simulatethedesignwith thesetim-
ing information.

Therearetwo basiccontributionsof this paper. First, we de-
scribeanextensionof VCC (calledVCC-STARS) thatallows both
simulationandSTARS, so that thesameabstractionscanbe veri-
fiedby simulationandusedby STARS.1 Moreprecisely, weextend
Black-BoxC++with notionsof counters, σ-abstractions,andmon-
itors. Counters,bothbuilt-in anduser-defined,countthenumberof
occurrencesof interestingeventsin thesystem.Theirpurposeis to
definesignatures,andassuchthey areusedby σ-abstractions.The
purposeof monitorsis to checkwhetherthe valuesin the current
simulationrunsatisfytheboundsgivenby aσ-abstraction.In other
words,monitorscheck(by simulation)if σ-abstractionsareindeed
conservative.

The secondcontribution of this paperis a procedureto auto-
matically generateσ-abstractionsfor White-Box C models. The
proceduremaynot alwayssucceed,andit is not hardto show that
no procedurethat alwayssucceedsexists, becausethe problemit
attemptsto solve is undecidable.Therefore,we have designedthe
procedureto accepta partial solutionfrom the user. In this way,
the procedureis reducing(andin somecaseseliminating)thede-
signer’s effort in building a σ-abstraction.

STARScanbeusedto computeanupperboundon thenumber
of eventsgeneratedin a given time interval. This informationcan
beusefulin many ways.It is oftennothardto relatethenumberof
eventsto thenumberof memoryaccesses,or theenergy neededto
processthe events. Therefore,a maximumnumberof eventsin a
given time periodcanbeusedto boundpower andmemoryband-
width in thatperiod.Anotheruseof STARS resultsis to checkthe
quality of simulationtest-sets.If the numberof generatedevents
in simulationis closeto the boundcomputedby STARS, we can
bequiteconfidentthat thosetestvectorsindeedstretchthesystem
resourcesto themaximum.If thatis not thecase,thedesignermay
useSTARSresultsasaguidelinein developingamorechallenging

1While VCC is a commercialproduct,at this point, VCC-STARS is a research
project,andit is not commerciallyavailable.



test-set.
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, for mappedandestimateddesigns,STARScanalsobe
usedto analyzeprocessorutilization. Moreprecisely, STARSuses
estimatedrun-timesto computea boundon the maximumbusy-
period, i.e. the longestinterval of time the processorcancontin-
ually be not idle. If the processorcannotbe idle while thereare
pendingservicerequests,thenaboundon thebusy-periodis alsoa
boundon theresponsetime.
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STARS is basedon the analysisof a systemabstraction. Many
researchershave suggestedusing abstractionsto simplify formal
verificationof systems(e.g. [8, 5, 11]). In theseapproachesit is
shown thatabstractionpreservessomepropertiesof systems,soto
verify a propertyof the detailedsystem,it is enoughto verify it
for theabstractone. In contrast,the theorybehindSTARS relates
resultsof certainanalysisof theabstractsystemto theworst-case
behavior of thedetailedsystem.Thus,it canbeseenasaninstance
in theabstractinterpretationframework [9].

Theoriginalmotivationfor STARSwastiming analysisof real-
time software. This problemhasbeenaddressedbefore,starting
with Liu andLayland[13]. They give an exactsolution,but only
for averyrestrictedmodel.To fit a realisticsysteminto thismodel,
many conservative simplificationsarerequired.Therestrictionson
the modelhave beensomewhat relaxed later [1], however several
significantlimitations are presentin all the previous approaches,
but not in STARS.For example,theprocessingtime requirements
of a componentwereassumedto beconstant.In contrast,STARS
allows themto bea functionof theinputsandinternalstates.

IntegratingSTARS into a simulationframework wasalsopro-
posedin [4]. In that case,the simulatorwas YAPI, but the ba-
sic approachis quite similar (counters,references,σ-abstraction,
monitors). We take thesesimilaritiesas an indication that these
conceptsarevalid for any discrete-eventsimulator, andnot partic-
ular to eitherYAPI or VCC. The VCC integrationproposalgoes
significantlybeyondYAPI proposalin connectingSTARS to tim-
ing informationandusingVCC producedperformanceestimates
for automaticgenerationof σ-abstractions.(YAPI hasnonotionof
eitherarchitectureor time.)

Therestof this paperis organizedasfollows. In Section2, we
describeextensionsto Black-BoxC++ modelsnecessaryto spec-
ify signaturesandσ-abstractions,andthenin Section3, weexplain
how to run STARS andhow to validateσ-abstractionsby simula-
tion. In Section4, we proposea procedureto automaticallygen-
erateσ-abstractionsfrom a White-BoxC model,andexplain how
theusermayprovidehintsto helptheautomaticprocedure.In Sec-
tion 5, we describeanexample,andfinally we give conclusionsin
Section6.
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In Black-BoxC++,eachsystemcomponentis representedby asep-
arateclass.Eachoneof theseclassesmustbederivedfrom a base
classcalledCPPBlackBoxModel. Thesederivedclassesusually
have somemembersof classesInputPort andOutputPort.
TheclassInputPort hasa memberfunctionEnabled usedto
checkif thereis atokenatthatport,andamemberfunctionValue
which returnthe valueof the token (if any is present).The class
OutputPort hasa memberfunctionPost which emitsa token
on that port. Eachderivative of the classCPPBlackBoxModel
mustcontaina definitionof theRun memberfunction. This func-
tion modelsthe behavior of the component. It is called during
thesimulation. Theprecisetime whenit is calleddependson the
schedulingalgorithm,which is a propertyof the implementation
architecture.

In thissectionwedescribenew classesandextensionsto exist-
ing classesusedto definesignaturesandσ-abstractions.(A word
of caution:examplesin this paperarederivedfrom thosein VCC,
but, for brevity, they have beenmodifiedsomewhat: somenames
have beenshortened,somemacrosexpanded,somelevels in the
classhierarchyskipped. Thus,they areno longervalid VCC ex-
amples.Nevertheless,they highlight all thekey concepts,andthe
partsrelatedto STARShavenotbeenalteredat all.)
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Thefirst stepof STARS is signaturedefinition. In general,signa-
turesarefunctionson systemexecutions.They have to satisfytwo
basicrequirements:

1. it mustbepossibleto comparethem,i.e.apartialordermust
bedefinedon their ranges,

2. they mustbemonotone,in thesensethat thesignatureof an
executioncanonly increaseastheexecutionextendsin time.

In VCC-STARS,signaturesarevectorsof countervalues.For
every port in the systemthereis a built-in counterwhich counts
the numberof tokenstransmittedthroughthatport. For example,
for the input port QueueIn in Figure 1, the associatedcounter
is QueueIn.count. The user may also extend the signature
by definingadditionalcountersasmembersof a Black-Box C++
model,e.g.numExecutions in Figure1.

Werepresentcountersby objectsof theclassstarsCounter
which maintainthe valueandthe boundfor a counter. The value
canbe changedby the incrementoperator++. The boundcanbe
changedusingthe memberfunctionsetBound. The stateof an
objectof theclassstarsCounter canbeaccessedby castingthe
objectto theintegertype. Thevalueof theintegercastis different
in simulationand STARS. In STARS, it evaluatesto the current
boundof thecounter, while in simulationit roughlycorrespondsto
thevalueof thecounter(seeSection3.1for moredetails).

Duringsimulation,built-in countersareincrementedautomati-
cally eachtimea tokenis transmittedthroughaport. However, the
useris responsiblefor incrementinguserdefinedcounters,in order
for themto representthenumberof occurrencesof theeventof in-
terest.For example,numExecutions in Figure1 is incremented
eachtime the function Run is executed. Therefore,its value is
equalto thenumberof executionsof Run.

Vectorsof countervaluessatisfythe two necessaryconditions
for a signaturestatedabove, becausecomponent-wisecomparison
is a partial order, and the valuesof counters(i.e. the numberof
producedandconsumedtokens)canonly increaseif anexecution
segmentis extended.

The countersareusedto build abstractionsof systems.How-
ever, the countersprovide only a limited information about the
systembehavior, andthusthe resultingsystemabstractioncanbe
only of limited precision.If a morerefinedabstractionis desired,
the usercandefineadditionalcountersto keepextra information.
Defining an additionalcounteris muchlike addingan additional
outputport to themodule,exceptthat this port is not usedin nor-
mal operation,but just providesadditionalinformationneededto
build an accurateabstraction.Therefore,with only a slight abuse
of notation,weusethetermoutputcounters to denotebothbuilt-in
countersassociatedwith outputports,aswell asuser-definedcoun-
ters.
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In somecases,anaccurateσ-abstractionrequiresmoreinformation
aboutthemodule’s environmentthanwhatis providedby thenum-
berof tokenstransferedthroughtheinputports.VCC-STARSpro-



class fifo:
public CPPBlackBoxModel

{
InputPort<int> QueueIn;
InputPort<int> ClearToSend;
OutputPort<int> QueueOut;
bool cts_;
void FIFOPush(int);
int FIFOPop()
starsCounter numExecutions;
starsCounterRef maxExecutions;
...

};

void fifo::Run()
{

numExecutions++;
if (ClearToSend.Enabled()) {
if (!FIFOempty()) {

QueueOut.Post(FIFOPop());
cts_ = false;

} else {
cts_ = true;

} }

if (QueueIn.Enabled()) {
FIFOPush(QueueIn.Value());
if (cts_) {

QueueOut.Post(FIFOPop());
cts_ = false;

} } }

void fifo::starsAbstraction()
{
QueueOut.count.setBound(

min(QueueIn.count,
ClearToSend.count));

if(maxExecutions.isConnected()){
numExecutions.setBound(

maxExecutions);
} else {
numExecutions.setBound(

QueueIn.count +
ClearToSend.count);

} }

Figure1: A Black-Box modelof a FIFO Queue

videscounterreferencesasmechanismto accessthisadditionalin-
formation.Counterreferencesarelikepointersto countersin other
components,exceptthat they allow “read-only” access,i.e. access
throughcounterreferencesdoesnot allow changingthe value of
a counter. More precisely, it is not possibleto incrementor call
setBound on an abjectof classstarsCounterRef. How-
ever, it is possibleto castit to theintegertype,whichhasthesame
valueascastingthereferencedcounterto theintegertype.Whether
a counterreferencesis valid, i.e. whetherit indeedreferencesa
counter, is checkedby thememberfunctionisConnected. Try-
ing to accessthevalueof a counterreferencethatis not connected
will causeanexception.

For example,theboundonnumExecutions in Figure1 de-
pendson the module’s environment,i.e. on the numberof times
the schedulercalls Run. If the environmentmaintainsa counter
with suchinformation,it couldbeconnectedtomaxExecutions
counterreference(perhapsat thetimefifo is instantiated).Then,
theσ-abstractionof fifo couldusemaxExecutions to bound
numExecutions.

Counterreferenceshelp maintainthe modularityof specifica-
tion. They enablethe sameσ-abstractionsto be usedin different
environments.In a typical intellectualproperty(IP) assemblyde-
signparadigm,a moduleandits σ-abstractioncouldbedeveloped
by theIP provider andthenre-usedin many differentapplications.
In thisscenario,theresponsibilityof theapplicationdesignerwould
just beto connectpropercountersto module’s counterreferences.
To do this, theapplicationdesignermustunderstandwhatkind of
informationthemoduleexpectsfrom thecounterreference,but this
is nodifferentthanconnectingany otherinputor outputport in the
assemblyprocess.

Counterreferencesaresimilar to input ports,in thesameway
thatuser-definedcountersaresimilar to outputports.Thereforewe
usetheterminputcounters to referto bothinputportscountersand
counterreferences.
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In STARS,σ-abstractionsareusedto representsystemcomponents.
The purposeof a σ-abstractionis to computeboundson output
countersbasedon the valuesof input counters. A σ-abstraction
is valid if it is a conservative predictorof module’s behavior. That
meansthat for any sequenceof inputs (and any segmentof that
sequence),thepredictedoutputsignaturegivenby a σ-abstraction
mustbe larger thanthe signatureof actualoutputs. This require-
mentis presentedgraphicallyin Figure2.

In VCC-STARS, σ-abstractionare representedby a member
functionof Black-BoxC++objectscalledstarsAbstraction.
This functionreturnsno value,but its bodyshouldcontaincallsto

signature signature

B
σ-abstraction

component

Figure2: σ-abstraction must be conservative

setBound memberfunctionof all outputcounters.To compute
thesebounds,it hasaccessto input counters.

For example, the fifo module in Figure 1 has two output
countersnumExecutionsandQueueOut.count. In thefunc-
tion starsAbstraction, theboundonQueueOut.count is
setto thesmallerboundof two counters:QueueIn.count and
ClearToSend.count. This boundcan be easily justified by
analyzingthecodeof Run. If maxExecutions is connectedto
somecounter, theboundonnumExecutions is setto thevalue
of that counter. Otherwise,it is set to the sum of the counters
QueueIn.count andClearToSend.count. (This alterna-
tive boundis valid for all schedulingalgorithmsthatarecurrently
availablein VCC,but it maynotbevalid for anarbitraryscheduling
algorithm.)

Occasionally, a σ-abstractionneedsto know the durationof
an executionwhosesignatureshouldbe bounded. This is par-
ticularly true for σ-abstractionsmodelingthe environmentof the
device beingdesigned.This informationis kept by the objectof
the classcalledstarsManager. At any time, thereis a unique
object of this class,and a pointer to that object is returnedby
CPPBlackBoxModel memberfunctionmgr. Themanagerhas
a memberfunctiontimeWindow which returnsthe lengthof the
time window relevant in the currentcontext. As we will describe
later, this valuemaydiffer duringsimulationandduringSTARS.

For example,a modulethat generatesa signalcalledBurst
every 625mscouldhave thefollowing σ-abstraction:

void env::starsAbstraction() {
Burst.count.setBound(

mgr()->timeWindow()/625000+1);
}

This σ-abstractionassumesthat the time unit usedby STARS
is 1ns. Thesizeof thetime unit is alsoheldby starsManager,
andit canbechangedfrom sessionto session.



//// file: .../perf.dsl ///////
delay_model() {

input(VoiceFrameIn);
run();
delay(’0.000001’);
output(PcmSamplesOut);

}

//// file: .../black.cpp //////

...

void QCELP::starsAbstraction() {

PcmSamplesOut.count.setBound(
VoiceFrameIn.count);

starsCounter * processorTime =
processorTimeCounter();

if(processorTime) {
processorTime->setBound(
1000*VoiceFrameIn.count);

}
}

Figure3: Bounding processortime basedon a delaymodel

Theσ-abstractionof thesystemis acollectionof σ-abstractions
of all systemcomponents.Together, they computeboundson all
outputcounters.Sincethe systemis closed,andevery counteris
an output counterof somecomponent,the systemσ-abstraction
(denotedby F) mapsa vectorof countervaluesto anothervector
of countervalues.
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VCC-STARSmaintainsacounterfor eachBlack-BoxC++module
mappedto a CPU.Thepurposeof this counteris to measureCPU
time usedby thatmodule.STARS incrementsthis counterduring
simulation,but it is the user’s responsibilityto set its bound,to
indicateworst-caseCPUtime requirement.

A Block-Box C++ modulecanaccessits associatedCPU-time
counterby amemberfunctionprocessorTimeCounter. If the
moduleis mappedto a CPU,the function returnsa pointerto the
CPU-timecounterfor thatmodule.Otherwise,it returns0.

For example,a delaymodelanda σ-abstractionof a module
called QCELP are shown in Figure 3. It indicatesthat QCELP
emitsitsoutputexactly1µsafterreadingits input. Sincethemodule
uses1µsof CPUtimeeachtimeit is executed,its worst-caseusage
is set to 1000*VoiceFrameIn.count. This boundassumes
thatthemoduleis not executedunlessthereis a freshinput,which
is trueof all thecurrentlyavailableschedulingpoliciesin VCC.

In principle, a usercould alsowrite σ-abstractionsfor CPU-
time countersof estimatedWhite-BoxC modules.However, this
would requiretheuserto analyzedelay-annotatedcodegenerated
by VCC. Sincethe generatedcodeis quite unreadableandbears
little resemblanceto the original C code,this processis very te-
diousanderror-prone.Instead,we have modifiedtheprocedureto
generatedelay-annotatedcode.Themodifiedproceduregenerates
a σ-abstractionasa sideproduct.In this way, thedetailsof delay-
annotatedcodemayremainhiddenfrom theuser.

VCC-STARS alsomaintainsa counterfor eachCPU to mea-
sureits total usage.STARS automaticallyincrementsthis counter
during simulation,and it alsogeneratesits σ-abstraction. In the
generatedabstraction,VCC-STARS setsthe boundon the usage

counterof a CPUc to thesumof boundsof processortime coun-
tersof all themodulesmappedto c.
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The basic theorembehindSTARS statesthat if somevector of
countervaluesx is a fix-point of the systemσ-abstractionF, and
x is largerthanthevectorof initial countervalues,thenx is larger
thanthesignatureof anyexecution[2]. Basedonthisresult,STARS
solvesx V F W xX by iteration,usingcountervaluesin theinitial state
asan initial solution. SinceF is guaranteedto be monotone,the
iterationwill eitherconvergeor at leastonecountervaluein x will
grow beyondany bounds.Topreventinfinite iteration,theusermay
specifyaboundaryvaluefor eachcounter. If acounterin x reaches
its boundaryvalue,theiterationterminateswith failure. However,
if theconvergenceis achievedbeforethat, thanx is a valid worst-
casebound.

STARS is performedby callingrunStars memberfunction
of thestarsManager object. This function comesin two ver-
sion. The first versionhasa singleargumentT of typedouble.
In thisversion,timeWindow alwaysreturnsT. Consequently, the
resultsof STARS shouldbe interpretedas the worst-casesigna-
tureof all executionwindows of lengthT. In thesecondversionof
runStars, theargumentis thecounterCnt associatedwith CPU
for which we want to performbusy-periodanalysis. In this case
timeWindow returnsthecurrentboundof Cnt, which of course
maygrow from iterationto iteration.If theiterationconverges,the
final boundon Cnt is also the boundon the durationof a busy
periodof theassociatedCPU.
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STARSneedsonly σ-abstractionsfor its computation,andit never
executesmodules’Run functions.Therefore,STARScannotcheck
any correspondencebetweentwo views of the module(given by
Run andstarsAbstraction). For this purpose,we extend
VCC with monitors. EachBlack-BoxC++modulehasamonitor
memberfunction.Callingmonitor atany timeduringsimulation
createsa monitorobject. Any time an input of the modulegetsa
new token,themonitorobjectexecutesits starsAbstraction
function.

In this context, castinganobjectof classstarsCounter to
integertypeevaluatesto thedifferencebetweenthecurrentcounter
value and the value at the time the monitor object was created.
Similarly, timeWindow evaluatesin thiscontext to thedifference
betweenthe currenttime and the time the monitor was created.
WhensetBound is executedfor someoutputcounter, themoni-
tor checkswhethertheboundis indeedlargerthantheactual(incre-
mental)countervalue.If not,awarningis reported.Schematically,
monitorsperformthetestasin Figure2.

Monitorsarethekey tool in developingσ-abstractions.Without
them,debuggingσ-abstractionswouldbealmostimpossible.They
arealsousefulin ensuringthatengineeringchangesmadeto Run
laterin thedesignprocessdonot invalidateexistingσ-abstractions.
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The simulationkernelof VCC cansimulateonly Black-BoxC++
models. Therefore,for simulation,White-Box C modelsneedto
beconvertedinto Black-BoxC++models.Thiscanbedonein two
ways.For functionalsimulation,thetranslationis mostlysyntactic
to accountfor differencesbetweenC andC++. Table1 shows cor-
respondingBlack-BoxC++ andWhite-BoxC constructs,both for
basicVCC andSTARSextensions.

For performancesimulation,VCC estimatesexecutiontimesof
eachbasicblock of theWhite-BoxC code.Then,VCC generates



Table1: Black-Box C++ vs.White-Box C
Black-BoxC++ White-BoxC
CPPBlackBoxModel object .c file
object::Run() Run()
Input.Enabled() Input Enabled()
Input.Value() Input Value()
Output.Post(val) Output Post(val)
starsCounter starsCounter
cnt++ starsIncrement(cnt)
cnt.setBound(expr) cnt SetBound(expr)

equivalentBlack-BoxC++, andaddsto every basicblock a state-
ment that incrementssimulationtime by its estimatedexecution
time. In VCC-STARS, we have modified this procedureto also
generatea σ-abstractionasa side-product.Theσ-abstractiongen-
erationprocedureconsistsof thefollowing two phases:

Bound propagation In this phasewe try to find a boundfor each
basicblock. We startwith a small setof seedbounds, and
then deducefrom theseadditionalbounds,until hopefully
wegetaboundfor eachoutputcounterandeachbasicblock.
The seedboundsconsistof boundson input counters,and
alsoany user-givenboundson outputcounters.We describe
theboundpropagationprocedurein detailsin Section4.1.

Codegeneration In this phase,we usethe boundsfrom the first
phaseto generatethecodeof starsAbstraction. The
codesetsboundson all output counters,as well as on the
processorTimeCounter. We describethis procedure
in Section4.2.
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To build aσ-abstractionfor aWhite-BoxC module,weneedto find
a boundfor eachoutputcounter(asa functionof input counters).
Furthermore,to boundrequiredprocessortime, we needto find a
boundfor eachbasicblock of the Run function, or any function
calledby Run. More precisely, the boundpropagationprocedure
maygeneratethreetypesof bounds:

1. For every counter(bothbuilt-in anduser-defined),we try to
find aboundonits value.Thevalueof acounterc is denoted
by V x cy .

2. For everystatement,wetry to find aboundonthetotalnum-
berof timesthatstatementis executed.We useN x sy to de-
notethis numberfor somestatements. Clearly, a boundon
N x sy is alsoaboundonthenumberof executionsof thebasic
block to whichs belongs.

3. For every expressionappearingin a conditionalstatement
(andits sub-expressions),wetry to find aboundonthenum-
ber of timesthat expressionscanevaluateto TRUE (i.e. to
somevalue different from 0). We useT x ey to denotethis
numberfor someexpressione.

Becausewearelooking for aboundon eachN x sy , T x ey , andV x cy ,
we jointly call themtargets.

The boundpropagationproceduretakes seedboundsandde-
rivesfrom themasmany boundson targetsaspossible.Thebound
propagationprocedureis rule-based.Eachrule specifieshow to
generatenew boundsfrom existing ones.Rulesareiteratively ap-
plied,until no furtherboundscanbederived.

Therulesthatwe proposenext arevalid for a subsetof White-
Box C that conformsto rules of structureprogramming,i.e. no

/**** file: .../white.c *****/
...
starsCounter c1,c2,c3;

void Run() {
starsIncrement(c1);
if (PcmSamplesIn_Enabled()) {

samplesin = PcmSamplesIn_Value();
Length = samplesin -> length;
lengthReceived_ = 1;
Data = samplesin -> data;
dataReceived_ = 1;

}
if (lengthReceived_ && dataReceived_) {
starsIncrement(c2);
for (i = 0; i < Length; i++) {
starsIncrement(c3);
data[i] = *Data++;

}
PCMSamplesFromDECODER(data, Length);
lengthReceived_ = 0;
dataReceived_ = 0;

}
...

}

void starsSetBounds() {
c3_SetBound(160*PcmSamplesIn_Count());
c2_SetBound(PcmSamplesIn_Count());
c1_SetBound( ... );
...

}

Figure4: A White-Box C modelof an audio buffer

goto, break, or continue statements,andno return state-
mentsexceptasthevery laststatementin a function.Furthermore,
wedonotallow switch statements,nor recursive calls.

ConsiderthestatementstarsIncrement(c1) in Figure4,
andassumeb is someknown boundfor V x c1 y . We canconclude
that the statementcannotbe executedmore thanb times. Other-
wise, theboundon V x c1 y would beviolated. This reasoningcan
berepresentedby therule:

N x starsIncrement(c1);y+z V x c1 yP{
OncewehaveaboundonstarsIncrement(c1);, wecan

extend it to if(PcmSamplesIn Enabled()), becausethese
two statementsare in the samebasicblock. In otherwords, the
following ruleholds:

N x if(PcmSamplesIn Enabled() y}|
N x starsIncrement(c1);yP{

As afinal example,considerthestatement:

samplesin = PcmSamplesIn Value();.

It is executedif PcmSamplesIn Enabled evaluatesto TRUE.
In VCC, executionsof the Run function “consume”all input to-
kens. In otherwords, in a singleexecutionof Run, the valueof
PcmSamplesIn Enabledwill alwaysbethesame,but it canbe
TRUE only if anew PcmSamplesIn hasbeengeneratedbetween
the currentexecutionand the previous one. It follows that any
boundonthecounterof PcmSamplesIn canbeusedto boundthe
numberof timesPcmSamplesIn Enabled evaluatesto TRUE,
andthusalsothenumberof timesthestatementabove is executed.



Table2: Bound propagationrules for statements
statements rules

p;q N ~ s� � N ~ p� � N ~ q�
if(e) then p else q N ~ s�&� N ~ p� � N ~ q�

N ~ p�&� N ~ s�
N ~ p� � T ~ e�
N ~ q�&� N ~ s�

for(e; f ;g) p N ~ s� � N ~ e�
N ~ g� � N ~ p� � T ~ f �

while(e) p N ~ p� � T ~ e�
do p while(e) N ~ s�&� N ~ p�

N ~ p�&� T ~ e� � N ~ s�
starsIncrement(c); N ~ s�&� V ~ � �
out Post(token); N ~ s�&� V ~ out.count �

Table3: Bound propagationrules for expressions
expressione rules

in Enabled() T ~ e�&� M ~ e� � V ~ in.count �
f && g T ~ e�&� T ~ f �

T ~ e�&� T ~ g�
f � � g T ~ e�&� T ~ f � � T ~ g�

Thiscanbederivedfrom thefollowing rules:

N ~ samplesin=PcmSamplesIn Value(); �}�
T ~ PcmSamplesIn Enabled() �

T ~ PcmSamplesIn Enabled() �}�
V ~ PcmSamplesIn.count� �
M ~ PcmSamplesIn Enabled() �P�

whereM ~ e� representsa boundon the numberof timese canbe
executedduringa singleexecutionof theRun function. In our ex-
ampleM ~ e� is one,but in generalit canbeconservatively computed
by standardflow analysistechniques(e.g.[12]). In particular, if e
appearsinsidea loop, we assumeM ~ e� is infinity, andignorethe
correspondingrule. Notice thatM ~ e� is an integer constant(if fi-
nite) thatcanbedeterminedat compiletime,while N ~ s� , T ~ e� and
V ~ c� arefunctionsof input countervalues.Thus,they canbesym-
bolically manipulatedatcompiletime,but canbeevaluatedonly at
run-time(i.e.duringsimulationor STARS).

Therulesusedby theboundpropagationprocedureareshown
in Tables2 and3. Table2 shows rulesassociatedwith statements,
while Table3 shows rulesassociatedwith expressions.Thereare
additionalrulesrelatedto outputcountersandfunctioncalls.They
are:

V ~ cnt ��� ∑
s� Inc� cnt � N ~ s�

V ~ out.count ��� ∑
s� Post � out� N ~ s�

N ~ p��� ∑
s� Call � p� N ~ s�L�

where:

� cnt is a user-definedcounter, and Inc~ cnt � is the set of
statementsof theform starsIncrement(cnt);,

� out is anoutputport,andPost ~ out � is thesetof statements
of theform out Post(val);,

� p is thefirst statementin thebodyof a function,andCall ~ p�
is thesetof all statementsthatcontainacall to thatfunction.

The boundpropagationproceduremaintainsa set of bounds
B ~ X � for eachtargetX. Initially, targetstatementsandexpressions
have no bounds,input countershave a singlebound(themselves),
andoutputcountershave any boundsspecifiedby the userin the
functioncalledstarsSetBounds. Theboundpropagationpro-
cedureiteratively appliesoneof thepropagationrulesuntil all sets
of targetboundsstabilize.Therearetwo typesof rules:2 oneis of
theform X � c � Y, andtheotheris of theform X � Y � Z, where
X, Y, andZ aretargets,andc is anintegerconstant(usually1). To
apply the rule of the first type, the boundpropagationprocedure
performsthefollowing operation:

B ~ X � : � B ~ X � �}� c � y � y � B ~ Y � ���
To applytheruleof thesecondtype,theboundpropagationproce-
dureperformsthefollowing operation:

B ~ X � : � B ~ X � �}� y � z � y � B ~ Y � � z � B ~ Z � ���
It canbeshown thattheboundpropagationprocedurewill even-

tually converge,aslongasno redundantboundsarekept.Thepro-
cedureis successfulif at leastoneboundis derivedfor eachtarget.
If thatis not thecase,starsAbstraction cannotbegenerated,
andawarningis reportedinstead.

Considertheexamplein Figure4. Without usergivenbounds,
theboundpropagationprocedurecanonly find boundson theba-
sic block insidethefirst if statement.So, to make theprocedure
successful,theuserneedsto definesomecountersandprovidetheir
bounds.For example,counterc1 is usedto boundthetotalnumber
of executionsof Run. Similarly, c2 is usedto boundthenumber
of executionsof thebasicblockinsidethesecondif. Notethatthe
boundon c1 propagatesalsoinsidethe secondif, so the bound
propagationprocedurewould be successfuleven without a bound
onc2. However, overall precisionof theσ-abstractioncanbeim-
proved,if c2 is givenastrongerboundthanc1. Finally, thebound
propagationprocedurecannotbesuccessfulwithoutaboundonthe
basicblock insidetheloop. This boundis derivedfrom thebound
on c3 (this boundis not apparentfrom the codein Figure4, but
it is assertedelsewherethata packet cannotcontainmorethat160
samples).

For the examplein Figure4, a moresophisticatedprocedure
couldfind aboundon all targetswithoutany usergivenbounds.A
boundfor c1 could be derived by analyzingthe schedulingalgo-
rithm. This informationis readily available in VCC, but no such
analysishave beendevelopedyet. A boundon c2 could be ob-
tainedby finding an invariantstatingthat the two if’s arealways
satisfiedtogether. Finally, a loop analysistechniquecouldbeused
to find a boundfor c3. However, thereis no hopeof developinga
proceduresosophisticated,thatit totally eliminatesaneedfor user
given bounds. It is not hard to seethat sucha procedurewould
have to beableto solve thehaltingproblem,which is known to be
undecidable.

� � �
�#� � �P��� � � � � � � � �
The generatedstarsAbstraction consistsof two parts. In
the first part we evaluateboundson output counters,and basic
blocksof code.For example,to evaluateaboundon somecounter
c, we evaluateall boundexpressionfor V ~ c� , andfind the small-
est. Boundsfor N ~ s� andT ~ e� for a statements anda conditional
expressionse areevaluatedin the sameway. Finally, the bound
on the numberof executionsof somebasicblock b (denotedby
N ~ b� ) is set to the boundon N ~ s� for somestatements in b. Let

2A rulewith equalitycanbeconvertedinto two ruleswith inequalities.
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Figure5: A control-flow graph.

bound  N   s¡ ¡ , bound  N   b¡ ¡ , bound  V   c¡ ¡ , and bound  T   e¡ ¡ de-
notethesebounds.

In the secondpart of starsAbstraction we computea
boundon the requiredprocessortime. For this purposewe need
a control-flow graphof theRun function,andall functionscalled
by Run. Formally, we representa control-flow graphwith a 4-
tuple   Nodes¢ Blocks¢ In¢ Out ¡ whereNodes is the setof nodesin
the graph,the setof basicblocksBlocks correspondto edgesof
thegraph,andfunctionsIn : Nodes £¤ 2Blocks, andOut : Nodes £¤
2Blocks specify for eachnodeits fan-in and fan-out,respectively.
We alsomake useof estimatedexecutiontime of basisblocks,as
computedby VCC estimationpackage.We useest   b¡ to denote
thattime for abasicblockb.

In thesecondpartof starsAbstraction, wesetthebound
on therequiredprocessortime to:

∑
b¥ Blocks

bound  b¡ ¦ est   b¡q§ (1)

Expression(1) is avalid, but not thebestpossibleboundon the
requiredprocessortime. For example,considerthe control-flow
graphin figure5 andassume:

bound  N   b1 ¡ ¡ ¨ bound  N   b2 ¡ ¡ ¨ bound  N   b3 ¡ ¡ ¨ 2 §
Expression(1) wouldboundtheprocessortimerequirementof this
graphto:

2 ¦#  est   b1 ¡ © est   b2 ¡ © est   b3 ¡ ¡P§
However, from the boundon b1, we know that b2 andb3 cannot
bothbeexecutedtwo times,andtheboundabovecanbestrengthen
to:

2 ¦&  est   b1 ¡ © max  est   b2 ¡ ¢ est   b3 ¡ ¡ ¡P§
To capturesuchconstraintsin general,insteadof evaluating(1), we
couldsolve thefollowing linearprogrammingproblemfor avector
of variablesx indexedby thebasicblocks:

max
x ∑

b ¥ Blocks
est   b¡ ¦ x ª b«

subjectto x ª b«J¬ bound  b¡® b ¯ Blocks

∑
b¥ In° n± x ª b«�¨ ∑

b¥ Out ° n± x ª b«² n ¯ Nodes³+¢

whereNodes³ is the setof all nodesexceptfor the uniquesource
andsink nodes.This approachis a generalizationof the program
pathanalysispresentedin [12]. Intuitively, x ª b« representsthenum-
berof timesb is executedin theworstcase.It hasto respectboth
thederivedboundsandtheflow constraintsin thegraph.

´"µ ¶ · ¸�¹ º » ¼
WehaveappliedthestarsAbstraction generationprocedure
to theWhite-BoxC modelof audiobuffer componentof thevoice-
mail pagerin the VCC library. To make the boundpropagation
proceduresuccessful,we had to definefour additionalcounters.
Threeof thesecountersareshown in Figure4, andthefourthoneis

usedto boundthenumberof passesthroughafor loopappearing
elsewherein the code. The function specifyingthe seedbounds
hasonly ten lines. It requireda minor additionaldesigner’s effort,
comparedto almostthreehundredlinesspecifyingthefunctionality
of theaudiobuffer.

Tomeasurethelevel of automationthatourprocedureprovides,
it is reasonableto comparethe sizesof the seedboundsand the
generatedstarsAbstraction. The comparisonis favorable
as the generatedstarsAbstraction is two ordersof magni-
tudelargerthanthethefunctionspecifyingseedbounds.Thesize
differencedropsto (still significant)oneorderof magnitudewhen
thecomparisonis madeto a hand-craftedstarsAbstraction
insteadof thegeneratedone.Theorderof magnitudedifferencebe-
tweenhand-craftedandgeneratedversionscanbeattributedpartly
to themorecomprehensivesetof boundsexpressedin thegenerated
version,andpartly to sub-optimalcodegeneration.

We have alsoappliedSTARS busy-periodanalysisto thecom-
pletevoice-mailpagerin theVCC library. Thedesignhasatotalof
13modules,4 of whichareintendedto modeltheenvironment.We
have studieda casewhere9 othermoduleswhereall implemented
in softwarerunningon a singleprocessor. Thetotal sizeof thede-
signwasapproximately2500linesof C code.Thepagerneedsto
serviceseveralperiodicandaperiodicrequests.Themostfrequent
oneof theserepeatsevery 125µs, hencethe requirementthat the
maximumbusy-periodbelessthan125µs.

Theoriginalsimulationtest-benchfor thedesigntestedthesce-
nario wherea singlemessagewas received and thenplayed. To
comparetheresultsof thebusy-periodanalysisto thoseof simula-
tion, we have developeda σ-abstractionof theenvironmentthat is
valid for thatcase(singlemessageonly). Thelongestbusy-period
observed in the simulationtracewas82µs, while the busy-period
analysisprovidedanupperboundof 83µs. Theseresultsdiffer by
lessthan2%, andthey wereboth well within the 125µs require-
ment.

In thesecondexperiment,wehavedevelopedaσ-abstractionof
theenvironmentthatwasno longerlimited to a singlemessage.In
thatcasethebusy-periodanalysisgivesaboundof 148µs(violating
the 125µs requirement).Carefulanalysisof the resultsindicated
thatthisworstcasecanappearonly if onemessageis receivedand
thenplayed,while anothermessageis beingplayed.Basedon this
information,we were able to constructa simulationtracewhich
containsa146µsbusy-period.

Theoverheadof STARSwasvery low in thiscasetoo. Thesize
of σ-abstractionwas lessthan 200 lines of code, indicating that
additionaldesigner’s effort is minimal. Wecannotcomparetheef-
forts moreprecisely, becausetheoriginal designwasdevelopeda
long time ago,by a differentdesigner, requiringan unknown ef-
fort. CPU time requiredby STARS was negligible comparedto
simulationtimes(fractionsof asecondvs. minutes).

½
¾#¿ À Á º Â ¼ Ã ¿ À ¼
STARS can help find bugs and increaseconfidencein a design
by complementingsimulationwith worst-caseanalysis.We have
demonstratedthat STARS and simulationcan be integratedin a
single environment,and that additionaleffort of developing ab-
stractmodelsusedby STARS is minor comparedto the develop-
mentof simulationmodels,andpaysoff in betterverification.The
designer’s effort is furtherdecreasedif automaticabstractiongen-
erationis used.In thiscase,thedesignerstill hasto specifyasmall
numberof seedconstraints,but sincetheproblemis undecidablein
general,this is unavoidable.
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