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ABSTRACT

Recent studies have shown that transient hardware erroseddy exter-
nal factors such as alpha particles and cosmic ray strikebeaesponsible
for a large percentage of system down-time. Denser prawpsschnolo-
gies, increasing clock speeds, and low supply voltages insethbedded
systems can worsen this problem. In many embedded envirtsmene
may not want to provision extensive error protection in ke because
of (i) form-factor or power consumption limitations, and(i) to keep costs
low. Also, the mismatch between the hardware protectionugaaity and
the field access granularity can lead to false alarms and earmellations.
Consequently, software-based approaches to identify asdilgly rectify
these errors seem to be promising. Towards this goal, tpisrpecifically
looks to enhance the software’s ability to detect heap mgraowors in a
Java-based embedded system.

Using several embedded Java applications, this paper firdies the
tradeoffs between reliability, performance, and memogcsppoverhead for
two schemes that perform error checks at object and fieldugagties. We
also study the impact of object characteristics (e.g.tifife, re-use inter-
vals, access frequency, etc.) on error propagation. Cerisglthe pros
and cons of these two schemes, we then investigate two hgtretegies
that attempt to strike a balance between memory space afampance
overheads and reliability. Our experimental results tyeshow that the
granularity of error protection and its frequency can digantly impact
static/dynamic overheads and error detection ability.

Categories and Subject DescriptorsC.4 [Computer Systems Or-
ganization]: Performance of Systemsfaslt tolerance

General Terms: Experimentation, Performance, Reliability
Keywords: Softerrors, JVM

INTRODUCTION

1.

The continuing hardware innovations and the deploymentii-c
puter systems in several new domains are making it imperabiv
consider the possibility of hardware errors in system desi@n
the hardware front, the ability to pack billions of traneistinto a
small area and the employment of lower supply voltages toaed
power consumption are making combinational circuits anchsgie
cells more susceptible to soft errors due to cosmic rayestrjRO,
21, 5, 17]. At the same time, computing devices are being imsed
a variety of embedded environments to monitor and contrgsph
ical world phenomena — in space vehicles, avionics, autdemb
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and nuclear reactors to name a few domains — making their oper
ational integrity very critical. While soft errors have belenown

to be problematic in harsh environments such as space ang in n
clear reactors, they are also becoming a common problemrin cu
rent systems operated under normal conditions due to tHegca
of technology that results in the use of smaller devices anei
voltages. Furthermore, it has been shown that the use optower
operating modes in some of these devices accentuates tiezreof
problem [5].

Error detection, and possible recovery, in both the harewsad
software layers is becoming essential. At the hardware eind,
cuits and architectural techniques for spatial (e.g., idapibn of
data, ECC, parity, etc.) and temporal (e.g., re-executfarpera-
tions, NMR [18, 15], etc.) redundancy can reduce the impfzeit t
these transient errors could have on execution. Howevenainy
embedded environments, one may want to consider errorgiaie
in software as well, mainly due to following reasons:

e Hardware-based error protection can increase form-factdr
overall system cost.

e Hardware-based error protection may be overly expensie (a
in some cases overkill) for providing the required reliépil2, 9].

In particular, in an embedded system that runs multipleiagpl
tions, some applications may require extensive protectunereas
some other applications may not require any protectionl.at al

e The mismatch between the granularity of hardware-based err
protection and the granularity of data accesses can leadsging
some errors or giving false errors in some cases.

e Even if one provisions hardware safe-guards, some erraid co
still propagate to the software since the hardware is tylpicais-
tomized to handle specific errors.

Consequently, the use of a software-based approach tdfident
and possibly rectify these errors is promising. Towards tual,
this paper specifically looks to enhance the software’sitgtib
detect heap memory errors in a Java-based embedded system.

Java is rapidly becoming the vehicle of choice for softwage d
velopment in many embedded environments [14, 10, 16, 19]. We
are witnessing micro-editions of Java (e.g. [3]) being usedie-
veloping embedded software. Of the different componerddggc
stack, heap) of a Java program, the heap is typically the razmhi
space consumer, making it more susceptible to errors, ahd tar-
get of study in this paper. While error protection schemesatso
be employed for the rest of the memory such as the code portion
exploring this is beyond the scope of this paper.

When considering software protection against soft erroesare
faced with a wide range of design choices in implementingrerr
detection for heap objects, each presenting a tradeoffdestthe
error coverage (reliability), performance overheads, spate re-
quirements. At one end, we can opt for provisioning detectib
the level of individual data fields of an object, which we rafeas
field-level error detection. Without loss of generality, assume a
checksum [18] to implement such error detection in this pagred
whenever a field is accessed, we compute the resulting almacks
and compare it with what has been pre-computed to ensuggiiyte
of the value accessed. On a larger granularity (as was tleeicas
an earlier related work [1]), one could associate a checksitm



the entire object (computed across all its fields), which &ferrto

as object-level error detection. The advantages of fieldHeetec-
tion are in (i) possibly lower false alarms, since errorg teaur in
other fields of an object do not affect the integrity of theditiat

is being accessed (while an error in some other field of thigcbb
can cause a checksum discrepancy in object-level det¢ctod

(ii) lower performance overheads since we do not need to Exam
all the fields of the object to compute the checksum when aeces
ing an individual field. The downside of the field-level detes,
compared to maintaining the checksum at the object gratylar

columns give, respectively, the number of misses and missfoa
the instruction cache. The next two columns present the same
formation for the data cache. Finally, the last column gitres
execution cycles. All these values are for tngginal benchmarks,
i.e., without any error protection.

One can see from Table 1 that most of the objects are small in
size. More specifically, except for two benchmarks (auctod
firstaid), the average object size is less than 20 bytes. it
this small number puts a limit on the performance degraddtiat
could be incurred by our object-level error detection saherht

is the higher memory space requirements that can become a sethe same time, this small number means that the storageeadsh

vere limitation in memory-constrained embedded enviramselt
could also potentially cause performance penalties inssiicg the
memory hierarchy.

While a lot of work has been done on the problem of reliable
computation at the circuit, architectural, operating egstand ap-
plication levels [18, 6, 15, 13, 8, 5, 20, 2, 11], our work fees
explicitly on heap objects in Java. An earlier study [1] omamc-
ing software awareness of hardware errors in the contexava,J
only considered object-level protection. To our knowleddpere
has been no prior in-depth investigation into the pros ants ad
the granularity of provisioning protection for heap obgeit Java
programs.

Using several embedded Java applications, this paper niz&es
following major contributions:

o We firstillustrate the impact of hardware errors on the safev
execution of these Java programs. We demonstrate that tte fie
level and object-level checksumming strategies have viéigreint
error detection and propagation characteristics.

e We conduct a detailed evaluation of the tradeoffs between re
liability, performance and memory space overheads foretiws
granularities of error detection. We also study the impécigect
characteristics (e.g., lifetime, re-use intervals, asdesquency,

of maintaining the checksums can potentially be significant

An important component of this work is the error injectiondeb
used. An error management module is added into KVM to store
the error information for each object. For every bytecodecaked,
KVM invokes the error injection function to inject errorstdnthe
object instances in the heap. The error injection functicans
the heap; every bit in the object instances, including theckbum
field, has a fixed probability of incurring an error. We camkhi
of this as flipping a coin for every bit, which has a fixed proba-
bility of having an error. Once a bit incurs an error, thisoes
address is recorded by the error injection module. The tefald
ues for the error injection probability for our base expenits was
1079, It must be emphasized that the error injection rates used in
our experiments are much more aggressive than in curreht tec
nologies to reflect future technologies and the higher nurober-
rors that will occur in longer running applications. Notatimany
embedded applications such as those employed in ATMs, tinalus
microcontrollers and automobiles are long running anchbdity-
critical. When an object is accessed by some bytecode ongarb
collection operation, we check the error management madule-
termine whether the accessed part has any error(s) in ite\esy
error in the accessed part, we classify it (as will be disedshortly

etc.) on error propagation, and the pros and cons of these twoin detail), add it to our error consumption record, and finalear

schemes.
e Our experimental results show that there is a significafedif
ence between these two schemes in terms of their relighply

the error information in the error management module. Ittrbes
observed that in collecting error statistics, after cleguan error,
we continue with the execution. The methodology for coinect

formance and memory space overheads, suggesting that gne mathe error itself is orthogonal to our focus.
be able to opt for hybrid schemes between these two extremes.
We present such a hybrid scheme, where checksums are associ-

ated with groups of fields of an object, and evaluate its pgaten
We also propose and evaluate an alternate strategy wheglescine
computations are performed selectively, i.e., not at evbjgct ac-
cess.

The rest of this paper is organized as follows. The next @ecti
presents our experimental setup and benchmarks. Secti@t 3 d
cusses the error detection schemes evaluated in this watlgizes
an error classification. Section 4 presents detailed exgetal re-
sults. Section 5 concludes the paper.

2. EXPERIMENTAL SETUP

We implement our error protection mechanisms and evalbate t
using Sun’s KVM [3]. KVM is a miniaturized JVM for handheld
devices and suitable for devices with 16/32-bit RISC/CISErm
processors/controllers. We included instrumentatiorectudthe
KVM for collecting error statistics and gathered this infation
through actual execution of the applications on a SPARC stark
tion. In order to collect performance statistics of theggliaptions,
the instrumented code for gathering error statistics waahdied,
and the KVM was executed using Shade [4], an instructiosisgt
ulator and custom trace generator. The architecture stediia
this work has 32KB, two-way set-associative data and iostn
caches (both with a block size of 32 bytes). The cache aceaess |
tency is 1 cycle and the memory access latency (upon a cadsg¢ mi

is 80 cycles. Unless stated otherwise, we assume a 1MB tlefaul

heap size.

Table 1 lists the Java benchmark codes used in this study. Th

first three columns give, respectively, the name, the soane a
brief description of each benchmark. One can see from this ta
that our benchmark suite includes both utility programs gache

programs. The fourth column of this table shows the number of

(dynamic) object references (accesses) during the exaculihe
fifth column gives the average object size in bytes. The neat t
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3. ERRORDETECTION MECHANISMS AND
ERROR CLASSIFICATION

In this work, we explore a continuum of error protection soks
based on checksums. The schemes we study vary from CSOBJ
(object-level error detection), which associates onelchan word
with each object to CSFLD (field-level error detection), ehias-
sociates a checksum with each field of each object. Apart from
these two extremes we also study two other schemes thatpmttem
to strike a balance between these two from the memory spare ov
head, performance, and reliability perspectives.

In KVM, the heap contains various types of objects, incladin
free blocks, Java object instances, arrays, internal VMeibjsuch
as method tables, execution stacks, threads, etc. Eaadtt abjre-
ceded with an object header that contains control infoironaabout
the object. In our implementation we consider only the Jdjaat
instances and internal VM objects. However, it is concdavdb
extend our strategy to other heap objects as well.

3.1 CSOBJ: Object-Level Checksum

In this scheme, each object has a single checksum attached to
it. The checksum calculations are performed in a similanitas
to that in [1]. Specifically, each object header is extendéth w
one additional word to store the precomputed checksum. @pon
read request to any field (getfield), a new checksum is catmlila
by XORing all the words of the different fields of the objeanda

eCompared to the checksum stored in the object héadethese

two checksums match, this indicates that the object is \aalitithe
read operation proceeds as usual. If they do not match, feswev

!Note that this checksum-based scheme is more powerful kean t
conventional parity-based mechanism.



Table 1: The important characteristics of the Java benchmak codes used in this study.

Benchmark | Source Brief Description Object Average Instruction Cache Data Cache Execution
‘ ‘ ‘ References‘ Object Size ‘ Misses | Miss Rate Misses | Miss Rate ‘ Cycles ‘
auction | MIDP 1.0.3 ticket auction program 64653 26.6 | 2233957 0.0116 | 3274116 0.0900 | 467463899
calc | http://www.microjava.com| calculator program 46646 12.9 1669555 0.0118 | 2263703 0.0839 | 338521526
firstaid | http://www.microjava.com| firstaid information 129844 22.2 2884707 0.0109 | 4627566 0.0890 | 618526342
image | MIDP 1.0.3 photo album 283117 14.3 6910756 0.0126 | 5261979 0.0331 | 1157109464
jpeg | http://www.microjava.com| jpeg image viewer 800388 15.7 | 6684924 0.0133 | 4323291 0.0293 | 1052995589
manyballs | MIDP 1.0.3 balls bouncing on the screen 68340 15.1 | 2196302 0.0113 | 3420055 0.0891 | 475180873
mvideo | http://www.microjava.com| mobile streaming video playe| 165228 12.6 | 15447693 0.0108 | 10598184 0.0327 | 2732635831
pushpuzzle| MIDP 1.0.3 puzzle game program 131127 14.7 2272132 0.0116 | 3050549 0.0742 | 479712863

this means that the object is not valid, and an appropriaievesy
action, if any, is taken. On the other hand, if an object ieased
by a native function, a bit in its header is set to represefimalid
checksum (such an object is termed as "checksum-invalidipas
posed the other types of objects that are called "checkalid*v
objects); that is, our current implementation does not iper-
ror detection across native functions. Upon a write openatn an
object (putfield), if it is checksum-valid, all the words metobject
are XORed together, and the result is stored into the checkigsid

in the object header. In contrast to [1] that has a checksuich fie
of 1 byte and one extra byte as a tag to indicate whether artobje
is checksum-valid or not, our scheme uses one word for chetks
since objects in the heap are word-aligned in the KVM impleme
tation. Consequently, one extra word is required for eaghabb
and XORing operations are done at a word granularity ratier t
a byte granularity as in [1]. The additional bits for the dtsan
also serve to provide better error detection abilities.

3.2 CSFLD: Field-Level Checksum

In this scheme, each field in an object has a checksum assciat
with it. Since different objects can have different numbigfields,
it is not possible to place the checksum in the object headeich
is a fixed size entity). Therefore, in our implementation,stered
these checksums as (user-transparent) fields in the objéots-
pared to storing a checksum in the object header, this method
be expected to incur more space overheads, but as we willsdisc
shortly, it also provides more accurate error detection.alsle use
a bit in the object header to store the checksum-validitytdatgll
whether an object has been accessed by any native functioa. T
computation of the checksum for a checksum-valid objeceis p
formed as follows. Upon a read operation, all the words irfigid
being read are XORed together, and the result is comparédivet
stored checksum of that field. In comparison, on a write dpera
all the words in the field being written are XORed togethed tre
result is stored in the corresponding checksum field.

3.3 Qualitative Comparison
It should be noted that CSOBJ and CSFLD behave differently

tions due to checksum computations. In fact, we expect thebeu

of extra datapath operations of CSOBJ to be much larger tran t
of CSFLD, and this can favor CSFLD over CSOBJ from a perfor-
mance angle. Therefore, selecting CSOBJ or CSFLD as the erro
protection mechanism entails performance, space, arabiily
implications.

3.4 Other Schemes

While CSOBJ and CSFLD represent two extreme solutions to
the error protection problem, one may also consider altesehemes.
In fact, there are two ways of getting the tradeoffs betwéesd
two extremes:

e CSOBJ is efficient as far as memory space overhead is con-
cerned but inefficient from a performance overhead angleré-h
fore, one way of optimizing its behavior is by reducing the-fr
guency of checksumming. One such scheme that we investigate
this paper is based on the idea that, if the same object issede
twice (or more) in a very short period of time, we can improve
performance by skipping the checksum computation in therskc
(and maybe successive) access(es). The rationale belsrideh
is that the probability of having an error between the twocese
sive accesses (within a short period of time) is very low.tThay
skipping the checksum computation (and comparison) folatter
access, we can save execution cycles at the expense of #ysligh
weaker error resilience. At the same time, we have to boued th
temporal gap between the accesses since not doing so cérimesu
missing several errors that could otherwise be caught bg §@BJ
scheme. One particular implementation studied in this vi®rie-
ferred to as CSTHR —i.e., CSOBJ with a threshold. It is theesam
as the CSOBJ scheme except that it also accommodates the opti
mization described above. In our implementation, eachablbjas
one more field to keep record of the time (in number of bytecode
executed) when the last checksum operation is performetiien t
object. Upon a read operation, an object will be checked ibiiye
difference between current time and the stored time is tdlgs a
predefined “threshold” value.

e CSFLD is efficient from a performance overhead perspective
but inefficient from a heap space angle. So, instead of appiyto

as far as errors are concerned. The CSOBJ scheme performs agach individual field, one can apply it to a group of fields aireet

object-wide checksum comparison at each field access. dhidek-
sum is wrong, this means that one or more fields in the objedtt (n
necessarily the one that has just been accessed) are eorriptat

is, some of the errors signaled by the CSOBJ scheme can Ise “fal
alarms.” In this sense, it is less accurate than the CSFLBrseh
which always identifies the corrupted field accurately wherra

ror occurs. However, from a memory space overhead perspecti
CSOBJ is clearly more efficient than CSFLD, which has a sepa-
rate checksum for each field of every object. Finally, wher on
considers the performance angle, it is difficult to favor ofi¢he

Based on this observation, our next strategy, referred @SGRP,

tries to strike a balance between CSOBJ and CSFLD by assuriat

a checksum with a group of fields. Specifically, the fields iivery
object are divided into groups, and whenever there is ansadoe

a field in a particular group, the checksum calculation isquered

over all the fields in that group. Clearly, this scheme stdmels
tween the CSFLD and CSOBJ schemes in terms of memory space
overhead and performance. It should be noted that theretiinégh
different ways of implementing this scheme. In one impletaen
tion, we can fix the number of fields per group for all objects. |

schemes over the other. This is because both the schemes comanother implementation, we can fix the number of groups per ob

with their performance overheads. Specifically, the CSQRé&me
incurs reading of the entire object each time a field is aetkss
This in turn can lead to data cache pollution if the extra fietehd
(i.e., the fields other than the one being accessed) are cessed
later when they are still in the cache. The CSFLD scheme, en th
other hand, stores a checksum along with each field. Manyesgth

ject. Yet another option would be employing profile data testér
the fields according to their access locality.

3.5 Error Classification
Table 2 lists all possible classifications for an injecteiede-
pending on how it is consumed. In this context, an error id 8ai

checksum fields can be brought into the data cache when normalbe consumed if a read operation is performed in the field corrupted

field accesses occur, thereby polluting the cache. Thisespeer-
head can also impact heap behavior. In addition to thesh,thet
schemes incur extra instruction cache accesses and datqEat-
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by this error. Also, an error is said to bkeared if a write operation
is performed in the field corrupted by this error. NC meansther
in question is neither consumed nor cleared. In a sensecldds



Table 2: The error classification adopted in this paper. Thes
classes are disjoint and together they cover all cases.

[ Class [ Description |
NC | not consumed/cleared
CA | consumed at the accessed field or at the checksum
COF | consumed at a field different from the accessed one;
the field is accessed later (not meaningful for CSFLD)
COT | consumed at a field different from the accessed one;
the field is not accessed later (not meaningful for CSFLD)
NM | consumed but not detected due to multi-bit errors
NN | consumed but not detected because of the checksum-inaglid t
this occurs due to native function accesses
NP | consumed at a different field than the written field
when computing checksum (not meaningful for CSFLD)
CL | cleared by a write operation

represents harmless errors that do not affect the behaiilbe ap-
plication being executed. If a data field is accessed andjectad
error in this field is detected by the checksum scheme emgjoye
the error is classified as CA. Note that this class also iredutie
errors that occur in the checksum fields. If an error in a field A
of an object is detected during the checksum operation femd r
access to another field B, this error is classified as COF or.COT
Specifically, if there is no bytecode instruction or garbaghbec-

tion operation that accesses field A until the end of progitis,
error belongs to the COT class. Otherwise, it belongs to tB& C
class. Note that COF and COT classes are not meaningful éor th
field-level detection scheme — CSFLD — since in this scheme an
error can be detected only through an access to that fieldoltld

be observed that there are several cases where our cheblesau-
schemes cannot detect the error injected. For example, sbme
the cases of two error occurrences in the same position fef elift
words cannot be detected by our checksum-based approaese Th
types of errors are referred to as NM (multi-bit errors) iis fhaper.

If an object is accessed by a native function, it becomesksuea-
invalid, and any error consumed in this object cannot bectiete
This error class is termed as NN. In CSOBJ, when there is & writ
operation on a field, the other fields are read to calculateksiuen.
Since there is no checksum-checking operation for a fieltewop-
eration, errors in the other fields are consumed but not tetec
These errors belong to the NP class. And finally, if a field aont

ing an error is overwritten in a write operation, the erroesging

on it are counted as belonging to the CL class. It should be ob-
served that these classes are disjoint, and together, tvey the
entire spectrum. That is, an injected error is guarantedxtimng

to one of these classes.

4. EXPERIMENTAL EVALUATION
4.1 Results with CSOBJ and CSFLD
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Our next focus in on the increase in the original executiariesy
when these two error detection mechanisms are used. Thk grap
in Figure 2 gives the percentage increase over the case when w
have no error protection. One can make several observdtioms
this graph. First, in five of our benchmarks, the increasexete-
tion cycles are lower than 4% for both the schemes. The second
observation is that the CSFLD incurs less performance eaeth
as compared to the CSOBJ scheme. Specifically, the average ex
ecution cycle increases due to CSOBJ and CSFLD are 5.66% and
3.99%, respectively. This is mainly because the CSOBJ sehem
accesses the entire object whenever a field is accessedisui t
creases the number of instructions executed.

After having presented heap space overhead and performance
results, we next focus on how the errors are consumed with the
different error detection strategies. Figure 3 (left sisledws the
distribution of error consumptions when using CSOBJ. It ban
observed that a significant portion of the errors injectedhaloin-
fluence the functionality of the JVM (that is, they end up Igeiim
the NC class). The NC portion increases even further for @5FL
technique as can be seen on the right side of Figure 3. Inifact,
the CSFLD case, some fields may remain untouched even if the

The graph on the left of Figure 1 shows the average increase inobject itself is accessed in future after an error is ingcte other

the cumulative sizes of the allocated objects due to the tffierent

error protection schemes: CSOBJ and CSFLD. The CSOBJ tech-

nigue incurs around 20-25% additional space overhead dtreto
checksum. Note that the checksum occupies four bytes arabthe
ject average size ranges from 12.6 bytes to 26.6 bytes (&¢e Th

In contrast, the CSFLD incurs more space overhead, almast tw
as much as an object with no checksums. This is due to a chacksu
being associated with each field.

Itis also important to study how this space overhead incuioe
the objects impacts the overall heap requirements. It muisith
served that the heap contains not only the protected olfjattdso
methods, stack frames, and array objects that are left ngeldain
our implementation. The results of our experimentatiorhvtfite

smallest heap size required to complete the applications success-

fully (i.e., without giving an “insufficient memory erroriyhen us-

ing CSOBJ and CSFLD are shown on the right part of Figure 1. It
can observed from this graph that the overall impact on tta he
size requirements is limited to be less than 7% for all thechen
mark codes in our experimental suite when using both thensebe
That is, the heap space impact of including checksums faobbj
instances is not excessively large.
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words, the lifetime of an individual field might be shorteaththe
lifetime of the object which it belongs to. This increasedtjom

of NC in the CSFLD scheme translates to unnecessary errdr ind
cations (and consequent error recovery ifimplemented)ercase

of CSOBJ due to the COF error classification. SpecificallyFCO
involves cases where the injected error occurs in anothier die

an object that is never accessed in the program subsequleuatly
influences the checksum correctness when accessing afietter

of the same object. As a result, the CSFLD technique has disign
cant advantage over CSOBJ in avoiding “false alarms.” TFase
alarms lead CSOBJ to flag errors twice as much as CSFLD (note
that CA+COF+COT in the CSOBJ scheme is twice as much as CA
in the CSFLD scheme). Finally, we also observe from FiguiesB t
undetected multiple bit errors, and the errors that go wutet due

to the invalidation of checksum by native functions do naiste

tute a significant portion.

In order to better understand the interaction between tha er
consumption behavior and the object characteristics, s®gdth-
ered various statistics. Let us focus on the CSOBJ schemst, Fi
we show the correlation between the lifetime of the object tue
error consumption pattern for two representative appboat(the
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behavior with both the schemes. The average contribution diC in CSOBJ and CSFLD cases is 67.7% and 84.7%, respectively.

trends with the remaining applications are similar to on¢hoke
presented here; so, they are not shown explicitly). Thebastin
Figure 4 shows the distribution of lifetimes of the objectedi in
benchmark firstaid. In this context, we define the “lifetinoé"an
object as the number of bytecodes executed between théocreat

The graph on the left illustrates the increase in executyafes of
CSOBJ when CSTHR is used with different threshold values. We
can observe from this graph that using smaller thresholds (ess

than 5) is not good from a performance viewpoint as compared t
the CSOBJ scheme. In these cases, the overhead for the icounte

of the object and the time when it becomes garbage. The secondupdates and comparison is larger than the checksum corngnstat

bar gives the distribution of objects that had errors igddnto
them according to their lifetime. Itis clear from comparthe first
two bars that the objects with a longer lifetime are more prtm
soft errors. The remaining bars show the object lifetiméritis-
tion for each of the error classes. Looking at the third arbse
bars, we can conclude that the errors injected into the thjeith
shorter lifespan are more likely to be harmless as comparése
injected into the objects with longer lifetime. The fourtarbndi-
cates that most errors that are rectified by overwriting neluas
(CL) occur for objects that have long lifetimes. In other d&r
if an object lives long enough, then there is a good chance tha
its error will be overwritten by a write operation. Finallye ob-
serve that in firstaid, 90% of the errors (classes CA, COF add)C
occur on the objects with a lifespan of greater than 132406n e
though they constitute only 32% of all the objects in the diibt
benchmark. Consequently, protecting objects selectivabed on
lifetimes can be explored in future as a good mechanism thrae
ing the overheads (of error protection) without incurrifgngficant
degradation in reliability.

We found that there are similar correlation between the enn-
sumption behavior and other object characteristics, egnumber
of accesses and object sizes. Objects accessed frequenthoee
prone to errors, mainly due to the fact that they tend to livegkr.
Large objects have more errors injected, and hence conswre m
errors.

4.2 Results with CSTHR and CSGRP

CSTHR is a variant of the CSOBJ scheme where we perform
selective checksums depending on the access pattern dbjéet.o
CSGRP, on the other hand, divides an object into groups, snd a
sociates a separate checksum with each group. Figure 5 shews
tradeoffs involved using different thresholds for the CH Hp-
proach (only five bechmarks are shown due to clarity congerns
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saved by thresholding. However, for larger thresholds (grgater
than 75), we observe performance gains that range from 19%to 4
However, when the threshold increases beyond 250, the muhbe
errors that are missed due to selective checksum operaamies
non-negligible (see the graph on the right side of Figure&Canse-
quently, we conclude that CSTHR may have limited opporiesit
for performance gain while maintaining reliability corastits.

Next, we focus on the CSGRP technique that associates thk-che
sum with a set of fields, and permits a spectrum of alternaitiee
tween CSFLD and CSOBJ. Figure 6(a) illustrates, for thedidst
benchmark, how the area overhead increases as we changgrthe n
ber of fields per group. That is, in these experiments, evbjgcd
instance is divided into groups of equal number of fields.eNbat
while the CSGRP scheme comes really close to the CSOBJ scheme
when the number of fields per group is equal to 8, there issstitie
difference between the two. This is because there are sojaeteb
that have more than 8 fields. While the concern for space over-
head favors working with a large number of fields per group (4
or above), the performance concern demands a smaller nwhber
fields per group (see Figure 6(b)). This is because both timbat
of instructons executed and the total number of executiafesy
increase with the increased number of fields per group astebi
in Figure 6(b). Note, however, that the increase in cycleaush
smaller in magnitude as compared to the correspondingdseria
the number of instructions executed. This is mainly becagsse
increase the number of fields per group, we observe a bettar da
cache behavior. Figure 6(c) shows the error consumptioawbeh
ior of a version of CSGRP where each object has two groups. It
should be observed that in a sense this represents an iulietme
solution between CSOBJ and CSFLD. The significant obsenvati
is that the COF cases reduce significantly as compared tg tign
CSOBJ strategy. This is due to the finer granularity of checks
the CSGRP approach.
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4.3 Evaluation of Hardware-Based Protection
Finally, we evaluate a typical hardware-based protectiahuses
parity bits. In principle, there can be at least two typesrobfems
with a hardware scheme: false error signals and error datioels
(i.e., missed errors). The false error problem occurs whemrtul-
tiple fields are placed into the same hardware unit for whigarity
bit is provided. For example, if the hardware provides pddt ev-
ery 8 bytes and 8 bytes hold two fields, the error in one fieldl wil
trigger a false alarm even if the execution accesses the fitthe
This is particularly a concern because not all fields are lgguma-
portant and some of the fields may be beyond their last use. The
second problem, namely missed errors, occur with high dresr
guencies. As an example, under the same hardware-baséy pari
protection scenario above, if both the fields have an erragaten
moment, they will cancel out each other, and parity will reftecct
the error. Our field-based schemes are much more effectare th
this hardware-based strategy, due to the more powerfutkshen-
based) protection and the match between the access gignatat
protection granularity.

5. CONCLUDING REMARKS

Soft error rate is gaining more attention as an industryevpichb-
lem that is the inevitable consequence of scaling CMOS. m pa
ticular, in power-aware embedded systems that operate lmde
supply voltages, soft errors are considered as one of the pnab-
lems [7]. This paper looks to enhance the software’s akiditgle-
tect memory errors in a Java-based embedded system. Spkgific
it presents several checksum-based techniques that heduaigs
tradeoffs between reliability, performance, and spacetmaz.
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