
A New Approach to creating Clear Safety Arguments- 1

Creating Clear Safety 

Arguments

Richard Hawkins 

Tim Kelly, John Knight, Patrick Graydon



A New Approach to creating Clear Safety Arguments- 2

Safety vs. Confidence
Need to distinguish arguments about:

A) why a (real, product, people-get-hurt) hazard risk is 

acceptably managed, e.g.

Why is this hazard sufficiently unlikely to occur?

How is this hazard mitigated if it did occur?

vs.
B) why there is sufficient confidence in the arguments and 

evidence of risk management, e.g.

Is that testing exhaustive?

Is that COTS experience representative of my usage context?
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Time to Join AA
AA - Arguers‟ Anonymous

First step in recovery is to admit:

“My arguments and evidence are not 

perfect, they‟re not proof, there are 

gaps and flaws in them”

Possible addition: “… but I think 

they‟re OK”

Otherwise, there‟s no issue of 

confidence to be argued
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Two areas of Concern:
The “Logic” isn‟t infallible, e.g.:

Conclusion “The software will enforce Safety Property X”

(Sole) Supporting Claim: “The software has been 

developed to SIL 4”

or

Conclusion “The software is safe within a system context”

(Sole) Supporting Claim: “The software satisfies its 

functional safety requirements”

The Evidence isn‟t infallible, e.g.:

Conclusion “The software will enforce Safety Property X”

Evidence: (Non-exhaustive) testing
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Mind the Gap

Numerous factors may 
affect confidence:

Assumptions made & 
scope drawn

The “inductive gap” 

Trustworthiness of 
evidence

Visibility of information

Etc.

Having such uncertainty is normal and acceptable

As long as it is identified, understood and managed
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Current Practice
Many safety cases don‟t recognise the distinction between 

safety arguments and confidence arguments

All mixed together

Arguments of confidence alongside safety

E.g. “COTS component is acceptably safe” because “COTS 

component doesn‟t exhibit failure mode Z” and “COTS component 

supplied by a trustworthy vendor”

Transition from safety argument to confidence argument

Arguments of safety turn into arguments of confidence

E.g. “Software System will satisfy safety property X” because 

“Software developed to Development Assurance Level A”
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G_RealTimeReqsSatisfied

The system satisfies its real-time requirements 

DC-007

C_CESchedule

The cyclic executive's schedule, 

as given in the specification

G_FramesCompleteOnTime

Every real-time frame will be 

completed within the 200 us 

alloted in the schedule

DC-007

G_CEBeginsFrameOnTime

The cyclic executive structure always 

begins a new real-time frame every 

200 us provided that the previous 

frame completes within 200 us 

DC-008

C_Specification

Specifications for the magnetic bearing 

control software are given in 

/project_docs/specification/tags

/v.01.00_20091015/vad.cntrl_sw.spec.pdf 

DC-006, DC-009 

G_WCETEstablished

Machine analysis shows that the 

worst-case execution time of the real-

time frame is no more than 130 us

DC-021

G_WCETToolCorrect

The chosen WCET tool, when 

correctly configured, reports 

the correct WCET

DC-021

G_WCETToolConfigCorrect

The chosen WCET tool was 

correctly configured

DC-021

A_A3ToolCorrect

The AbsInt Advanced 

Analyzer, when correctly 

configured, reports the 

correct WCET

DC-021

C_WCETCorrectness

A WCET analysis result is 

correct if it is greater than or 

equal to the actual WCET

DC-021 

ST_ArgOverInputs1

Argument over all 

configuration inputs

DC-021

G_A3ExecutableCorrect

The ELF binary analyzed is the 

release candidate exeuctable

DC-021

G_A3MachineConfigCorrect

The machine configuration 

parameters supplied to the A3 tool 

reflect the actual machine and its 

configuration at the time that the 

analyzed procedure(s) will execute

DC-021

G_A3StartAndExitCorrect

The supplied start and exit 

points define a set of 

procedure(s) to be analyzed 

that include the entire real-

time frame

DC-021

G_WCETNoInterupts

No interrupts will fire 

during any execution of the 

analyzed procedure(s)

DC-021

G_WCETLoopBoundsCorrect

The loop bounds supplied to 

the WCET tool are correct

DC-021

S_WCET

ToolOutput

Result from 

WCET tool

DC-021

G_FrameSyncMchnsmInSpecAdqt

The frame synchronization mechanism 

given in the specification is adequate to 

ensure that a new real-time frame 

begins every 200 us provided that the 

previous frame completes within 200 us 

DC-022

G_FrameSyncMchnsm

ImplCorrect

The frame synchronization 

mechanism given in the 

specification has been 

correctly implemented

DC-022

G_NonPVSFunctCnstrnts

Satisfied

The code satisfies the 

functional constraints given 

as pseudocode, in natural-

language text, or assembly-

language instructions

FA (ICS)

G_CMPolicyAdqt

Configuration 

management policies 

allow access to specific 

versions of electronic 

artifacts and record the 

versions of inputs used 

to create an artifact

DC-023

S_CM

Policies

Configuration 

management 

policy 

document

DC-023

S_A3

CMRecord

Record of 

versions of 

inputs used 

with A3 tool

DC-023

G_DesignPrecludesInterupts

All optional interrupts will be 

disabled in hardware, and no 

other interrupts will be triggered

DC-021

S_Spec

Specification

DC-021

G_CodeRefinesSpec

The code refines the 

specification

DC-004

FA (Main)

G_ExecRefinesCode

The executable refines 

the code

FA (ERC)

C_A3InspProtocol

The protocol for 

inspection of the A3 

tool settings is given in 

TODO.

DC-024 

S_A3

InspReport

Report of 

inspection of 

A3 tool settings

DC-024

G_StaffCompetent

ToUseA3Tool

Staff members who 

perform analysis 

using the A3 tool are 

competent to do so

DC-024

ST_ArgByInspection1

Argument by inspection

DC-024

G_InspFoundNoDefects1

Any defects found by the 

inspectors have been 

resolved to their 

satisfaction

DC-024

G_InspProtocolFollowed1

The inspection was carried 

out according to the 

inspection protocol

DC-024

G_InspProtocolAdqt1

The inspection protocol is 

adequate to confirm A3 

tool machine configuration 

and start and exit settings

DC-024

G_TimingRequirement

ExistsInReqsDoc

The tasks performed in 

the real-time frame are 

described in the require-

ments document as 

occurring periodically 

every 200 us

DC-022

G_SpecRefines

Requirements

The specification refines 

the requirements

DC-009

FA (SRR)

S_Reqs

Require-

ments

DC-022

ST_ArgByCases1

Argument over each 

type of loop bound

DC-024

C_WCETConfigInputs

The WcetAnalysis_0.ais, control_sw.ais, 

control_sw.apx, and control_sw.msf 

configuration files, given in /

implementation/tags/

2009-11-02_v01.00_a3_analyzed/wcet

DC-021 

C_LoopBounds

The loop bounds given 

in WcetAnalysis_0.ais.

DC-024

G_DACOutputLBC

The loop bounds for hardware_interface.

update_dac_outputs are correct

DC-024

G_ADCInputLBC

The loop bounds for hardware_interface.

trigger_and_read_qadc are correct

DC-024

G_CELBC

The loop bounds for hardware_interface.

configure_<x> and cyclic_executive are correct

DC-024

G_CELBIs1

The loop bound for

cyclic executive's 

loop is "exactly 1"

DC-024

S_Loop

Bounds

The loop 

bounds

DC-024

G_CELBShouldBe1

The loop in cyclic_exec-

utive waits for the frame 

start time before 

beginning each frame 

execution, so second and 

subsequent iterations are

not part of the WCET

DC-024

S_System

Design

The system 

design

DC-024

G_ADCLBs

The loop bounds set for

hardware_interface.

trigger_and_read_qadc 

allow at least 704 cycles 

for ADC conversion

DC-024

G_ADC

ConvTime

Each ADC 

conversion

takes 704

cycles

DC-024

S_WCET

ToolOutput

Result from 

WCET tool

DC-021

C_ADCConvTime

The MPC5553/5554 Microcontroller 

Reference Manual, Rev. 4.0, April 

2007 gives the ADC conversion time 

on page 19-85 in terms of the 

Number of Sampling Cycles (NOSC), 

Number of Conversion Cycles 

(NOCC) and ADC clock frequency

DC-024

S_ADC

Config

The ADC's clock 

rate, NOSC, and 

NOCC as given in 

the specification

DC-021

G_CodeRefinesSpec

The code refines the 

specification

DC-004

FA (Main)

G_ExecRefinesCode

The executable refines 

the code

FA (ERC)

G_ADCConfig

The ADC clock rate is 1/44 of the system 

clock rate, NOSC is 2, and NOCC is 14

DC-024

G_DACLBs

The loop bounds for 

hardware_interface.

update_dac_outputs 

allow at least 5.125 

us for each loop

DC-024

G_DACLs

Each loop in hardware_ 

interface.update_dac_ 

outputs waits for the 

sending of three DAC 

values to be completed

DC-024

G_DACSend

Time

Writing three 

DAC values 

takes no more 

than 5.125 us

DC-024

S_WCET

ToolOutput

Result from 

WCET tool

DC-024

S_Source 

Code

The program 

source code

DC-024

G_ExecRefinesCode

The executable refines 

the code

FA (ERC)

ST_ArgBy

Measurement1

Argument over a 

measurement of the 

property of interest

DC-024

C_DACTimingMeasurement

The measurement procedure

and results are documented in

/project_docs/DAC_timing/tags

TODO/DAC_timing.pdf

DC-024

G_MsmntProcAdequate1

The measurement 

procedure is adequate

DC-024

G_MsmntProcFollowed1

The measurement 

procedure was followed

DC-024

S_Msmnt

Results1

The 

measurement 

results

DC-024

S_Msmnt

Signatures1

Staff 

signatures

DC-024

G_CorrectTestArticlesUsed

The correct test articles were used

DC-024

A_Correct

ValueMeasured

The test procedure is 

adequate to ensure 

that the correct value is 

measured

DC-024

G_AccurateAdequate

The measurement equipment 

and procedure ensures 

adequate accuracy

DC-024

A_LogicProbe

TimingAccurate

The logic probe's ability 

to measure timing with 

a resolution of 41.66 ns 

is sufficiently accurate

DC-024

G_Correct

HWUsed

The correct 

hardware was 

used

DC-024

G_Correct

SWUsed

The correct 

software was 

used

DC-024

S_Msmnt

Design1

The 

measurement 

design

DC-024

G_A3Executable

Correct

The ELF binary analyzed 

is the release candidate 

exeuctable

DC-021

FA (RTRS)

G_GetTimeLBC

The loop bounds for hardware

_interface.get_time is correct

DC-024

G_GTLBIsLTE1

The loop (recursion) 

bounds for

hardware_interface.

get_time is at most 

once

DC-024

S_Loop

Bounds

The loop 

bounds

DC-024

G_GTLFiresAtMost1

The loop (recursion) in 

get_time is actually an if 

statement that only looks 

like a recursion because 

of the code structure; 

either the clock is read 

during a period in which 

its lower word does not 

roll, in which case the 

code does not recurse, or 

the clock rolls during the 

read, in which case the 

code recurses exactly 

once to read a coherent 

value

DC-024

S_System

Design

The system 

design

DC-024

G_OtherLBC

The loop bounds for hardware_interface.

configure_<x> are correct

DC-024

G_OtherLBsAre1

The loop bounds for

hardware_interface.

configure_<x>  are

"exactly 1"

DC-024

S_Loop

Bounds

The loop 

bounds

DC-024

G_OtherLsNotInWCET

Calls to 

hardware_interface.

configure_<x> are part of 

initialization and do not 

appear in the real-time 

frame; modeling them as 

looping once will not 

cause the reported 

WCET to be too low

DC-024

S_System

Design

The system 

design

DC-024

G_AllLoopsEnumerated

All loops have been 

enumerated

DC-024

S_WCET

AnalysisEnumsLoops

The WCET tool detects 

loops and would complain 

if there was a loop in the 

analyzed code with 

bounds that are not 

statically known and for 

which no annotation exists

DC-024

ST_ArgOverRTRs

Argument over all real 

time requirements

G_ControlTaskPerformedWithRequiredPeriod

The periodic control task described in the 

requirements is performed with the correct period

G_CEImplementsPeriodicTask

The cyclic executive structure described in the 

specification implements the periodic control task

G_CEImplementedCorrectly

The cyclic executive structure described in the specification 

has been implemented correctly in the executable

G_FnTestPlanAdequate

The functional test plan is adequate to show that 

the system meets its functional requirements

DC-005

A_MCDC

CoverageSufficient

A test plan that achieves 

MC/DC of the source code 

is sufficient to adequately 

reduce the risk that failure to 

exercise a portion of the 

code will hide a defect

DC-005

ST_ArgBy

FunctionalTesting

Argument by

functional testing

DC-005

S_Fn

TestReport

Functional test 

report, as given in /

project_docs/

fn_test_results/tags/

TODO/

fn_test_results.pdf

DC-005

G_FnTestPerformed

AsPlanned

Functional testing 

was performed 

according to plan

DC-005

G_FTCodeCoverageAdqt

The code coverage of the functional 

test plan is adequate

DC-005

G_FTAchievesMCDC

The functional test 

plan achieves MC/DC

DC-005

G_FnTestsPassed

All functional tests 

have been passed

DC-005

C_FunctionalTestPlan

The functional testing plan, as doc-

umented in /project_docs/fn_test_plan/

tags/TODO/fn_test_plan.pdf

DC-005 

C_FunctionalTesting

By functional testing, we mean requirements-

based testing of the functionality of the 

executable running on the target hardware 

that achieves structural coverage equivalent 

to Modified Condition / Decision Coverage 

(MC/DC) at the source code level

DC-005 

G_TestingTeamHas

SignedOffOnEachStep

The functional testing 

team has signed 

statements indicating 

that each step in the 

test plan has been 

followed as specified

DC-005

G_FTReqsCoverageAdqt

The requirements coverage of the 

functional test plan is adequate

DC-005

G_CMPolicyAdqt

Configuration 

management policies 

allow access to specific 

versions of electronic 

artifacts and record the 

versions of inputs used 

to create an artifact

DC-023

Fitness Argument

G_FTPAssessesCorrectExecutable

The functional test plan will result in the 

release candidate executable being tested 

DC-005

G_TestingShowsNonRealTimeReqsSatisfied

Testing shows that the system satisfies its non-

real time requirements

G_FTPCallsForRCExec

The functional test plan 

requires the tester to 

obtain and test the release 

candidate executable

DC-005

S_FTP

The 

functional 

test plan

DC-005

G_FTPPlatformAdequate

The functional test plan calls 

for execution on a platform that 

is functionally identical to the 

target platform

DC-027

A_Probe

DoesNotInterfere

The probe does not alter 

the behavior of the 

target microcontroller in 

a way that would 

threaten the test 

conclusions 

DC-027

G_FTPTestReportingAdequate

The functional test plan's 

procedures for test data collection 

and reporting are adequate to 

forestall transcription errors

DC-027

ST_ArgOverThreatsToAdequacy

Argument over all plausible threats 

to the adequacy of the test plan

DC-005

ST_ArgAppeal

ToTool9

Argument by 

appeal to correct 

use of correct tool

DC-027

A_CCov

ToolCorrect

If given the correct inputs, 

the code coverage tool will 

not report complete MC/DC 

coverage unless it has 

been achieved

DC-027

G_CCovToolInputCorrect

The code coverage tool was 

given the correct inputs

DC-027

C_CCovTool

By tool, we 

mean the 

TODO code 

coverage tool

DC-027 

G_ExecTracesCorrect

Each of the execution traces 

input into the tool is correct

DC-027

ST_ArgOverInputs9

Argument over all inputs 

to the code coverage tool

DC-027

G_SrcCodeCorrect

The source code on which the tool is operated 

is the source code for the tested executable

DC-027

ST_ArgAppeal

ToTool10

Argument by 

appeal to correct 

use of correct tool

DC-027

A_TCol

ToolCorrect

The trace collection 

tool correctly reports 

the traces from the 

executed test cases

DC-027

G_TColToolInputCorrect

The code coverage tool was 

given the correct inputs

DC-027

C_TColTool

By tool, we 

mean the 

TODO trace 

collection tool

DC-027 

ST_ArgOverInputs10

Argument over all inputs 

to the code coverage tool

DC-027

A_Probe

Correct

The probe correctly 

reports the operation 

of the microcontroller 

it is connected to

DC-027

G_CMPolicyAdqt

Configuration 

management policies 

allow access to specific 

versions of electronic 

artifacts and record the 

versions of inputs used 

to create an artifact

DC-023

Fitness Argument

G_FTPCallsForRCExec

The functional test plan 

requires the tester to 

obtain source code of the 

same version number as 

the executable under test

DC-005

S_FTP

The 

functional 

test plan

DC-005

G_FTPTestActuationAdequate

The functional test plan's procedures 

for invoking the executable, supplying 

test inputs, and collecting test outputs 

is adequate 

DC-027

G_FTPTestOracleAdequate

The test oracle provided in the 

functional test plan is sufficiently 

accurate 

DC-027

ST_ArgAppeal

ToTool11

Argument by 

appeal to correct 

use of correct tool

DC-027

A_FTest

ToolLogicCorrect

The functional test 

tool's logic is correct 

DC-027

G_FTestToolInputCorrect

The code coverage tool was 

given the correct inputs

DC-027

C_FTestTool

By tool, we 

mean the 

TODO test tool

DC-027 

ST_ArgOverInputs11

Argument over all inputs 

to the code coverage tool

DC-027

G_FTTestsCodedCorrectly

The functional tests have been 

coded correctly 

DC-005

C_TestCodedCorrectly

We say that a test has been 

coded correctly if the test 

inputs and pass/fail criteria 

supplied test what the test 

case is purported to test

DC-027 

G_FTestToolCorrect

If given the correct inputs, the test 

tool will correctly invoke the 

executable, supply the correct test 

inputs, collect the test outputs, and 

record and report test results

DC-027

G_FTTSupplies

CorrectAnalogInputs

The functional test tool is capable of 

supplying the specified binary inputs 

through the microcontroller's analog 

to digital converter

DC-027

G_FTTRepeatsTestsIfConverted

InputUnacceptable

The functional test tool repeats tests 

if the converted analog input does 

not fall within the specified digital 

range

DC-027

S_FTest

ToolDesign

The functional 

test tool's 

design

DC-027

G_ControlArithmetic

Accurate

Arithmetic used in the 

control computations is 

sufficiently accurate

G_PeripheralInit-

ializationCorrect

The implementation 

of the peripheral 

initialization 

described in the 

specification is 

correct
S_SPFPArith

CalledForInCC

The specification 

calls for the use of 

single-precision 

floating-point 

arithmetic in the 

control

calculations

G_SPFPArithUsedInCC

The code uses single-

precision floating-point 

arithmetic for the control

calculations

G_InformalConstraintsSatisfied

The code satisfies the non-real time constraints 

given in the informal portion of the specification

DC-004

ST_ArgOverCnstrnts

Argument over the informal 

constraints

G_AccCnstrntsSatisfied

The code satisfies the spec's 

accuracy constraints

G_LoggingCnstrntsSatisfied

The code satisfies the spec's 

logging constraints

G_NonPVSFunctCnstrntsSatisfied

The code satisfies the functional 

constraints given as pseudocode, in 

natural-language text, or assembly-

language instructions

G_PrimaryInit-

ializationCorrect

The implementation 

of the primary 

initialization 

described in the 

specification is 

correct

G_MemoryLayoutCorrect

The linker script supplied to 

the linker correctly encodes 

the memory layout given in 

the specification

DC-015

A_LoggingWorksProperly

We assume that any deficiencies in 

logging functionality will be noticed 

and corrected by the developers 

served by the functionality

DC-026

J_LoggingNotReqd

Because logging 

functionality does not 

appear in the require-

ments and is used solely 

as a non-critical aid to 

developers, its correct 

operation is of little import

DC-026 

ST_ArgByAssumption1

Argument by appeal to 

assumption

C_CodeInspProtocol

The protocol for source code 

inspections is given in TODO.

DC-019, DC-025 

S_Code

InspReport

Report of 

inspection of the 

source code

DC-019, DC-025

ST_ArgBy

Inspection4

Argument by

inspection

DC-019, DC-025

G_InspFoundNo

Defects4

Any defects found 

by the inspectors 

have been resolved 

to their satisfaction

DC-019, DC-025

G_InspProtocol

Followed4

The inspection was 

carried out 

according to the 

inspection protocol

DC-019, DC-025

G_InspProtocolAdqt4

The inspection protocol 

is adequate to permit the 

conclusions the 

inspection is being used 

to support

DC-019, DC-025

G_InputOutput

CodeCorrect

Input and output 

are carried out 

using code that 

implements the 

pseudocode in 

the specification

ST_ArgOverInformal

FunctConstraints

Argument over informal 

functional constraints

C_LinkerRefMan

The linker reference 

manual defines the 

linker script's syntax 

and semantics

C_RegWriteOrderMaintained

Although SPARK Ada 

semantics do not guarantee 

write order, we are considering 

the order in which mapped 

variables are written to to be a 

contract, and guaranteeing its 

satisfaction elsewhere in the 

verification process

G_SpecRefinesRequirements

The specification refines the 

requirements

DC-009

G_ArgShowsSpecRefinesReqs

Argument shows that the specification 

refines the requirements

DC-009

G_SRSArgSound

The argument showing 

that the specification 

refines the requirements 

is sound

DC-009

C_SRSArgInspProtocol

The protocol for 

inspection of the spec 

refines requirements 

argument is given in 

TODO.

DC-009 

S_SRSArg

InspReport

Report of 

inspection of 

the SRS arg.

DC-009

G_ArgBy

Inspection2

Argument by

inspection

DC-009

G_InspFoundNoDefects2

Any defects found by the 

inspectors have been 

resolved to their 

satisfaction

DC-009

G_InspProtocolFollowed2

The inspection was carried 

out according to the 

inspection protocol

DC-009

G_InspProtocolAdqt2

The inspection protocol is 

adequate to confirm that 

the specification refines 

requirements argument is 

sound

DC-009

C_SRSArg

The argument showing that 

the specification refines the 

requirements is given in 

TODO 

DC-009 

S_SRSArg

Argument 

showing that the 

specification 

refines the 

requirements

DC-009

G_LLSpecRefinesFormalSpec

The low-level specification refines the 

formal portion of the specification

DC-006

G_EHLSRefinesFormalSpec

The extracted high-level specification 

refines the formal specification

DC-009

G_LLSRefinesEHLS

The low-level specification refines 

the extracted high-level specification

DC-009

G_FormalConstraintsSatisfied

The code satisfies the constraints given 

in the formal portion of the specification

DC-004

G_TransformedCodeRefinesLLSpec

The transformed code refines the low-

level specification

DC-004

G_AllVCsReportedDischarged

All VCs have been reported to be discharged by either 

the SPADE Simplifier or the SPADE Proof Checker

DC-004

C_LowLevelSpec

The low-level specification consists of the 

constraints embodied in the SPARK annotated 

function and procedure declarations

DC-004 

ST_ArgMchChkdProof

Argument by machine-

checked proof

A_PVSProof

CheckerCorrect

The PVS proof 

checker will not 

accept an invalid 

proof

DC-009

S_Proof

Checker

Report

The proof 

checker's 

report

DC-009

C_PVSProofChecker

The proof was checked 

using the PVS proof checker

DC-009 

G_ProofAccepted

The proof checker has 

accepted the proof

DC-009

G_PrfChkrCorrect

The proof checker will not 

accept an invalid proof

DC-009

G_PrfChckrInputCorrect

The proof checker was 

given the correct inputs

DC-009

ST_ArgOverInputs6

Argument over all 

proof checker inputs 

other than the proof 

being checked

DC-009

G_SpecsCorrect

The correct extracted high-level specification 

and the correct formal specification were used

DC-009

S_Echo

ProofCMRec

Record of 

versions of 

inputs used in 

proof

DC-009

C_ExtractedHLSpec

The extracted high-level specification, given in 

implementation/tags/2009-11-02_v1.00_source/

proof/extracted/

DC-009 

G_CMPolicyAdqt

Configuration 

management policies 

allow access to specific 

versions of electronic 

artifacts and record the 

versions of inputs used 

to create an artifact

DC-023

Fitness Argument

ST_ArgAppealToTool1

Argument by appeal to 

correct use of correct tool

C_Echo

ExtractionTool

By tool, we mean 

the Echo extraction 

tool for PVS and 

SPARK Ada

DC-009 

C_TransformedCode

The transformed code produced by the 

Echo verification refactoring process

DC-009 

G_ImplicationTheoremCorrect

The implication theorem to be 

proved has been stated correctly

DC-009

A_ImplThmCorrect

The implication theorem is 

correct

DC-009

J_ImplThmGiven

The implication 

theorem is a fixed 

element of the 

Echo verification 

process

DC-026 

ST_ArgBy

Assumption2

Argument by 

appeal to 

assumption

C_EchoImplicationProof

The proof that the extracted high-

level specification refines the 

formal specification is known as 

the Echo implication proof

DC-009 

G_TransformedCodeSatisfiesFormalConstraints

The transformed code satisfies the constraints given 

in the formal portion of the specification

DC-009

G_TransformedCodeSemanticEquivalence

The transformed code is semantically equivalent 

to the code

DC-009

ST_ArgByTransitivity

Argument by transitivity

J_EchoDfnOfSemEqCorrect

The Echo definition of semantic equivalence is 

sufficient to prove the constraints given in the formal 

portion of the specification

C_EchoDefnOfSemEq

The definition of semantic equivalence 

given in the Echo verification process 

documentation

G_XtrctnToolCorrect

The extraction tool produces a 

PVS specification that is refined by 

the given low-level specification

DC-009

G_XtrctnToolInputCorrect

The extraction tool was 

given the correct inputs

DC-009

A_Xtrctn

ToolCorrect

The Echo extraction 

tool is assumed to 

be correct

DC-009

J_XtrctnToolCorrect

It is extremely unlikely 

that a defect in the tool 

would cause it to 

generate output that 

would satisfy the Echo 

implication proof 

DC-009 

ST_ArgBy

Assumption3

Argument by 

appeal to 

assumption

ST_ArgOverInputs7

Argument over all 

extraction tool inputs

DC-009

G_CodeCorrect

The correct version of the 

transformed code was used

DC-009

S_Echo

XformCMRec

Record of 

versions of 

inputs used in 

extraction

DC-009

G_CMPolicyAdqt

Configuration 

management policies 

allow access to specific 

versions of electronic 

artifacts and record the 

versions of inputs used 

to create an artifact

DC-023

Fitness Argument

ST_ArgOverSPARKVP

Argument over the SPARK 

verification process

G_CorrectVCsProduced

If all VCs can be discharged, then the transformed 

code refines the low-level specification

DC-004

C_SPARKVerificationConditions

The verification conditions (VCs) in the .vcg 

files produced by the SPARK Examiner

C_SPARKTheorems

The theorems in the .fdl and .rls files 

produced by the SPARK Examiner

G_CorrectTheoremsProduced

The theorems accurately reflect the 

contents of the transformed code

DC-004

ST_ArgAppealToTool2

Argument by appeal to 

correct use of correct tool

DC-004

C_Examiner

By tool, we mean the 

SPARK Examiner

DC-004 

A_SPARK

ExaminerCorrect

When configured correctly to do so, 

the  SPARK Examiner produces 

theorems that are true of the given 

code and VCs that, if true, 

collectively imply that the 

transformed code refines the low-

level specification

DC-004

G_ExaminerInputCorrect

The SPARK Examiner was 

given the correct inputs

DC-004

ST_ArgOverInputs8

Argument over all 

SPARK Examiner inputs

DC-004

G_TransformedCodeCorrect

The correct version of the 

transformed code was input to 

the SPARK Examiner 

DC-004

G_ExaminerSwitchesCorrect

The command-line switches 

passed to the SPARK Examiner 

are correct  

DC-004

S_SPARK

VCMRec

Record of 

versions of inputs 

used in SPARK 

verification

DC-004

G_CMPolicyAdqt

Configuration 

management policies 

allow access to specific 

versions of electronic 

artifacts and record the 

versions of inputs used 

to create an artifact

DC-023

Fitness Argument

ST_ArgAppeal

ToTool3

Argument by 

appeal to correct 

use of correct tool

DC-004

C_POGS

By tool, we 

mean the 

SPARK 

POGS tool

DC-004 

A_POGSCorrect

The POGS tool will not 

report a VC as 

discharged unless it 

has been

DC-004

A_POGS

InputCorrect

The SPARK POGS tool 

was operated on the 

correct SPADE Simplifier 

and SPADE Proof 

Checker outputs

DC-004

G_SimplificationCorrect

If the SPADE Simplifier reported a VC discharged, 

it can be discharged given the relevant theorems

DC-004

G_CheckingCorrect

If the SPADE Proof Checker reported a VC discharged, 

it can be discharged given the relevant theorems

DC-004

ST_ArgAppeal

ToTool4

Argument by 

appeal to correct 

use of correct tool

DC-004

C_Simplifier

By tool, we 

mean the 

SPADE 

Simplifier

DC-004 

A_SPADE

SimplifierCorrect

The SPADE Simplifier 

will not report a VC as 

discharged unless it can 

be discharged given the 

relevant theories and the 

given user rules

DC-004

A_Correct

VCsAndTheorems1

The SPADE Simplifier 

was operated on the VCs 

and theorems output by 

the SPARK Examiner

DC-004

G_SimplifierInputCorrect

The SPADE Simplifier was 

given the correct inputs

DC-004

ST_ArgOverInputs4

Argument over all 

SPADE Simplifier 

inputs

DC-004

G_UserRulesCorrect

All user rules given to the 

SPADE Simplifier are correct

DC-004

ST_ArgAppeal

ToTool5

Argument by 

appeal to correct 

use of correct tool

DC-004

C_SPADE

Checker

By tool, we 

mean the 

SPADE Proof 

Checker

DC-004 

A_Proof

CheckerCorrect

The SPADE Proof 

Checker will not 

accept an invalid proof

DC-004

G_CheckerInputCorrect

The SPADE Proof was given 

the correct inputs other than 

the proof to check

DC-004

A_Correct

VCsAndTheorems2

The SPADE Simplifier 

was operated on the 

VCs and theorems 

output by the SPARK 

Examiner

DC-004

ST_ArgAppealToTool6

Argument by appeal to 

correct use of correct tool

DC-009

C_EchoTransformer

By tool, we mean the 

Echo transformer

DC-009 

A_Echo

TransformerCorrect

The Echo transformer 

tool performs each trans-

formation as specified

DC-009

G_TransformerInputsCorrect

The inputs given to the Echo 

transformer are correct

DC-009

ST_ArgOverInputs5

Argument over all Echo 

transformer inputs

DC-009

A_Transfor-

mationSeqCorrect

The sequence of 

transformations to 

be made is correct

DC-009

J_NoSequenceYieldsFalse

ImplicationProof

No transformation sequence, 

correctly applied, would yield 

transformed code from which a 

high-level specification 

satisfying the Echo implication 

proof could be extracted from 

code that does not refine the 

specification

DC-009 

ST_ArgBy

Assumption4

Argument by 

appeal to 

assumption

G_TransformationSequenceCorrect

The sequence of transformations to be 

made is correct

DC-009

G_TransformationsCorrect

Each transformation used is 

correct

DC-009

G_LibraryTrans-

formationsCorrect

Each transformation in 

the Echo transformation 

library is correct

DC-009

S_No

CustomTrans-

formationsUsed

No custom 

transformations 

were used

DC-009

A_LibraryTrans-

formationsCorrect

Each transformation in 

the Echo transformation 

library is correct

DC-009

J_EchoLibraryTransformationsProved

Each transformation in the Echo 

transformation library has been subjected 

to a mechanically-checked proof that it is 

semantics-preserving

DC-009 

ST_ArgBy

Assumption5

Argument by 

appeal to 

assumption

S_FVStaff

Adequate

The staff 

performing the 

formal verification 

are competent to 

do so

S_NoUser

Rules

No user rules 

were actually 

used during 

simplification
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Consequences of Mixing

Arguments tend to become large and unwieldy

Too much information in one argument

Unnecessary material is sometimes included in arguments “just in 

case”

Voluminous, rambling, ad infinitum arguments

Arguments become difficult to review

Weaknesses of argument are sometimes not evident

Easily overlooked

More difficult to spot incompleteness or poor structure in either 

Link between elements of the argument and risk is often 

lost
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Haddon-Cave

Difficulties are serious since they detract from the basic 

purpose of using safety cases

Many of these problems with current practice in safety 

cases were highlighted by Haddon-Cave

• Bureaucratic length

• Failure to see the wood for the trees; 

• Disproportionality

• Compliance-only exercises

• Audits of process only

• Safety Cases were intended to be an 

aid to thinking about risk but have 

become an end in themselves
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Clear Separation Required
The safety argument documents the asserted arguments 

and evidence of risk reduction

RULES:

Everything cited in the safety argument should have a direct role as part 

of the causal chain to the hazard;

All claims in the safety argument must be claims about the system or 

parts, properties, or properties of parts thereof

Artefacts from system development (e.g. test reports and, by extension, 

their contents) may be referenced only as evidence or context  

The confidence argument documents the reasons for 

having confidence in the safety argument

RULES:

confidence argument claims must address (only) the structure of the 

safety argument (i.e. it‟s not a free-for-all!)
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Clear Separation Required
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Safety Arguments as Assertions
(For non-deductive arguments) the recorded argument that 

„Hazard X is acceptably mitigated‟ because ‘Safety Measure 

Z is sufficiently reliable‟ is an ASSERTION

It‟s „Say so‟

(For non-deductive arguments) the recorded argument that 

‘Safety Measure Z is sufficiently reliable‟ is evidenced by 

„Fault Tree Analysis Results‟ is an ASSERTION

The argument that declares „Hazard List‟ is the relevant and 

appropriate context for the Risk Argument is an 

ASSERTION

Safety Case Arguments are bags of ASSERTIONS
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Assurance Claim Points
These assertions could, and 

should, be debated 

This is the role of the 

CONFIDENCE argument

These ACPs correspond to 

three different types of 

assertion:

Asserted inference (ACP1)

Asserted context (ACP2)

Asserted solution (ACP3)
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Confidence Argument
Qualitative argument to demonstrate sufficient confidence 

in an assertion:

What grounds are there for believing the assertion

Residual uncertainties (assurance deficits) in the assertion have 

been identified 

Residual uncertainties (assurance deficits) in the assertion are 

insufficient to cause concern

Quantify?

If you can, do

However, confidence „problems‟ with the safety argument will almost 

always relate to a qualitative omission of something

There is no science to the encoding of the impact of that omission 

in terms of a confidence value (where no relevant prior evidence 

exist it is merely an encoding of beliefs)

Encoding and quantification of beliefs doesn‟t really help identify the 

real issue to be addressed (worse: it can obscure it)
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Assurance Deficits

Recognised assurance 

deficits = Something we 

don‟t know (haven‟t 

addressed in the case)

A known unknown

Potential source of 

counter evidence

Increase assurance by 

addressing deficits
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How much confidence is enough?
Are the identified assurance deficits acceptable?

Necessary to reason about the „consequences‟ of 

deficit

… on the safety argument claims

Which aspects of the claims (in the safety 

argument) are still assured, and which are not?

What are the worst implications of „not knowing‟?

Worst case:  uncertainty, when resolved, 

undermines (is counter-evidence for) your case

When you check your blind spot, there‟s a motorcycle...

Considering the potential counter-evidence can help 

determine impact
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Mitigating ADs
Example mitigations:

Change the design of the system

e.g. adding a hardware backup when it is impractical to demonstrate 

with adequate confidence that software has the properties 

necessary to ensure system safety

Change the system operation

e.g. by limiting the conditions under which the system is used

Change the safety argument

e.g. adding an independent source of evidence

Generate additional evidence for the confidence argument,

e.g. gather additional evidence about the effectiveness of previous 

similar safety arguments and evidence 
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How much confidence is enough?

Are we moved to act?
When have we done enough mitigation?

Need some stopping criteria

There will always be some residual 

ADs
Diminishing returns

Inevitably we consider Costs vs. Benefits

The effort should reflect the risk

That‟s why understanding the effect of AD on the 

safety argument is so important
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Confidence Argument Structure

What should the confidence argument contain?

What grounds are there for 
believing this assertion?

What are the assurance 
deficits associated with this 
assertion?

Why are the residual 
assurance deficits believed 
to be acceptable?
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Confidence Argument Structure

It is not expected that any 
significant counter evidence 
exists in the assurance 
deficit ‘gap’

The effect of the assurance 
deficit on the safety
argument does not warrant 
further mitigation

The residual assurance 
deficits are acceptable 
because...
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Confidence Argument Structure

Similar arguments for asserted solutions and 

asserted context too

But two aspects of confidence to consider

Trustworthiness
Concerns the integrity of the evidence (or context)

Is the evidence what it purports to be?

Relates to confidence in the evidence descriptive assertion

Appropriateness

Concerns whether evidence (or context) is appropriate for its role in 

the argument

Relates to confidence in the evidence results assertion
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Confidence Argument Structure

Trustworthiness Appropriateness
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Overall Confidence Argument

Can assemble individual fragments of confidence 

argument to form an overall confidence argument

Number of important concerns for overall 

confidence argument
Sufficiency may be more complex simple composition

Shortfalls in one part of the argument may be compensated by other 

parts

May be common underlying assurance deficits

Common modes of failure

May not be practical to argue confidence of every assertion

Selection and prioritisation of argument assertions required
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Overall Confidence Argument
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Example: Insulin Pump Safety

Argument
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Pump Design (ACP.A1) 

Confidence Arguments

Important because intent defines …

scope of concern

The „view‟ of pump to be adopted within argument

Assurance Deficits for Appropriateness (Right Thing?)

Is the pump design an adequate reflection of pump as built?

Is the pump design an adequate reflection of pump over the lifetime 

of each unit?

Does the pump design link to user operating instructions?

Assurance Deficits for Trustworthiness (Thing Right?)

Is the pump design document complete?

Is the pump design document free of ambiguity?

Is the pump design document internally consistent?
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Development of Safety Argument
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A Third Perspective - Compliance

For many safety 

critical industries, 

there are existing 

regulatory 

objectives, 

legislation etc:

Natural to expect 

the safety case to 

address these Safety

Argument

Confidence 

Argument

Argues the 

adequacy of,

Refers to

Cross-refers to, is 

demonstrated by

Compliance 

Argument

Cross-refers to, is 

demonstrated by

Focus: Direct 

(Causal Chain) 

Arguments of 

Risk Mitigation

Focus: Direct 

(Causal Chain) 

Arguments of 

Risk Mitigation

Focus: 

Arguments as to 

why to believe the 

Safety Argument

Focus: Arguments of 

compliance with relevant 

standards, regulations and 

legislation
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Compliance Arguments

Compliance arguments can concern / be related to specific 

features of risk mitigation argument, e.g.:

Risk Target

Expected Risk Mitigation Features

Compliance Arguments can also concern matters of 

confidence, e.g.

Suggesting the use of certain techniques or processes according to 

risk category, integrity level, or assurance level

Examples:

IEC61508 Part 2 makes a clear distinction between between 

measure to avoid introducing systematic error (confidence) and 

measures to control any residual systematic errors (safety)

DO-178B talks in terms of assurance levels (confidence) in the 

justification of the satisfaction of software requirements (safety)
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Twin Peaks

Arguing compliance is not the same as arguing safety (or 

even sufficient confidence of safety)

However, there can be plenty of commonality

Compliance

Argument
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Summary
Existing safety arguments can often be „flabby‟

Everything including the kitchen sink thrown in

Often poorly argued

“Why is this relevant to that?”

Use of a structured approach (e.g. Claims-Argument-Evidence or 

GSN) is no guarantee in itself

Need to acknowledge the weakness of safety arguments

They‟re not proof

Discipline of separating safety from confidence important

There are simple rules for what is permissible in each argument

Issues of confidence are otherwise often poorly handled

Provides opportunity to simplify the safety risk arguments

Compliance is a necessary third perspective

Again, can help recognise that „top claim‟ is distinct from a „pure‟ 

safety claim


