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— Computers, storage, sensors,
networks, telescopes ...

— Beyond client-server: distributed
data analysis, computation,
collaboration, ...
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— Authorisations
— Obligations
— Conditions
— Mutability of attributes
— Continuity of decision
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— Characterised by attributes:

 lIdentity; Role; Reputation; Credits; ...

: .
— Characterised by attributes:
* Value; Role permission; ...



— Can be static (IMMUTABLE)
— Can be updated (MUTABLE)
» Before usage (PRE)
e During usage (ONGOING)
» After usage (POST)

<

— A storage service charges its users when they read documents.
The credit attribute of an user is updated before he reads a
document



— Subject Attributes
— Object Attributes
— Right/Actions



— Actions

H



— Not directly related with Subjects and Objects
— e.g.

» Current local time

e Current system workload

» System status
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ongoing-decisions

pre-decision
before usage ongoing usage after usage
pre-updates ongoing updates post-updates

— _ > time
Mutability of Attributes

— Before the usage (PRE)

— During the usage (ONGOING)
* The right could be revoked and the action interrupted
» Used for long lived actions (days, months,..)
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— Developed at ITT-CNR, Italy (Martinelli et al)

(

— Describe the allowed sequential behaviours of actions
— CSP + variables
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(actions and predicates possibly contain variables)
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premise

conclusion

[side condition]



prefix =
( )a.P — P

|p(e/2) = true]

(pa’?ql) [6 §é {ala cc Qn}]

(pars) 5 € {a}]
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With immutable Attributes
» traditional authorization

With pre update of Attributes
 Attributes value is updated before the usage is started

#

Authorizations granted when: credit(s) > value(o,r)
preUpdate(credit(s)): credit(s) = credit(s) - value(o,r)
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— Attributes value is updated after the usage is terminated

— Authorisation granted when: clubmember(s)
— postUpdate(exp(s)): exp(s) += value(o,r) x utime(s,0)
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Goal-oriented requirements engineering
From requirements to specifications

% A
Modelling policy-based systems in Event-B
Obligations in Event-B
Refinement of UCON policies
Usage control and reputation

- 1

Reference monitor at both collaboration level (global / virtual
organisation level) and node level

XACML and POLPA
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Taking into consideration the (Grid) middleware

* Adding a VO Model as a middleware abstraction
Modelling trust relationships by adding a Trust Model

* Ownership, capability and trust

» Delegation

 Distrust and monitoring
Defining requirement patterns for typical usage requirements
Tool support
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; 72 ~ Requirements

— The Goal Model Operations

— The Operation Model Objects

— The Object Model

— The Agent Model Agents

— The Anti-Goal Model Anti-Goals

Anti-
Requirements
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Owner(ag,G/Op)

E)ee @D
Capable(ag,G/Op)

ED == @D

Trust(agl,ag2,G/Op) <ag2 > |
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Goals
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Organisations
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Resources
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— Triggers are dual to Guards
 When the guard in not true, the event must not occur
 When the trigger is true, the event must occur

— Triggers model obligations by constraining when
other events are permitted

2/ A I # * A/
AC 899@& 3 L8M@& 899@!/




/

\ *
* Water seeps into the sump irregularly
methane
® e * pump used to keep level between bounds
YAVAVAVA _ _
™| o * Methane can accumulate in the mine
pump B Low water
\ / » alarm sounded when methane detected

* Requirements

pump must be activated when high water is sensed (risk of flooding)
pump must be deactivated when low water sensed (risk damage to pump)

alarm must be sounded immediately methane is detected (evacuation of
personnel)

pump must be deactivated when methane detected (risk of explosion)



INVARIANTS
lowwater : Bool
highwater : Bool
methane : Bool
pump : {ON, OFF}
bell : {ON, OFF}

EVENTS

|s Fairness high_water_detected

Enough? WHEN highwater = true AND not(methane = true)
THEN pump := ON
END

low_water detected

Need EXp”Cit WHEN lowwater = true AND not(methane = true)
THEN pump := OFF

obligation END

methane_detected
C/> WHEN methane = true
THEN bell := ON || pump := OFF
END

What about
Fairness?

Modelled by
prohibition
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forces event f to be the next one to be executed

 when condition T is true

5 ° V47
where symbol Y.denote the next temporal operator

extending the guard of all other events with the negation of T

_— T

EVENT e, WHEN G; THEN S, END

EVENT fWHEN T NEXT R END

EVENT e, WHEN G; «nT THEN S; END

EVENT f WHEN T THEN R END




INVARIANTS
lowwater : Bool
highwater : Bool

methane : Bool as shorthand
pump : {ON, OFF}
bell : {ON, OFF} for these

EVENTS
high_water_detected
WHEN highwater = true
THEN pump := ON
END
low_water_ detected
WHEN lowwater = true AND not (methane =true) ——
THEN pump := OFF
END
methane_detected
WHEN methane = true
Q) NEXT bell := ON || pump := OFF

END

THEN replaced
with NEXT ...
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EVENT f WHEN T WITHIN n NEXT R
“if trigger T becomes true and remains true for n events
then event f must be executed within these n events”

(If trigger T becomes false within these n steps
then the obligation is cancelled)

(0]
i.@ ° /1
a “queuing” version of the “leads-to” modality
* |.e. T and not f cannot be sustained for more than n events
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For each WITHIN event f, we add counter counter; which
is set to n whenever T is false

IS decremented each time another event is executed while T is true
prohibits other events if it reaches 1

Remove this for

usual leads-to

EVENT e WHEN G THEN S END
EVENT f WHEN T WITHIN n NEXT R END /\

INVARIANT ... 1 COUV

INIT ... || counter, :=

EVENT e WHEN G  (—F— counter,> 1) THEN

S || if T THEN counter, := counter,-1 ELSE counter,:= n) END

EVENT f WHEN T THEN R || counter,:=n END
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— Event-B with obligations needed since KAOS models a
maximum set of permitted behaviours as well as a minimum set
of obliged ones
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— Using the ProB animator and model-checker
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Each policy is applicable in a node

It does not refer to the removal of non-determinism (as it is the
case of FM refinement)

1(3 |
It may not always be possible to enforce VO policies at the VO
level

Therefore, we need to translate and enforce VO policies at the
low level of resources
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— How to represent, store, retrieve, update attributes

— Usage revocation
— Main novelty w.r.t. usual access control

— Environmental conditions for Grids
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tryaccess(s, o, r): performed by subject s when performing a
new access request (s, o, I)

permitaccess(s, o, r): performed by the system when granting
the access request (s, 0, I)

revokeaccess(s, o, r): performed by the system when revoking
an ongoing access (s, o, I)

endaccess(s, o, r): performed by a subject s when ending an
access (s, 0, 1)

update(attribute): updating a subject or an object attribute.



__________________

Grid Node

condition
manager

get(c)

tryaccess(s,o,r)

value

get(a)/update(a,v)

-
Ll

anfen

get(0)

permitaccess(s,0,r)/denyaccess(s,0,r

-
|

A

PEP

endaccess(s,0,r)

»
|

revokeaccess(s,0,r)

A

PDP

|—————— |

obbligation
manager

value



Usage control in business processes

Usage control in Grid-based operating systems
Data-centric security

Service-oriented computing, clouds, ...

Policy containment, conflict analysis, ...
Formal models for policy decomposition



— Vertical approach, from requirements down to
specification, design and implementation
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— STFC, UK: Juan Bicarregui, Benjamin XtreemOS
Aziz, Brian Matthews | m—

— CETIC, Belgium: Philippe Massonet, ok

Christophe Ponsard, Gautier Dallons

— CNR, ltaly: Fabio Martinelli, Paolo Mori,
Marinella Petrocchi

— Interplay, Italy: Giovanni Cortese
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